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Abstract:

Commonwealth agencies are to provide effective management of access to the
Commonwealth's Integrated Enterprise System (IES). Agencies require the ability to
manage the assignment of IES user roles to meet operational requirements while
ensuring the most economical use of the Commonwealth's SAP software licenses.

IES annually assesses the Commonwealth's SAP license audits to validate that users’
access to the software is equal to or less than the number of SAP contracted licenses

by type.

SAP software includes three user license types:

e Employee Users - Individuals that access Employee Self Service (ESS)
transactions only (i.e. reviewing own benefits, pay statements, or leave
requests). These are the least expensive and the highest volume number of
licenses. The Commonwealth has acquired a sufficient number of licenses to
cover future growth.

e Professional Users - Users who execute functional transactions as part of their
job or on behalf of others. These users would include, but not be limited to,
finance, budget, procurement, and human resources end-users and/or
supervisors. These licenses are approximately 10 times the cost of an ESS
license. The Commonwealth currently has nearly two thousand more users
than licenses, making this the primary focus of this analysis.

e Manager Users - This license is double the cost of the Professional Users
License and is intended for individuals with line management responsibility.
The Commonwealth and SAP have determined that this license category is not
needed and the acquired licenses have been used to augment Professional
User licenses.

The Office for Information Technology provides resources, technical staff, and
technology to support these management processes including regular listings of
inactive user access.

General:

This Information Technology Policy (ITP) applies to all departments, boards,
commissions and councils under the Governor's jurisdiction. Agencies not under the
Governor's jurisdiction are strongly encouraged to follow this policy.
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Policy:

This ITP establishes the following standards for management and maintenance of
agency SAP licenses. These standards apply to all agencies using the
Commonwealth's IES.

SAP license assignment is based on IES user roles. Therefore, agency human
resource offices are required to perform a regular review of their current agency-
wide SAP user role-mapping to ensure that individuals with assigned IES roles are
actually using the system in a reasonably consistent manner.

Determination of role assignments is to consider the following:

e All users having access to the Commonwealth's Wide Area Network (WAN) are
to, at minimum, be assigned the role for Employee Self Service (ESS).

e Users who have never logged onto the systems or have not used the systems
in more than ninety days are to have their access delimited (changed the
valid-to date) so they are no longer active. The employee and supervisor are
to be notified.

e Users who have very few roles or who rarely access the system for
transactional purposes are to be reevaluated for need of the roles.

e Supervisors who do not have direct reports are to have their Supervisory Self-
Service (SSS) role replaced with the ESS role.

e Users who have been assigned production roles and infrequently access the
system are to be reevaluated for need. Consideration is to be given to having
these tasks completed for the occasional user by someone who regularly
performs these duties.

e The required number of primary and backup users for approver roles is to be
reevaluated.

e The required number of primary and backup users for administrative and
operational roles (i.e., time entry, travel management, or procurement) is to
be reevaluated.

e Review roles are to be assigned to report creation. Consider limiting the
number of users who generate reports and make these users available to
other agency staff with a need for the same information. The IES Security
Team creates and distributes reports of inactive users to assist the agencies
with the review. The IES team is available to answer questions and to work
with the appropriate security staff to accomplish the review.

Refresh Schedule:

All standards identified in this ITP are subject to periodic review and possible
revision, or upon request by the Enterprise Architecture Standards Committee
(EASC).

Exemption from This Policy:

In the event an agency chooses to seek an exemption, for reasons such as
the need to comply with requirements for a federally mandated system, a
request for waiver may be submitted via the Community of Practice
Procurement and Architectural Review (COPPAR) process. Requests are to be
entered into the COPPAR Tool located at http://coppar.oa.pa.gov/. Agency
ClO approval is required. Contact your agency CoP Planner for further details
or assistance.
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Publication Version Control

It is the user’s responsibility to ensure they have the latest version of this
publication, which appears on https://itcentral.pa.gov. Questions regarding this
publication are to be directed to ra-itcentral@pa.gov.
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