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Abstract:
This Information Technology Policy (ITP) covers wireless cellular data technology for the
Commonwealth of Pennsylvania.

High-speed cellular service is a complement to Wireless Fidelity (Wifi) access. Wifi is primarily available
for indoor locations that lack strong cellular reception (e.g., office buildings, airports, and hotels), while
cellular data services allow Internet access in places where Wifi may not reach.

High-speed cellular data is an option for agency use due to the new third generation cell data
networks.

General:
This ITP applies to all departments, boards, commissions and councils under the governor’s
jurisdiction. Agencies not under the governor’s jurisdiction are strongly encouraged to follow this

policy.

Policy:
Commonwealth agencies are to adhere to the Wireless Cellular Contract no. 9985-34, for the
procurement of cellular services and equipment.

Cellular data rates are variable based on location and vendor. It is recommended that agencies
determine service requirements, availability of service, and data rates from the vendor before
ordering the service. Mobile Phone Services & Equipment are procured through

the Enterprise Services Management System (ESMS), formerly known as ISS

Agencies are to evaluate lost or stolen devices according to the IT Incident Reporting Procedures and
Form, provided in SEC024.

Agencies are reminded that the use of cellular technology is governed by the “Commonwealth
Wireless Communication Policy”, Management Directive 240.11.

Refresh Schedule:
All standards identified in this ITP are subject to periodic review and possible revision, or upon
request by the Enterprise Architecture Standards Committee.
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http://www.portal.state.pa.us/portal/server.pt/community/telecommunications/10051/iss/548415
http://www.portal.state.pa.us/portal/server.pt/community/telecommunications/10051/iss/548415
http://www.portal.state.pa.us/portal/server.pt/community/telecommunications/10051/iss/548415
http://www.portal.state.pa.us/portal/server.pt/gateway/PTARGS_0_2_785_711_0_43/http%3B/pubcontent.state.pa.us/publishedcontent/publish/global/files/management_directives/management___administrative_support/240_11.pdf

Exemption from This Policy:

In the event an agency chooses to seek an exemption, for reasons such as the need to comply with
requirements for a federally mandated system, a request for waiver may be submitted via the
Commonwealth of PA Procurement and Architectural Review (COPPAR) process. Requests are to be
entered into the COPPAR Tool located at http://coppar.oa.pa.gov/. Agency CIO approval is required.
Contact your agency CoP Planner for further details or assistance.

Questions:
Questions regarding this policy are to be directed to ra-itcentral@pa.gov.

References:
MD 240.11: Commonwealth Wireless Communication Policy
ITP-SEC024 - IT Security Incident Reporting Policy
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