Juniper VPN — ARA users for MAC

I. Download a Digital Certificate

Digital certificate are required to connect to the Commonwealth’s VPN system. The digital
certificates MUST be downloaded on a Microsoft Windows machine and then copied onto the
MAC machine. The instructions in this section describe the method for downloading the digital
certificate.

A. Personal Certificate Download and Installation

1. Open Internet Explorer, go to http://www.copapKi.state.pa.us.

The Enterprise Certificate Services Registration Site screen is displayed.

3. Select “Click here” below the disclaimer box. This will allow you to request a
certificate that will ensure RAS security.
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Enterprise Certificate Enrollment Site

Use this site to request a certificate for your Web browser, email client, or other program

ENTERPRISE CERTIFICATE SERVICES REGISTRATION SITE DISCLAIMER

This is a Commonwealth of Pennsylvania computer system and is the property of the same. It is for authorized use only. Users (authorized or unauthorized) have
no explicit or implicit expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized state
and law enforcement personnel, as well as authorized officials of other agencies. By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of authorized personnel.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By continuing to use this system you
indicate your awareness of and consent to these terms and conditions of use. Do not continue to use this system if you do not agree to the conditions stated in this
warning.

Click here to go to the Enterprise Certificate Services Registration site logon page.

Questions? Access RAS Documentation for detailed instructions.

IMPORTANT SECURITY REMINDER

To complete the log off process, close all browser windows and exit the browser application.



http://www.copapki.state.pa.us/

4. Click “Yes” if the Security Alert screen is displayed.

Security Alert =

7 Information wou exchange with this site cannaot be viewed ar
? changed by others. However, there iz a problem with the site's
: security certificate.

& The secunty certificate was izsued by a company you have
not chosen to tust. View the certificate to determing whether
wa want ko trust the certifping autharity.

0 The security certificate date iz walid.

The security certificate has a valid name matching the name
of the page you are tying to view.

Do you want bo proceed?

i  Wiew Cerificate |

4. Enter your ARA Username and Password (the ones you were assigned when your
account was created. Your username will be prefixed by the agency’s three-letter
identifier. Example: dlic-jsmith.)

a. The Username must be prefixed by user\
b. Windows 2000 users ONLY will have the domain line displayed. Enter USER
in the domain box.

Connect to www.icopapki.state.pa.us

2%

Connecking ko wiwy icopapki, skate, pa, us

User name: | € Useridliojsmith =] o

Passward: I [TITTTITTIYY!

[~ Remember my password

| Ik I Zancel




5. Select the “Request a certificate” link.

= Microsoft Active Directory Certificate Services - Windows Internet Explorer
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Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Extemnal CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upan the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a
pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a certificate

Save and install the Cisco VPN Client (Installation will restart your computer.}

Download a CA certificate. certificate chain, or CRL

6. Select the “Create and submit a request to this CA.” link.

/f Microsoft Active Directory Certificate Services - Windows Internet Explorer
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Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.




7. Select the following options on the Advanced Certificate Request screen:
a. Inthe “Certificate Template” drop-down select the template type
i. “CoPA Authentication Session-Auto”

ii. Select a different option if required.
b.

In the “Key Options” drop-down make sure the following is displayed:

i. CSP: “Microsoft Strong Cryptographic Provider”

c. Select the “Submit” button to start generating the request.

£ Microsoft Active Directory Certificate Services - Windows Internet Explorer
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Advanced Certificate Request

Certificate Template:

CoPA Authenticated Session-Auto {§

Key Options:

@ Create new key set O Use existing key set

CSP: ‘ Microsoft Strong Cryptagraphic Provider
Key Usage: Signature

Key Size: Min: 2048

Ma 1g2g4 (COMMEN kRy sizas: 2048 4056 5152 1628¢)

v

® Automatic key container name O User specified key container name
[#IMark keys as exportable

Enable strong private key protection

Additional Options:

Request Format: @ CMC O PKCS10

Hash Algorithm: | SHA-1 1+

Only used to sign request

[ISave request

Attributes

Friendly Mame: l:l

Done

o Trusted sites v RI00% <

8. Select “Yes” on the Potential Scripting Violation screen.

Potential Scripting ¥iolation

|
This \Web site is requesting a new certificate on vour behalf. ¥ou should allow only trusted Web sites to request a
! certificate For wou,

Do you wank bo request a certificate nowe

Yes Mo




9. Select the “Set Security Level” button.

Creating a new RSA signature key |

&n application is creating a Protected item.

Cryptods Pl Private ey

Security level set to Medium Set Securty Level... |

Cancel Details... |

10. Select “High” to make this certificate password protected and then click “Next>".

Creating a new RSA signature key |

Chooze a securty level appropriate for thiz ibem.

Fiequest my permizzion with a paszword when thiz
itern iz o be used.

= Medium
Request my permizzion when thiz item iz to be uzed.

< Back I Mest » I Cancel




11. Enter the following information on the Creating a new RSA signature key screen and
select “Finish” when completed.

a. Enter a unique password in the “Password” field that will also be used
through the Export and Import process. Anything alpha and/or numeric will
work.

b. Re-enter the unique password in the “Confirm” field.

c. This Password remains the same for this yearly certificate. Itis important
that you remember this password. If you forget the password it cannot be
recovered or reset.

Creating a new RSA signature key E |

Create a password to protect this item.

I@' Create a new password for thiz item.
Paszword for: |Er_l,lpto.é«F'I Private Kep
"
Password: I--u--|
Confirm: I,",".,.

< Back I Finizh I Cancel |

NOTES: Please be aware of the following:
Windows XP - “Password for:” field = CryptoAPI Private Key will be displayed.
Windows 2000 - “Password for:” field will be empty.

12. Select “OK” to confirm the setting.
Creating a new RSA signature key E |

An application iz creating a Pratected item.

CryptadPl Private Fey

Security level zet ta High | Set Securty Level... I

Cancel | Detailz... |




13. Select “Install this certificate”. It may take a few moments for the certificate icon

to appear so please be patient and wait for the icon to appear before clicking the
link.

£ Microsoft Active Directory Certificate Services - Windows Internet Explorer
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Certificate Issued

The certificate you requested was issued to you.
Install this cerfificate

[ Save response

14. Select “Yes”. The next screen may take a few minutes to appear.

Potential Scripting Yiolation |

This Web site is adding one ar more certificates to this computer, Allowing an untrusted Web site to update wour
! certificates is a security risk, The Web site could install certificates vou do not krust, which could allowe programs that
wou do nok trust ko run on this computer and gain access ko your daka.

Do you want Ehis program ko add the certificates now? Click Yes if wou trusk this Web site, Otherwise, click Mao.

Yes =]

15. A “Certificate Installed” confirmation message is displayed when the certificate
has been successfully downloaded and installed. Close (X) the screen.

£ Microsoft Active Directory Certificate Services - Windows Internet Explorer
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Certificate Installed

Your new certificate has been successfully installed.




B. Export certificate to thumb drive or other external media.

1. On your Windows machine, open Internet Explorer.
2. On the menu bar, click on Tools, Internet Options

Is Google - Windows Internet Explorer
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3. Click on the Content tab; click on the Certificates button.

Internet Options

| General || Security || Privacy | Content | Connections | Programs || Advanced |

Content Advisar

@ Ratings help wou contral the Internet content: that can be
wiemed on this computer,

Settings

Certificates

IJse certificates for encryphed connections and identification,

[ Clear 551 state ] ’ Certificates ] l Publishers ]

AutoComplete
:% AutoComplete skares previous entries Settings

on webpaages and suggests matches
for wou,

Feeds and Wweb Slices

Feeds and Web Slices provide updated Setkings

| content from websites that can be
read in Internet Explorer and other
programs,

l QK ” Cancel ] Apply

4. Highlight the certificate that you just installed, and click on the Export button.

Certificates

Intended purpose; | <All= W |

Personal |Dther People | Intermediate Certification Autharities | Trusted Roaot Certificatior ¢ *

Issued To Issued By Expiratio...  Friendly Mame

=3 growdright CoPA Enterprise Issui,,,  10f1702013  <Mone=

Import... H Export... ][ Remowve

Certificate intended purposes

Client Authentication

Wigw

Close




5. Click on Next

Certificate Export Wizard @

Welcome to the Certificate Export

Wizard

This wizard helps vou copy certificates, certificate trust
lisks and certificate revacation lisks From a certificake
stare ko yaour disk,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect daka or ko eskablish secure network
connections, & cerkificatbe store is the system area where
certificates are kept.

To continue, click Mext,

m&xt} | [ Cancel

6. Click on Yes, export the private key. Click on Next.

Certificate Export Wizard @

Export Private Key
‘fou can choose to export the private key with the certificate.

Private kevs are password protected, If wou want to export the private key with the
certificate, you musk bvpe a password on a laker page.

Do wou want ko expark the private key with the certificate?

{(¥)¥es, export the private key!

()Mo, do not export the private key

< Back H Mext > l [ Cancel




7. Put check marks in front of Include all certificates in the certification path if possible
and in front of Enable strong protection. Click on Next.

Certificate Export Wizard P§|

Export File Format
Certificates can be exported in a variety of file formats,

Select the Format wou wank ko use:

{(#) Personal Information Exchange - PKCS #12 { PFX)
[«]Include all certificakes in the certification path if possible:

Enable strong protection {requires IE 5.0, MT 4.0 5P4 ar above)

[ ] Delete the private key if the export is successful

< Back ” Mext = l [ Cancel

8. Enter your certificate password and confirm it. Click on Next.
Certificate Export Wizard &

Password
To mainkain security, vou must protect the private key by using a passwaord,

Type and confirm a password.

Passwiord;
|******

Confirm passwiord;
|******

< Back. ” Mext = ][ Cancel




9. Click on the Browse button

Certificate Export Wizard

File to Export
Specify the name of the File yaou want ko expart

File name:

| | Erowse...

< Back ][ Mextk = ] [ Cancel




10. In the Save in: box, navigate to the location of your external media.
11. In the File name: box type in your username.
12. Click on Save

Save As 1| _|
~ | o T e G-
iy [Faeventsd
I E} Spotlight-¥100
My Fecent Trashes
Documents |-y Documents
= I Pulse
|_ Swskem
Deszkiop
by Documents
by Computer
‘g File name: |d]ic-jsmith W | [ Save ]
by Metwork, Save as bype: | Personal Information Exchange [, pfs) L | [ Cancel ]

13. The path you chose should appear in the File name: box. Click on Next.
Certificate Export Wizard ['5_(|

File to Export
Specify the name af the File wau want ko expart

File name:

Fitjuser.pfx | | Browse. ..

< Back ][ ext = ] [ Cancel




14. Click on Finish
Certificate Export Wizard E|

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings;

File Mame Filjuse
Export Keys Yes
Include all certificates in the certification path  Yes
File Formak Person

[ < Back, ” Finish l [ Cancel ]

15. Enter your certificate password in the CrytoAPI Private Key box. Do NOT check
Remember Password.

Exporting your private signaturne key g|

An application iz requesting access to a Protected item.

Cruptod Pl Private Key
[ ] Bemember pazsword

I k. ][ Cancel ][ Details... ]

16. You have successfully exported your digital certificate.
Certificate Export Wizard g|

The export was successful,




Il. Install Juniper Connect for MAC

Copy your Certificate to your desktop with either a USB key or another method:

Double Click your Certificate which will usually be your username.PFX and then enter your certificate
password when prompted

Enter the password for “michaefox.pfx”:

Password: “

|| Show password

\ Cancelﬁ\[ oK |

The Keychain application will then appear and show that your certificates have been
# Keychain Access File Edit View Window Help

® 0o Keychain Access
Click to lock the login keychain. (Q )
Keychains
' login P michaefox
& Micr.. ertificates arireed Issued by: CoPA Enterprise Issuing Internal CA
& system Expires: Wednesday, September 18, 2013 10:41:21 AM Eastern Daylight Time
) This certificate was signed by an untrusted issuer
System Roots
Name & Kind Expires Keychain
=1 CoPA Enterpr...suing Internal CA certificate Mar 23, 2015 5:14:07 PM  login
gy CoPA Enterprise Root CA certificate Oct 13, 2031 10:07:43 AM login
> B michaefox certificate Sep 18, 2013 10:41:21 AM login
Category
% All ltems

4. Passwords
Secure Notes

=] My Certificates
F Keys
. Certificates
E] Copy 3 items

installeds —|




Open Safari or whatever Internet browser you have installed on your Mac and connect to
https://moose.pa.gov. Sign in with your CWOPA credentials

Welcome to the
COPA Secure Access SSL VPN

Username

Password

Realm ‘:,CWQP, . |
(signin |

Please sign in to begin your secure session.

The site will then redirect to installing the network connect service and once connected you will see the '

following screen.

Junos Pulse Secure Access Service - Home
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bl Home  Preferences Help  Sign Out
Welcome to the Junos Pulse Secure Access Service, michaefox.
Client Application Sessions |" | |
42 Network Connect | start |

Copyright @ 2001-2012 Juniper Networks, Inc. All rights reserved.
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B Hide Details

Duration:
Assigned IP:

Sent/Received:
Security:
Compression:
Transport Mode:

24 seconds
10.229.22.139

1KB/ 1.9KB
SSL

Deflate

S5L over Wi-Fi
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