CWOPA Broadband Users
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Background

These instructions are to be used for VPN users who have been assigned a CWOPA
username and password. If your machine has Internet Explorer 8 or above, begin with
Section I. For versions of Internet Explorer 7 or below, start with Section II.
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Section I - Internet Explorer 8 / 9 - Certificate Installation

=

Open Internet Explorer, go to https://www.icopapki.state.pa.us
2. Click on here.

@ _\__ v |8 i, copaph, state.pa,us, M| (XK [ 2|
File Edit V“iew Favorites Tools Help
o Shate Browser  WebEx -
90 Favarites | 553 @] @] eRoom - Telecommunication... & | Microsoft Support & | -
@Welcume to the Enterprise Certificate Services Regist. .. i -

= Page - Safety - Tools -

pennsylvania

OFFICE OF ADMINISTRATION

Enterprise Certificate Enrollment Site

Use this site to request a certificate for your Web browser, email client, or other program

ENTERPRISE CERTIFICATE SERVICES REGISTRATION SITE DISCLAIMER

This is a Commonwealth of Pennsylvania computer system and is the property of the same. It is for authorized use only. Users (authorized or unauthorized) have
no explicit or implicit expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized state
and law enforcement personnel, as well as authorized officials of other agencies. By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of authorized personnel.

Unauthorized or improper use of this system may result in adr
indicate your awareness of and consent to these terms and con
warning.

istrative disciplinary action and civil and cri | penalties. By continuing to use this syste
tions of use. Do not continue to use this system if you do not agree to the con

you
itions stated in this

Click here to go to the Enterprise Certificate Services Registration site logon page.

Questions? Access RAS Documentation for detailed instructions.

IMPORTANT SECURITY REMINDER
To complete the log off process, close all browser windows and exit the browser application.



https://www.icopapki.state.pa.us/

3. Log on with the CWOPA username and password you were assigned.
In the User name: field, be sure to precede your username with: CWOPA\
(example: cwopa\jsmith)

Connect to www.icopapki.state. pa.us |E| E'

Connecking ko wiww icopapki, skake, pa.us,

User name: | € CWOPAljsmith v |

Password! | - |

[ Iremember my passwaord

[ Ok l [ Cancel

4. C(Click on Download a CA certificate, certificate chain, or CRL

T% pennsylvania

OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Intemal CA

Welcome

Use this Web site to request a certificate for your \Web browser, e-mail client, or ather program. By using a certificate, you can verify your identity to peaple you communicate with
over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform aother security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerfificate Services Documentation.

Select a task:
Request a cerificate

Save and install the Cisco VPN Client (Installation will restart vour computer.)

Download a CA certificate. certificate chain, or CRL

5. Ifthe Operating System on your machine is:
Windows XP: Proceed to Section A
Windows 7: Proceed to Section B



Section A - XP Instructions

1. Click on install this CA certifcate chain
2. Click on Yes button if prompted for Web site add.

Microsoff Active Directory Certificate Services — CoPA Enterprise Issuing Internal GA

Download a CA Certificate, Certificate Chain, or CRL

To frust cerificates issued from this certification authority, install this CA cedificate chain.
To download a CA cerificate, cerificate chain, or CRL, select the cedificate and encoding method.

CA certificate:

certificates is a security risk, The Web site could install certificates you do not trust, which could allow programs that

’E This ‘Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update your
.
wou do nok trust ta run on this computer and gain access to your data,

Enceding method:
@DER
(O Base 64
wiload CA ceificate
oad CA certificate chain
wnload latest base CRL

Do you wank this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, click Mo,

Yes Mo

3. Once you see the below screen you have successfully installed the L.E. 8/9 certificate.

Microsoft Active Directory Certificate Services — CoPA Enterprise Issuing Internal CA

CA Certificate Installation

The CA certificate chain has been successiully installed.

Proceed to Section II - Personal Certificate Download and Installation




Section B - Windows 7 Instructions

1. Click on Download CA certificate chain

Microsoff Active Directory Certificate Services — CoPA Enterpri ng Intermnal CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA cerificate chain.

To download a CA certificate, cerificate chain, or CRL, select the cedificate and encoding methaod.

CA certificate:

[Cument [CoPA Enterprise lssuing Internal CA(1)]

Issuing Intemal CA]

Encoding methed:

@DER
OBase 64

2. Click Open

Microsoft Active Directory Certil i — CoPA Enterprise Issuing Intemnal CA

Download a CA Certificate, Certificate

To trust certificates issued from this certifi

To download a CA certificate, certificate ¢

CA certificate:

Encoding method:

®DER d
O Base 64 <

Download CA certificate

File Download

Do you want to open or save this file?

Mame: certnew.p?b
Type: PKCS #7 Certificates, 2.00KB
From: www.icopapki.state.pa.us

Open ] [ Save ] | Cancel

Always ask before opening this type of file

‘while fles from the Internet can be useful, some files can potentially
harm your computer. If you do nat tust the source, do not open ar
zave thiz file. What's the risk?

Download CA certificate chain
Download latest base CRL




3. The below box will pop up, click on the + sign next to c:\documents and settings

Then click on Certificates folder, on the left side of the screen
Next double click on COPA Enterprise Issuing Internal CA on the right.

£ | Certificates

Help

File  Action  Wiew
- = | B B 2
EP Certificates - Current User Issued To - Issued By Expiration Date
Elcora Enterprize Issuing Internal CA  CoPA Enterpris,.. 312302015
CoPa Enterpris...  10013/2031

=1-[C3 C\DOCUMENTS AMD SETTINGS'

| EIES

b

Elcora Enterprise Rook CA

|

4. C(Click on Install Certificate...

Certificate

CHDOCUMENTS AMD SETTIMNGSWKSTGEORGE\LOCAL SETTINGS\ TEMPORARY INTERME

General | Details | Certification Path |

»,
Certificate Information

+4ll issuance policies
=4l application policies

This certificate is intended for the following purpose(s):

Issued to:

CoPa Enterprise Issuing Inkernal Ca

Issued by: CoPA Enterprise Root CA

valid from 3/23/2010 to 3{23/2015

nstall Certificate. ., Issuer Skakement




5. Click on Next >

Certificate Import Wizard E

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust ]
lists, and certificate revocation lisks From wour disk ko a
cettificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or to establish secure netwaork
conneckions. & certificate store is the system area where
cerkificates are kept, 1

To continue, click Mext,

[ Mext= | [ Cancel

6. Select Place all certificates in the following store
Click the Browse... button.

Certificate Import Wizard

Cartificata
Certificate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate store, or ywou can specify a location For

() Automatically select the certificate store based on the type of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

Browse, .,

< Back ” Mext = l [ Cancel




7. Select Trusted Root Certification Authorities and click on OK

Certificate Import Wizard
2 X

Select Certificate Store

kes are kept,
Select the certificate skore wou want to use,

(27 Persanal | [ of you can specify & location for
g r'l::tEn:I F!.n:ut I:_r'tlhn:atu:nn Authorities ed on the type of certificate
nkerprise Trus B
[ Intermediate Certification Authorities
I:l Active Directory User Object 3
770 Tevsmbed Puoklichoe - S
i | l | [ Browse. .,

[ ]show pheysical stores

8. C(Click on Next >

Certificate Import Wizard

Cartificata
Certificate skares are syskem areas where certificates are kept.,

Windows can automatically select a certificate store, or vou can specify a location Far
() Automatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following store

Certificate store:

| Trusted Root Certification Authorities | | Browse, .

< Back ][ Mext = l[ Cancel




9. Click on Finish

Certificate Import Wizard

Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Impart
wizard,
You have specified the Following settings:

Certificate Skore Selected by User  Trusked Roaok Certific.
Zonkent Certificate

[X]

< Back ” Finish l [ Cancel

10. Click on OK

Certificate Import Wizard @

\i,) The import was successful.

OK




11. Next double click on CoPA Enterprise Root CA

B2 Certificates
File  Action  Wiew Help

Issued By Expiration Date

s a@ e B @
Issued Ta

@ Certificates - Current User
= D CHDOCUMENTS AND SETTINGS' CoP.ﬁ. Enterprise Issuing Internal Ca  CoPA Enkerpris...
i A CaP# Enterpri

5] Certificates £

32312015

< | 3@

&%

CADOCUMENTS AND SETTIMGS\KSTGECQRGEILOCAL SETTINGS\ TEMPORARY INTERME

12. Click on Install Certificate...

Certificate

General | Details | Certification Path |

Wi
Certificate Information

This certificate is intended for the following purpose{s)

» Al issuance policies
+ 4l application policies

Issued to:  CoPA Enterprise Rook Ca

Issued by: CoPAa Enterprise Rook CA

¥alid from 2/Z3/2007 ko 10/13/2031

Install Certificate, ., Issuer Skaktement

10




13. Click on Next >

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lisks, and certificate revocation lists From wour disk to a
certificate store.,

A certificate, which is issued by a certification autharity, is
a confirmation of vour identity and contains infarmation
used to protect daka or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, click Next,

Mext = |l Cancel

14. Select Place all certificates in the following store
Click the Browse... button.

Certificate Import Wizard

Cartificata
Certificate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate store, or ywou can specify a location For

() Automatically select the certificate store based on the kype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

Browse, .,

< Back ” Mext = l [ Cancel

11



15. Select Trusted Root Certification Authorities and click on OK

Certificate Import Wizard
2 X

Select Certificate Store

kes are kept.
Select the certificate store wou want to use,

[ Persanal ~ | [ of you can specify a location For
% r'lsted F!.I:ut i:rtirin:atinznn Authorities o o b e of ey st
nkerprise Trus L
[ Intermediate Certification Authorities
I:I Active Direckory User Object B
770 Terimbmd Pk licbme - —
A | R | [ Browse. ..

[] show physical skares

< Back ][ Mext = ] [ Cancel

16. Click on Next >

Certificate Import Wizard

Cartificata
Certificate stores are swstem areas where certificates are kept,

\Windows can automatically select a certificate stare, ar vou can specify a location For
() automatically select the certificate stare based on the bype of certificates
(#)Place &l certificates in the Following store

Certificate store:

| Trusted Root Certification Authorities | | Browse, ..

< Back ][ Mext = ][ Cancel

12



17. Click on Finish

Certificate Import Wizard @

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Impart
wizard,
You have specified the Following settings:

Certificate Skore Selected by User  Trusked Roaok Certific.
Zonkent Certificate

< Back ” Finish l [ Cancel

18. Click on OK

Certificate Import Wizard @

jj) The import was successful.

OK

You have now completed the L.E. 8/9 Certificate installation.

Proceed to Section II - Personal Certificate Download and Installation

13



Section II - Personal Certificate Download and Installation

1. Open Internet Explorer, go to http://www.icopapKi.state.pa.us.

2.
3.

NOTE: This website can only be access if you are connected to the
Commonwealth network.

The Enterprise Certificate Services Registration Site screen is displayed.
Select “Click here” below the disclaimer box. This will allow you to request a
certificate that will ensure RAS security.

e i, copaphi, state,pa, us, S| (X (M
File Edit View Favorites Tools Help
o Share Browser  WebEx -
7.r Favorites ’1..:3 & @] eRoom - Telecommunication,.. € | Microsoft Support & | =
(& Welcome to the Enterprise Certificate Services Regist... i - | v Page - Safety ~ Tools +

pennsylvania

OFFICE OF ADMINISTRATION

Enterprise Certificate Enrollment Site

Use this site to request a certificate for your Web browser, email client, or other program

ENTERPRISE CERTIFICATE SERVICES REGISTRATION SITE DISCLAIMER

This is a Co wealth of Pennsylvania computer system and is the property of the same. It is for authorized use only. Users (authorized or unauthorized) have
no explicit or implicit expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized state
and law enforcement personnel, as well as authorized officials of other agencies. By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of authorized personnel.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By continuing to use this system you

indicate your awareness of and consent to these terms and conditions of use. Do not continue to use this system if you do not agree to the conditions stated in this
warning.

Click here to go to the Enterprise Certificate Services Registration site logon page.

Questions? Access RAS Documentation for detailed instructions.

IMPORTANT SECURITY REMINDER
To complete the log off process, close all browser windows and exit the browser application.

14


http://www.icopapki.state.pa.us/

Click “Yes” if the Security Alert screen is displayed.

Security Alert =

7 Information wou exchange with this site cannaot be viewed ar
? changed by others. However, there iz a problem with the site's
: security certificate.

& The secunty certificate was izsued by a company you have
not chosen to tust. View the certificate to determing whether
wa want ko trust the certifping autharity.

0 The security certificate date iz walid.

0 The security certificate has a valid name matching the name
of the page you are tying to view.

Do you want bo proceed?

Yiew Certficate |

5. Enter your CWOPA Username and Password and then click “OK”.
a. The Username must be prefixed by cwopa\
b. Windows 2000 users ONLY will have the domain line displayed. Enter
CWOPA in the domain box.

Connect to www.icopapki.state.pa.us

Cannecking ko weew, icopapki, skate.pa.us

User name: | € cwopstjzsmith | J

Password: I TTTITITIT)

[~ Remember my password

(0] 4 I Cancel

15



6. Select the “Request a certificate” link.

= Microsoft Active Directory Certificate Services - Windows Internet Explorer -._, Mchfee - |Z||E|rz
@@ - |g, hittps: //wiw,icopapki state pa.us V| %J ||| | A | P
Fle Edit Wiew Favorites Tools  Help

< Favorites | 55

ge | & overview Conscle (Search) | @M\crosoft Active Director,,, 20 | (& Microsoft Active Directory Ce... @ A | =| @ v Page ~ Safety = Tools - '@"

@ pennsylvania

A OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Services — CoPA Enterprise Issuing Intemal CA

Welcome

Use this Web site ta request a certificate for your Web browser, e-mail client, ar other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate YOLj fequest,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), orto
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a cerificate

Save and install the Cisco VPN Client {Installation will restart your computer.

Download a CA certificate, certificate chain, or CRL

S Trusted sites Yh o mio0w <

7. Select the “Create and submit a request to this CA.” link.

/= Microsoft Active Directory Certificate Services - Windows Internet Explorer - i |T||q|r>_<|

=]

o

@:/ - |@, https: | v icopapki, state.pa.us v| %J 2| X |"’

File Edit “ew Favorites Tools Help

{\? Favorites i,:";;

=1k ,_éOverwew Console (Search) @ Microsoft Active Directar.., 20 @ Microsoft Active Directary Ce... & hi r__J

| @ * Page » Safety » Tools = IQIv

@ pennsylvania

OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Senvices — CoPA Enterprise Issuing Internal CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file_or submit a renewal request by using a base-64-encoded
PKCS #7 file.

16



8. Select the following options on the Advanced Certificate Request screen:
a. Inthe “Certificate Template” drop-down select the template type
i. “CoPA Authentication Session-Auto”
ii. Select a different option if required.
b. Inthe “Key Options” drop-down make sure the following is displayed:
i. CSP: “Microsoft Strong Cryptographic Provider”
c. Select the “Submit” button to start generating the request.

£ Microsoft Active Directory Certificate Services - Windows Internet Explorer

@‘\:_/ < | @] retps: hwwm copapki state.pa.us

Bie Edt Yiew Favortes Tools Help

7 Favorites | 55

5E |~ | @ overview Console (Search) | (& Microsoft Active Director,., X | [ Miarosoit Active Directory Ce...

Y- E) ) deb - Page - Safetyr Teok - @+

"2V pennsylvania

"c,.)& OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Internal CA

Advanced Certificate Request

Certificate Template:

CoPA Authenticated Session-Auto {§

Key Options:

@ Create new key set O Use existing key set
CSP: ‘ Microsoft Strong Cryptagraphic Provider b
Key Usage: Signature

. Min: 2088 e snes g1oz amand )
Key Size: |2048 e roages (SSMMEN key sizes 2045 4058 9192 1828

® Automatic key container name O User specified key container name
[#IMark keys as exportable

Enable strong private key protection

Additional Options:

Request Format: @ CMC O PKCS10

Hash Algorithm: | SHA-1 1+

Only used to sign request

[ISave request

Attributes

Friendly Mame: l:l

Done o Trusted sites v RI00% <
9. Select “Yes” on the Potential Scripting Violation screen.
Potential Scripting Yiolation ]

This \Web site is requesting a new certificate on vour behalf. ¥ou should allow only trusted Web sites to request a
! certificate For wou,

Do you wank bo request a certificate nowe

Yes Mo

17



10. Select the “Set Security Level” button.

Creating a new RSA signature key |

&n application is creating a Protected item.

Cryptods Pl Private ey

Security level set to Medium Set Securty Level... |

Cancel Details... |

11. Select “High” to make this certificate password protected and then click “Next>".

Creating a new RSA signature key |

Choose a security level appropriate for thiz item.

Hequest my permigzion with a pazsword when thiz
itern iz o be used.

I\ " Medium
ol
. S

Request my permizsion when this item iz to be uzed.

< Back I Hest » I Cancel

18



12. Enter the following information on the Creating a new RSA signature key screen and

select “Finish” when completed.

a. Enter a unique password in the “Password” field that will also be used
through the Export and Import process. Anything alpha and/or numeric will

work.

. Re-enter the unique password in the “Confirm” field.
c. This Password remains the same for this yearly certificate. If is important for
you to remember this password. If you forget the password, it cannot be

recovered or reset.

Creating a new RSA signature key

Create a password to protect this item.

Create a new password for thiz item.

< Paszword for: |Er_l,lpto.é«F'I Private Kep
. e
Fassword: I--u--|
Canfirr:

Cancel

< Back I Finizh I

NOTES: Please be aware of the following:

Windows XP - “Password for:” field = CryptoAPI Private Key will be displayed.

Windows 2000 - “Password for:” field will be empty.

19



13. Select “OK” to confirm the setting.

Creating a new RSA signature key

An application iz creating a Pratected item.

CryptadPl Private Key

Security level zet ta High | Set Securty Level... I

Cancel | Detailz... |

14. Select “Install this certificate”. It may take a few moments for the certificate icon

to appear so please be patient and wait for the icon to appear before clicking the
link.

2 Microsoft Active Directory Certificate Services - Windows Internet Explorer

@ 0[] hitps:i /e copapki state.pa s

~[ 3[4 )[x] [
File  Edt View Favortes Tools Help

7 Favorites | 5

BB |~ | @ overview Console (Search)

< - »
| @Microsoft Active Director... X | @ Microsoft Active Directary Ce. ., 5 - B = mh v page- Safety- Tooks+ @@-

Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Internal CA

Certificate Issued

The certificate you requested was issued to you.
Install this certificate

[ Save response

15. Select “Yes”. The next screen may take a few minutes to appear.

Potential Scripting ¥iolation

=l
!'j This Web site is adding one or more certificates ko this computer, Allowing an untrusted Web site to update vour
L

certificates is a security risk, The Web site could install certificates vou do nok trust, which could allow programs that
wou do not krust ko run on this computer and gain access to wour data,

Do you want this program ko add the certificates now? Click Yes if wou trusk this Web site, Otherwise, click Mo,

Yes Mo

20



16. A “Certificate Installed” confirmation message is displayed when the certificate
has been successfully downloaded and installed. Close (X) the screen.

2 Microsoft Active Directory Certificate Services - Windows Internet Explorer

®\- P |g https: | /e icopapkl. state. pa.us v‘ a, | FRIESanr - ‘ o
Fle Edt Yiew Fsvortes Todls Help
7 Favorites | 5

BB |~ | @ overview Console (Search)

| (& Micrasoft Active Director,., X | @ Microsaft Active Directory Ce. .

-0 = &-
Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Intemal CA

Page v Safety v Tools v @lv i

Certificate Installed

Your new certificate has been successfully installed.

Proceed to Section III - Installation and Configuration of Juniper Network
Connect

21



Section III - Installation and Configuration of Juniper Network
Connect

Background

The Juniper Network Connect client package for Windows is a software package installed
on the remote user’s workstation or laptop device to provide VPN access to the secure
COPA network.

Requirements
In order to use these installation and configuration instructions you must have:

1. Administrator access to the laptop\workstation. This permission must be granted
through your Agency’s network administrators.

2. A Commonwealth Certificate and password. See Sections I & II of this document.
3. A CWOPA Username and Password

NOTE: The user will receive a descriptive message at the beginning of the installation
process if the web browser being used does not meet the following requirements

1. Firefox - requires Java to be installed and enabled

2. Internet Explorer - the ActiveX must be enabled

22



Installation:

1. Open an Internet browser window and navigate to https://moose.pa.gov.
NOTE: this website CANNOT be accessed while logged on to the CWOPA network.

2. Enter your CWOPA Username and Password

3. Click the Realm dropdown menu to select CWOPA (for Commonwealth of PA users).
This step ensures the correct access to your agency servers.

& Wam Browser Wbl ~

¢ Foveenm ‘e

£ COPA Secure Azeess SR VWM

Waelcome to the

COPA Secure Access SSL VPN

|yt g ot Mease Bgn M 1o Degm your seore eEmon

Yassnwmd

Wom wrns CWOPA | e
MUSER
ApA

23


https://moose.pa.gov/

4. Click Sign-in and Network Connect launches the secure access

. feomme o @ Weh Senliey v

Welcome to tha

COPA Secure Access SSL VPN

Usemame  jdon Please wgn i to begin your secure session
Passmord  sesssesens

R CVIOPA =

| Senin

P e S-m- - vl e T
JunPer [P PR g oy
Please walt...
oy v P Thod oty b Do 4 o sanmeih 6 8 Gludin of pmming, Speidiay w1 sms Manduidt)
s S s eat : =
B ey +00 . et
- B o swr ot | Punenims ke Y ST NN .
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5. Depending upon your machine’s operating system, enter your Certificate
information in one following permission windows:

a. Windows XP:
1. Enter your commonwealth Certificate password

2. Do not click the check box to remember your password

3. Click OK

An application is requesting access to a Protected item.

-

Signing data with your private signature key

Password for:

CryptoAP] Private Key
[] Remember password

| ok || cancel || Detais.. |

b. Windows 7

1. Select Grant permission
2. Enter your Commonwealth Certificate password and click OK

)

-
- . -

[~7] Request For Permission to Use a Key

Grant or deny this application permission to use this key

Key name:  Application supplied name for the key
@ Grant permission

(") Deny permission

Key protection password: =~ **rrsaes

£ OK 3[ Cancel ]

(v) View key details
G —————

25



3. Click Always in the Setup Control window
x|

Do you want to download, install. and./or execute software from the
following server?

Product Name: Network Connect 7.2.0

Software Name: neoNCSetupbd.exe

Server Name: moose.pa.qov

[ || v |

4. Juniper Network Connect downloads and installs.

Setup: Network Connect 7.2.0

Downloading Hetwork Connect 7.2.0. Pleaze wait...

Downloading 1572864 of 2388777

LCancel |

26



Connection:
The Welcome screen displays and you may begin working.

NOTE: It is not necessary to click Start. Your VPN connection is already active based on the
Welcome message on the screen.

e R
o- - o - Binial s

B W Dwe Fawte Lews toe
[~ L

s -

We e e Whe bt Foten Sacarn Arrees fariee bebgie e

[ Pt dushisios S )

A Memmod Conrect B

The connection has now been added and your Network Connect client is available on the
active system tray.

# "

B @
@ (=

Customize...

[r=————— -]

You are now connected to your VPN session.
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Section IV - Connect with Juniper Connect
To activate a VPN connection through the Network Connect client on a regular basis, please
use the steps below:

1. Open an Internet browser window and navigate to https://moose.pa.gov.
NOTE: This website CANNOT be access while logged on to the CWOPA network.

2. Enter your CWOPA Username and Password

3. Click the Realm drop down menu to select CWOPA. This step ensures the correct
access to your agency servers.

i(m - \.J.l“, <

Gl

@ P browsss Wbl = |

g Feme | oy @ Ve e Gulery -

& COPA Secwve Avcess S3LWN

Welcomm to the

COPA Secure Access SSL VPN

Usemanme PRIt BoN N L0 DEgIN your SECLrE SEERON.
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4. Click Sign-in and Network Connect launches the secure access

ﬁfé&h'@" Arees
L @0

5 @ S Webls ~

w femmer i @ Weh Senlatey v

B COPA e Recess S5 VPN

Welcome to the
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5. Enter your Certificate information, based on your operating system, in one of the
following permission windows:

Windows XP:
a. Enter your Commonwealth Certificate password

b. Do not click the check box to remember your password

c. Click OK

-
Signing data with your private signature key

An application is requesting access to a Protected item.

Password for:
CryptoAPI Private Key
[7] Remember password
[ ok || cancel || Detais.. |
| 4

Windows 7:
a. Select Grant permission

b. Enter your Commonwealth Certificate password and click OK

7 = N
[~7] Request For Permission to Use a Key - . @ ‘

Grant or deny this application permission to use this key

Key name: Application supplied name for the key

@ Grant permission
(7) Deny permission

HEEEEEAERIRR

Key protection password:

(v) View key details [ oK ]| Cancel

L
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The Welcome screen displays and you may begin working.

NOTE: It is not necessary to click Start. Your VPN connection is already active based on the
Welcome message on the screen.
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The connection has now been added and the Network Connect icon displays in your system
tray at the bottom of your screen, indicating a secure connection.
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Customize...
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Section V - Disconnect with Juniper Connect

Disconnecting the VPN Session

Prior to shutting down your device, it is important to sign off of the VPN service. You have
two options:

1. Open https://moose.pa.gov

R LT ————————
° LT o' a oo
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[T T —_——
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e -

B S Ve e boewn Yemes e LN - e Mys Tpae B¢

2. Click Sign Out in the upper right of the screen to log off your Commonwealth session

0] # I E

Home Preferences Help | Sign Out

Or

1. Double click the Network Connect icon on your system tray at the bottom of your
screen to open the Network Connect window and click Sign Out

-
jml =1
o ¥
20 £ Network Connect = pa k)
&
Customize... Connection: moose.pa.goy
Statuz Conecied
R — 4 Dwiation: 00:09:30
Bytes Sent 484617
Byt=s Recened: 245406
Aaziged |P: 10.22331.202
Secuiy: AFS123/5HA
Comrpraszon: Nene

Tiznzpoit tHode ESP

%] Hide |l Sonu |
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Section VI - Technical Support

A. Call your agency’s IT help desk if you are:
a. Having a problem with your CWOPA username or password.

b. Having a problem connecting to your agency’s resources (i.e., mapped
drives, RDP) once you have successfully established your VPN connection.

B. Call the Enterprise Security Helpdesk at 717-772-8606 if you are:
a. Having a problem downloading your digital certificate.

C. Call the Verizon Commonwealth Service Desk (VCSD) at 877-302-7366 if you
are:

a. Having a problem installing the Juniper Network Connect software.

b. Having a problem establishing or maintaining a VPN connection with the
Juniper Network Connect software.
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