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1 Introduction

1.1 PURPOSE/BRIEF OVERVIEW

The OA/OIT has selected Cisco IronPort as the solution for secure email for the
“"Commonwealth of Pennsylvania” agencies that are under the Governor’s jurisdiction. The
addition of the secure email solution addresses the needs of commonwealth email users
who have valid business requirements for sending emails containing sensitive information
securely to third parties or business partners.

Cisco IronPort interfaces with the commonwealth email systems and becomes an additional
seamless feature within the Outlook email application.

This document provides the end user with knowledge of how to send and receive and
encrypted messages.
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2 Sending Encrypted Email

Encrypted email can be sent using the Cisco IronPort add-in for Outlook, manually entering
specific text in the subject line (subject line filter) or automatically, through the use of data
loss prevention (DLP) policies.

The following tasks must be performed to encrypt a message.

2.1 SEND AN ENCRYPTED MESSAGE USING THE SEND SECURE BUTTON IN OUTLOOK

The IT department deploys the Cisco IronPort add-in within Outlook for each agency that
chooses to use this method for sending an encrypted message.

When installed, the add-in creates an “Encrypt Message” button on the Outlook ribbon of
the new message window. To use this button, click it to toggle it on and click Send. This
will prepend this text "[SEND SECURE]” to the subject line of your message.

There are different versions available depending on the installed version of Outlook. Each
version looks slightly different.

e Example: Send Secure button displayed in Outlook 2007

' 1

E;q | [ 'L _ test - Message [HTML) -

- Message Insert Options Format Text Add-Ins '@1

(1) Send Secure

Toolbar Comman

Fram...
—u
= Ta... Iu:lar mcci@aol.com
Send
|

Subject: Itest

| » 51

Test message using Send Secure button

1|
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e Example: Encrypt Message button displayed in Outlook 2010
rl'-_ga| HY 3+ +|= I Untitled - Message (HTML) . L= | B |
Message Insert Options Format Text Review Developer 4] 9

@ 4 Calibri 11 - ﬁ . 7] 0 v Qg
Encrypt Message - Sy B T U =iz i=

i= =
Paste Mames Include Tags Zoom
abr . - = = - . .
I w-A B==D
Cisco EmailNgcurity =

Clipboard ra Basic Text T Zoom

-

¥
]

/
b |EFI
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2.2 SEND AN ENCRYPTED MESSAGE USING THE SUBJECT LINE FILTER

Messages can also be encrypted if either the word "ENCRYPT” or the text "[SEND
SECURE]"” is entered exactly as shown (including capitalization) in the message Subject.
This allows users to encrypt messages that do not have the Cisco IronPort add-in for
Outlook installed on their workstations.

Example: Manually type ENCRYPT (in all caps) as the first word in the Subject line.

2= 3 « - |= EMCRYPT - Test message - Message (HTML) |':'|4EII$J

Message Insert Cptions Format Text Review Developer ) g

B 4 Calibri RS S A A 9] 0 v _‘;
Encrypt Message E3 B /7 O =~ =~ E_E*;EN |
Paste J abs . A . = e L ETES ﬂCv'-l 2 3795 Zoom
- r=3 = = = )
Cisco Email Security | Clipboard & Basic Text Zoom
T
=T
Cc...
Send
Subject: EMCRYPFT - Test message
ix)

e Example: Manually type [SEND SECURE] (in all caps) as the first word in the

Subject line.

i -
B - Untitled - Message (HTML) E=REEE
Message Insert Options Format Text Review Developer & 9

o M - k *-. [£9] 1] v
: essage Ba | B I U |i=-i=-| &
Paste o ) ’ Mames Include Tags 7
- F | T-AEE=E B - - -
Cisco Email Security | Clipboard a Basic Text Zoom
To,
T
..
Send
Subject: [SEMD SECUREJ|-TE5t message
i)

L o —
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3 Cisco Registered Envelope Service (CRES) Registration

3.1 CRES REGISTRATION PROCESS

1. Upon receipt of the first encrypted message, you need to complete registration
before you are able to open the message. Click the REGISTER button to go to the
registration page.

e
010-
I From
Subject FWD: here is my email
To open th message, first Chck the ]m
DALON LO regater. ARer regstenng,
come Back to conbinue openng the message

cisco
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2. Complete the New User Registration form and click “"Register” when complete.

NEW USER REGISTRATION

To assure future messages from this service are not accidentally filtered out of your email, plesse add
"DoNotReply@res.cisco.com” to your Address Book or Safe Sender List.

Enter Personal Information

Email Address michael.white@pa.gov

Language |English

First Name™ |

Last Name* |

Create a Password

Password™ |

Confirm Password* |

Personal Security Phrase™

* = reguired field

The language sstting will be stored for future login and
email notifications.

Enter 3 minimum of 6 characters or numbers. Passwords
are case-sensitive. Your password must contain both
letters and numbers.

Enter a short phrase that only you will know. This phrase
will ppear on message envelopes when you log in. When
you see your phrase, you know you are logging in to our
secure site. More info

M Enable my Personal Security Phrase.

Select 3 Security Questions

You will be asked these questions in the future if you forget your password.

Question 1*

Select a question or enter your own question... '

Answer 1% |

Confirm Answer 1% |

Select a question or enter your own question... 4

Question 2*

Answer 2% |

Confirm Answer 2% |

Select a question or enter your own question... g

Question 3*

Answer 3%

Confirm Answer 3*

Register
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3. After you complete the registration form, an activation message is sent to your

registered email address.

I FINAL STEP: ACCOUNT ACTIVATION

Your Cisco Registered Envelope Service account was
successfully created.

Instructions to activate your account have
been emailed to
@gmail.com.

Please check your inbox. If you do not see an
account activation email, check your junk email
folder.

4. Open the activation message and select “Click here to activate this account” to

complete activation of your CRES email encryption account.

Please activate with CRES

CRES Do Not Reply <DoNotReply@res.cisco.com>
Wed 3/19/2014 10:49
White, Michael (EMT)

Activation

Dear v

Thank you for registering with Citco Registered Envelope Service, To complate
your registration, you must confirm weQr intent to register and your acceptance

of the Terms of Service by activapeg your account.

lick hier ] i nit.

You can also activate this account by geing to
«https:/fres cisco.com/websafe/activates and entenng this confirmation
number: FEd4a5sf00000144dad115d70808%

To stop the registration process you can cancel this account.

lick hier ncel the nk,

You can also cancel this account by going to
<httpe:/fres ciscn. com/websafe/canceldctivation> and antering this cancellation
number: f6d4a56f00000144dad115470a080

IMPORTANT
To help keep your personal informabion safe, Cisco recommends that you never
give your CRES password to anyone, including Cisco employees.

Welcome to CRES!

Tn know maore about 'C'-l!'l:{l Registered Envelope Service, see

Terms nf 5en'|ce bttps://res. cisco comfwebsafe/ termsOfService
Frivacy Policy: hitp /fwww ironport.com/privacy/
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5. After you activate your account, a confirmation message is sent to your registered
email address. You can now return to your message and enter the password to open

it.

* activated the acc

N

You have
Pp3a.oov. Registration

ySdre 19 NOw compiete. To exit

. ser window. Alter exiting thi

Y ( e ‘.:.’?0 nd 1 o"l"'["’ and er

IRMED

nht Fay
» 10

s emall

for tt

thie page, close

wm to

S Ppage, resu

Nor YOUr passw

Jur

ord to
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4 Receiving and Opening Encrypted Messages

4.1 OPENING A MESSAGE USING THE STANDARD METHOD

The external recipient receives a notification that they have received a secure message.
Basic instructions for viewing the message are also displayed.

1. Click on the “securedoc.html|” attachment to open the message.

You have received a secure message from the Commonwealth of Pennsylvania

As of November 30. 2009, Pennsylvania state government has a new email protocol through which certain sensitive
information is encrypted.

In order for you to open commonwealth-encrypted email, you must register by using the “securedoc.html”
attachment to this message and following the registration directions.

If you've already registered, simply open the attachment and enter your user name and password to read the
message.

For best results, save the file first then open it in @ Web browser. You will only have to register once; after doing so,
you will be able to open commaonwealth-encrypted e-mail and securely respond on an ongoing basis.

We are sorry for any inconvenience and appreciate your help in ensuring that Pennsylvania citizens' data is managed
securely and responsibly.

If you have guestions regarding the validity of this email or the registration process, please directly contact the person
listed in the “From” line of this message.

Need Help?
* This downloadable reference document walks you through the registration process.

* [fyou're using a mobile device, fopward this message to mobile@res.cisco.com to receive a mobile login URL.

* |earn about the three ways
Pennsylvania.

u can open secure emails (‘registered envelopes”) from the Commonwealth of

* Learn about [ronPort Ahe commonwealth’s encryption standard.

B securedoc.html 4

Note: You will be directed to complete registration upon opening the securedoc.html file
if you have not previously done so.
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2. Enter the password you created during the registration process to open the message.

T
CISCO

ﬂHelg Mezzage EE‘I:LII'ITY. Medium

From: White, Michael (EMT) =« pa.gov>
To!: @gmail.com

) =9 Perzonal Security Phrase
Subject: [SEND SECURE] test3 Your personal phrase is

not enabled on this
Password: computer.
Forgot password? More info

Remember me on this computer.

Enable my Perscnal Security Phrase.

Select a different address
If you experience problems opening this message, try to Open Online

cisco

3. The message is decrypted and displayed and you are now able to reply to the
message.

Help | Forget me on this computer (Log Out)
N IIr
CISCO

Secured Message | Reply | | Replyall |

From: White, Michael (EMT) < @pa.gov>

To: " @agmail.com™ = @agmail.com=
Date: April 29, 2014 12:59:38 PM GMT
Subject: [SEND SECUREZ] test 3

test test test test

| Reply | | ReplyAll |

Copyright @ 2000-2011 Cisco Systems, Inc. All rights reserved.
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4. The “Reply” option generates an encrypted message addressed only to the message

originator.
| | elcome @gmail.com
AR ANRE AN English v
Cisco Help
I REPLY TO SENDE R/ Send [Reset |Cancel
Frem: &gmail.com™ = @gmail.com>
To: “White, Michael (EMT)" < Spa.gov>
Subject: RE: [SEND SECURE] test 3
Attachments (none)
Message:
———————————— Qriginal Message:
FROM: "White, Michael (EMT)}"™ < Bpa.gov> -
TO: =* Bgmail.com'™ < Bgmail . com> P
Automatically BCC me on this email.
Send me & read receipt when a recipient has opened this email.
This option does not guarantee a receipt will be sent; recpient email applications can sometimes block read receipt
requests.
Send| |[Reset Cancel
Cisco Registered Envelope Service
About Terms of Service Privacy Policy Copyright @ 2001-2014 Cisco Systems, Inc. All rights reserved.

5. The “ReplyAll” option generates an encrypted message to the message originator
and all other recipients of the message you received.

atfear]e
CISCO

| REPLY TO ALL RECIPIENTS /

From: Famail.com™ < Fgmail.co
To: Whate, Michaal (EMT)" < 3. gov >
Subject: |RE: [SEMD SECURE] test 3

Allachments (none)

Mazsnga:
------------ QOriginal Message:
FROM: "White, Michael (EMI)"™ <
Io: = Gomail.com"'™ <

Automatically BCC me on this emiail.

Send me & resd recept when & rec
This option does not guarantes a recept

rEquests,

Cisco Registered Envelope Service

Aboyt Tarmg of Servics Brivacy Policy

>

3pa.govy
Bgmail.com>

ant has opanad this amail

will bie sent: recipient emaill applicabions can sometimes block read receipt

@gmail.com
English v
Helg

Send Reset Cancel

Send Reset Cancel

Copynght © 2001-2014 Cisco Systems, Inc. All nghts resensed
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4.2 OPENING A MESSAGE USING THE OPEN ONLINE FEATURE

Use the Open Online method if you cannot open a message with the Standard method.
1. Enter your password and select “"Open Online.”

I _
0HE|Q Message Security: Medium
I From: White, Michael (EMT) = @pa.gov>
Ta: @gmail.com .
“a Personal Security Phrase
Subject: [SEND SECURE] test3 Your personal phrase is
not enabled on this
Password: computer.
Forgot password? More info

Remember me on this computer.

Enable my Personal Security Phrase.

Select 3 different address

If yvou experience problems cpening this message, try {g Open Onling

CISCo
2. The message opens with the same “Reply” and “ReplyAll” options.
Help | Forget me on this computer {log Cut)
I

CIsCO

Secured Message | Reply | | Replyall |

From: White, Michael (EMT) < Bpa.gov>
To: @gmail.com' < @gmail.com=
Date: April 29, 2014 12:59:38 PM GMT

Subject: [SEND SECUREZ] test 3
test test test test

| Reply | | ReplyAll |

Copyright © 2000-2011 Cisco Systems, Inc. All rights reserved.
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4.3 RECEIVING MESSAGES WITH ENCRYPTED ATTACHMENTS

Attachments are encrypted and decrypted along with the rest of the message.

You will not see any attachments until you have successfully decrypted the message.

Help | Forget me on this computer (Log Cut)

I
CISCO

Secured Message | Reply | | ReplyAll |

From: White, Michael (EMT) < @pa.gov=

Tao: " @gmail.com' = @gmail.com=
Date: June 30, 2014 2:56:47 PM GMT

Subject: [SEND SECURE] Test message with Attachment

Attachments: test.twt

\

L Reply || ReplyAll |

Copyright @ 2000-2011 Cisco Systems, Inc. &ll rights reserved.
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5 Resetting a CRES Account Password

If you have forgotten the password you created during the registration process, you can
reset your password using the “Forgot password?” link.

1. If you provide incorrect credentials, you will get an error. Click “Forgot password?” to
change your password.

il I Il I I
OH_E|E Message Security: Medium
I From: white, Michael (EMT) = @pa.gov=
To: @gmail.com
P [SEND SECURE] Test message with Personal Security Fhrase
Subject: )
Attachment Your personal phrase is
not enabled on this
Fassword:  |esesssss computer.
More info

Forgot password?

Remember me on this computer.
\ Enable my Perzonal Security Phrase.
Incorrect email address or paszsword. Flease try again OPEN
Select a different address
If you experience problems opening this message, try to Open Online

cisco

2. Enter your Email Address or simply click “"Continue” and an email will be sent to your
registered email address to change your password.

I FORGOT PASSWORD
We'll email you a link to a page where you can
easily create a new password.

To assure our messages are not accidentally filkered
out, please add "DoMotReply@res.cisco.com™ to your
Address Book or Safe Sender List.

If vou are authenticating using single sign on,
please contact your Identity Provider for assistance.

Email Address

Cantinue
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3. A confirmation message is displayed directing you to check your inbox for the CRES

password reset message.

FORGOT PASSWORD

Instructions to reset your password have been
emailed to imgmail.com.

Please check your inbox. If you do not see an email
regarding your CRES password, check yvour junk
email folder.

4. Go to your email account and open the CRES password reset message. Select the

password reset link.

Your New Password Inbox  x

CRES Do Not Reply <DolMotRep 11:10 AM (2 minutes ago)
to me |-

= E

- =

New Password

Cear ;

To reset yvour password, follow this link {or copy apf paste it into
wvour browser). This link will expire in 72 hours. ¥6u may only use
this link once.

http=:/fres.cizco.comy/websafe/pazswordfezet?aid=
40gmail.com&password=r3wWhbD

Thank you,
CRES Customer Support

To know more about Cisco Registered Envelope Service, see
http=:/fres.cisco.com/webhsafe/about

Terms of Service: https://res.cisco.com/websafe/terms0fService
Privacy Policy: hitp://www.ironport.com/privacy;
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5. Answer the security questions that you completed during your initial registration
and click “Continue.”.

I SECURITY QUESTION

Please answer the following security guestions to
reset your password.

What is yvour father's middle name?

What is vour oldest cousin's first name?

What is vour mother's middle name?

Cantinue

6. Once you answer the questions correctly, you can create and confirm a new
password. Click “*Continue” when completed.

I CREATE NEW PASSWORD

Enter @ minimum of & characters or numbers. Passwords
are case-sensitive. Your password must contain both letters
and numbers.

New Password ||

Confirm Password

Cantinue

7. A confirmation message is displayed indicating that the password has been
successfully updated. Click the link to return to the encrypted message where you
can log in with the new password.

PASSWORD SUCCESSFULLY UPDATED.

Your password has been changed.

Return to the encrypted message envelope to log in and
read yvour message or click here to log in.
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6 Appendix A - Additional Information

6.1 SUPPORT

To resolve issues with sending or opening encrypted emails, contact your local Agency IT
administrative staff as you would for any other technical computer issue.

6.2 REFERENCES

Refer to the E-mail Encryption web page for additional information and for access to this
user guide:

http://www.portal.state.pa.us/portal/server.pt/community/email -
exchange/748/email encryption/1355066
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