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1 IronPort User Guide

» What is the Spam Quarantine?
Cisco IronPort is an email protection service that provides each user with a spam quarantine.
Your legitimate email messages are delivered to your email inbox, just as they always have been,
but junk messages are routed to the quarantine. This document explains how to use the spam

guarantine.

Review your IronPort Spam Quarantine Notification message and deliver the ones you want. You
will only receive a quarantine notification for items on days that there are items quarantined for
your account. Due to the way that this service determines which messages are spam, it will not be
uncommon for a user to go several days with no messages reaching quarantine.

1.1 LOGINAND OVERVIEW

» Accessing my Spam Quarantine
All addresses in our email system are protected by the IronPort service.

1. To log in, click on https://dh860-eugl.iphmx.com. You can also see this link in the
IronPort Spam Quarantine Notification message (you may want to bookmark this link for

future use).

2. You will use your CWOPA credentials to log in.

lllll.lll ,
c1SCO IronPort Spam Quarantine

Enter wour login information below. If you are unsure what to
enter, please contact vour administrator.

Username: Iu:-rn'f'-.-hite@pa.gu:u'..'

Password: I........
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» What format should my username be in to access my quarantined messages?

You should use your email address as your username. Any of your valid email addresses will be
accepted.

» Spam Quarantine Main Window

1. Search Area
a. Find -You can select Sender, Recipient, or Subject.
b. Search button - Click to perform the search.
2. Logged in User - Displays which user is current logged in
3. Options: This area allows you to white list/black list email from senders, domains, or mail lists.
NOTE: You will need to login to access these settings.
4. Help: Access to online help
Select Action Box: Select the desired action from the drop-down list

6. Select Item Box: Check to select a displayed item.

2. Logged in User

..I - I " '#'-el-:um?lhqmwhtt:'hctn.pn.nnu
cisco 'renPort Spam Querantine ___,?'"0"5 - HY\:“
o s,
3. Approve & 4, Online Help

Spam Quarantine Block Senders

1. Search Area

Search Masiages; Advancad Search
= C ItemE per page m
m 5. Select Action Box
Drsplaying 1 ﬁ\ [ Page 1of 7 € Pravigud [112]3]415] Hext =
| Select Acticn... - =1 m
r Fraf Subjack Drate - Saé
r eBay [MARKETING] jenndfer: re... 03 Apr 2013 14:11 (GMT -04:00) | d&3.08
<eBaydraplyl ebay come

r | = TING] Flaiwars om B... 03 Apr 2013 13:18 (GMT -04:00) | 32,08

G, Select ltem Box TING] Litthe Warri... 03 Apr 2013 12:40 (GMT -04:00) | 16.08
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» Approve Senders

1. Select “Options” in the upper left corner and select “Safelist” from the drop-down menu.

¢ ot oy [ Suggeted Stes v ) Get more Add-cms ~
22 Crico YonPen MEN [dN6D- el phemm.com] - — BB v oo Bages Sy Toshe @
el VWesaze aprwan- g
‘cisco Yoo Spam Queranune o+
T
Spam Quarantine
Languapes
Owtsch (ga-00)
EnghahUnted States [enwe)
Espalol [es)
ProncesiFrance et
Nakaro [«
aza )
230 {ke)
Pomuguie/Brast {o-br)
vecend e =]
A o)
el Lotw)
Log On
| Wrpe 00 eugt sptvmn comySearchney mar O @ Intarnet | Protected Mode On e RN -

2. Enter the email address or domain you want to “whitelist” (declare as safe) and then click
“Add to List.”

welcome: stgmwhite

thaa ) .
dahiale IronPort Spam Querantine options = Help -

CiIsco

Email addresses or domains added to this list will not be Identified as Spam.

SafelList The following formats can be used!
= — user@dornain.conmn
| | Add to List server.domain.com

domain.com

Mo itemns in list

View Spam Quarantine
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» Block Senders
1. Select “Options” in the upper left corner and select “Blocklist” from the drop-down menu.

" T - - _
4_- B re——— v 8 [B]4] x P2 s s

% (@ D Beowser Weblx v
e Prrtes 4y (5 Suggested Stus = | Gt morn Add-oms ~
22 Cico TronPent MEX ((MS60. eul ihemscom] - — 5 v @ - B Seyv Toche @0 7
Ahatlte et spem Ouarsnune 3 o 1 ...:'f'
cisco
Spam Quarantine ‘
Languages
Oeutasch (dade)
Sewnmessgen: [ | [ A0vwed Saacs :Wmmm I'{::
FrncesiFrance [Hete)
Hakro (@
22 ] e)
R0 ™
Fomgutybrest {oe-be)
yccemd wme =]
DiAAn (o)
ELL [
Log Ot
Wt/ 60 euagh iphvmn comySearchnay mane @ Irtarnet | Potected Mode On e NN -

2. Enter the email address or domain you want to “blacklist” (declare unsafe) and then click
“Ad

< 8 [B]4] x |2 Goopl

x Gsnnbm Weblx ~
rFovortes g (5] Suggested Stes v 0 Get mare Add-ons v

225 Cineo IronPort MEOM (@h860- el iphmacom) « . Bv B v 0w v Peges Suleyv Tookv @
il Welcome: arzwan-stg
cisco onPortSpam Queranting Options ~ Help ~

Emad addresses or domans added to thes kst will always be identified as Spam.

View Spam Quarsrtre

Done @ Internet | Protected Mode On v RN -
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» lronPort Spam Quarantine Notification

The IronPort Spam Quarantine Notification summarizes the quarantined messages since the last
Notification message was sent. This report eliminates the need to log in and review messages. A
Quarantine Summary message is emailed once a day at 9:00 PM.

The notification lists Junk Messages (spam). The total number of messages quarantined is also listed.
Each quarantined message lists the sender, subject, and received date. The subject is linked to the actual
message in quarantine.

Sample Quarantine Notification Message

t-"'a H 4 @~ T E IronPort Spam Quarantine Motification - Message [HTML) -8 X
)
—/ Message L7
3 2 : Find €l
LA X DG P e B O 2 )
* R - L Related ~ ==
Reply  Reply Forward | Delete Mowe to Create  Other Elock Mot Junk Categorize Followe Mark as % Send to
to Al Folder= Rule Actions = || Sender - Up= Unread || ki Select~ Onelote
Respond Actions Iunk E-mail (F] Cptions (Fi Find Onellote
From: noreply@dsco.com Sent: Wed 4/3/2013 12:01 PM
To: ‘White, Michael &
ce
Subject: IronPort Spam Quarantine Motification
-

IronPort Spam Quarantine Notification

The message(s) below have been blocked by your administrator as suspected spam.

There are 9 new messages in your Email Quarantine since you received your last Spam Quarantine Motification, If the messages below are spam, you do not need
to take any action. Messages will be automatically removed from the quarantine after 30 day(s).

If any of the messages below are not spam, click the Release link to have them sent to your Inbox. To see all quarantined messages view your email guarantine,

Quarantined Email

From Subject Drate
Release Chicks Saddlery <saddles@chicksaddl... [MARKETING] Up to 50% Off - Chap Clearance 03 Apr 2013
Release Chicks Saddlery <=saddles@chicksaddl... [MARKETING] Up to 50% Off - Chap Clearance 03 Apr 2013
Release "Express-Scripts.com” <notification... [MARKETING] Your Username Information 03 Apr 2013
Release Hewlett-Packard <HP@us.newsgram.hp.... [MARKETING] & rainbow of savings-4 days to save 03 Apr 2013
Release "Gear¥S.com" <info@gearxs.com > [MARKETING] Dell Optiplex G¥755 - Available @ Gear¥S.com! 03 Apr 2013 4
Release "LEGOshap.com" «LEGOshop@e LEGO . .com... [MARKETING] Free Exclusive Splinter key Chain with purchases.., 03 Apr 2013 1
Release "Expedia 24-Hour Sale" <usmail@expe... [MARKETING] Today only: Up to 40% off 03 Apr 2013
Release "Zazzle Inc." <zazzle@email .zazzle.... [MARKETING] Spring into & new case! 03 Apr 2013
Release "zulily events" <zulily@e.zulily.co... MARKETIMNG] Up to 80% off | lucy women's activewear, pediped. .. 03 Apr 2013

Miew all Quarantined Messages(147

Mote: This ressage has been sent by a notification only spstern, Please do not reply

If the above finks do not work, please copy and paste the following URL into 3 Web browser:!
hitos  SAdhE60-eugl iphmx . com/Search?h=961 a04fe 3842fdac84FE7 607 b43d 5008 &email= stamwhite 3 40beta 03 .qou

4
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1.2 REPORTING SPAM
You can report SPAM using the following options.
. Forward as an attachment to CWOPA_ Spam@pa.gov to be added to the block list.

° Use IronPort Email Security Outlook plug-in.

1.2.1 Reporting Spam by Forwarding an Attachment

All you need to do is forward the email that contains spam as an attachment to CWOPA_Spam@pa.gov.
This item will be added to the block list.

1.2.2 Reporting Spam Using IronPort Email Security Plug-in

The IronPort Email Security Outlook Plug-in provides a new toolbar within your Outlook (if installed)
containing the following buttons as shown below.

These buttons are used to report spam, virus, and phishing emails. Do not use the block sender option
here.

. Outlook 2007

EEiIe Edit ¥iew Go Tools Acdions Help Adobe PDF
C & snaght & window -

[ g spam [ notSpam [gvirus (g Phish | & Block Sender -

41

° Outlook 2010

0 || Home | Send/Receie  Folder  View  Developer  AddIns 2

== \ A 5 . 2 et E— N
) [ #lgnore x \ N = B2 Meeting |3 Completed Tasks (3 To Manager j Sy LN_‘ Q v Find a Contact ) A Not Spam ‘
%2 Clean Up ~ - ‘J 33 EMT « Done %, L) &4 i [ Address Book | - @ Virus
New  New Delete | Reply Reply Forward &, pmore ~ —1| Move Rules OneNote Unread/ Categorize Follow Spam __
E-mail Ttems~ | & Junk~ A @ More ™ |y Reply aiDelete 7 Create New 2 Read S Up~ | Y Filter £ (@ Phish
New Delete Respond Quick Steps % Move Tags Find Cisco Email Security
} i
— — 1
4 LMot Spam
L@ Virus
Spam )
L@ Phish

Cisco Email Security
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You can also use right-click context menu to report spam, misclassified mail, virus, and phish after

selecting the email.

@

Eda

=
=

Open

Print

Reply

Reply to Al
Forward

Mark as...
Follow Up
Categorize
Mark as Unread
Find All

Create Rule...
Junk E-mail
Delete

Move to Folder...

Message Options...

v

v

Spam
Not Spam
Virus

Phish
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2 Frequently Asked Questions:

>

How do I know that | have messages in quarantine?

An email notification is sent daily at 9:00 PM if any of your messages have been quarantined.
Review this notification for your quarantined messages and deliver any legitimate messages..

How do | get technical support?
Contact the Agency IT Administrator who supports your computer.
Can someone else read my email?

Messages are processed in real-time as the packets flow through the servers. The Cisco IronPort
server’s filters process all email without human contact. To limit the potential for data loss, and to
ensure that your data is not exposed to hackers, legitimate messages are not written to disk.

What happens to messages | have delivered from the spam quarantine?
They are delivered directly to your inbox.
What happens to email | delete from quarantine?

When messages are removed, they are completely purged. Messages will remain in quarantine
for at least 14 days.

Why can’t I log in? What do | do if | have trouble accessing my spam quarantine?

You must use you CWOPA credentials to access your spam quarantine. If you are having
difficulty with this, please contact your local Agency IT Administrator for assistance.

What do I do if | have two separate email addresses?

All email addresses assigned to a user account are managed through your one user account. No
actions will need to be take on your part.

What do | do if messages that | want delivered to my email inbox are quarantined (false
guarantines)?

Add senders to the Approved Senders list. You can forward these emails to the CWOPA
Notspam mailbox so that they can be uploaded to Cisco to improve their spam filters.

What do I do if a lot of junk email is still getting through?

The heuristic filters can block up to 95% of spam from reaching your inbox. However, unwanted
messages can still get through. Follow these suggestions to maximize your filter effectiveness:

e Review your Approved Senders List. Don’t add large email provider domains to your
approved senders list (e.g., yahoo.com, gmail.com, Hotmail.com).

e Forward your spam. Keep the filters accurate by sending your unfiltered spam as
attachments to the CWOPA Spam mailbox. These messages are forwarded to Cisco to fine
tune their anti-spam engines. You can also report the spam by right clicking the message if
Outlook plug-in is installed.

Do Quarantined messages count towards the maximum mailbox size?
No. They do not count towards the size of your mailbox.

What happens to my Approve Senders/Block Senders settings if my mailbox is moved to a
different Exchange Server?

Your settings are not affected when your mailbox is moved to a different Exchange server.

Can | access the spam quarantine through Outlook Web Access (OWA) and from home?

Yes. You can access the Ironport spam quarantine from anywhere as long as you have the correct
URL, username, and password.
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