RESETTING YOUR CWOPA PASSWORD USING CUPSS

You no longer need to call the Help Desk to reset a forgotten CWOPA password; you can
do it yourself using the CUPSS (IBM Security Identity Manager) password reset self-service
feature.

To resolve issues with the CUPSS self-service link or functionality, contact your local
Agency IT Administrator or Help Desk as you would for any other technical issue.

1) Before you can start using the self-service password reset feature, you first need to set
up your “Forgotten Password” Profile

a) Go to https://www.cupss.pa.gov and select “CUPSS Self Service”.
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b) Click the “Forgotten Password Information” link in the Action Needed section
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c) Select the answer to any five of the displayed questions and click OK when completed.
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Note: Future answers to your profile questions must be answered EXACTLY as originally entered.

Congratulations. You have now completed setting up your “Forgotten Password” profile.



2) After setting up your password profile, you can use the self-service “Forgot Password” option any time you
need to reset your CWOPA password. If you are already locked out of your desktop, you will need to use
another computer to access the link below.

a) Go to https://www.cupss.pa.gov and select “Forgot Password”.
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b) Enter your CWOPA User ID, and then click the “Forgot Your Password?” link.
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c) Type the exact answers used in the profile setup (three of the five questions are listed) and click OK.
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What is the last name of a memorable person from your childhood?
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d) The CUPSS system assigns a temporary password. Make note of the temporary password and click OK.

¥ You are viewing: Asgar’s Desktop

- Search Favorkes 1| |1+

Address Ig'] hitps:f fwwn cupss. beta,stabe. pa,us itim_expifForgotPasswordserylst

w pennsylvania Identity Manager

User ID: arizwan-stg
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Vour password is: 7LEG[aﬁD

You can now log on to CUPSS self-service using the assigned temporary password.



3) You must now log back onto the CUPSS Web Site using the temporary password provided to you and reset
it to a new password that you specify.

a) Go to https://www.cupss.pa.gov and select “CUPSS Self Service” link
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b) Click the “Change Password” link.
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c) Enter your new password and then click OK.
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You have three available options:

1. View my accounts that will be affected by this password change
2. Review the criteria for my new password

3. Change my password

You can use this self-service feature any time you need to change your CWOPA password. You can start at
step 2 after your initial “Forgot Password” profile is setup. Please note that you will not be able to change
your password again for 15 days due to domain policy.

You have successfully reset your password using the CUPSS “Forgot Password” process.

FREQUENTLY ASKED QUESTIONS

Q: | forgot my password and now | cannot change it using the self-service ITIM Web Site. Why?
A: Once a user changes a password, domain policy does not allow a user to change it again for 15 days.

Q: I'm a new user; why do | get the following error when | access the “Forgot password” feature - “Your
password cannot be changed because your accounts cannot be retrieved, including the account you are
currently logged in with. Please login again.”

A: You need to logon to CWOPA AD and change your password for the first time before accessing the “Forgot
Password” feature. You will not be able to change your password again for 15 days due to domain policy.

Q: Why can’t | log on to the self-service ITIM Web Site?

A: The following issues will prevent you from logging onto the self-service ITIM Web Site:
e Account is disabled
s Account is locked
e Workstation restrictions on AD account

e New user — User still has a password change required at next log on session



