DPRA - Self Password Service

How to Reset your “Forgotten Password” from
your Windows 7 CWOPA Desktop Computer
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What is a Password Self-Service?

What is Password Self-Service?

» Password self-service allows you to reset your forgotten
password or unlock your account from your CWOPA desktop
computer. No need to call the help desk!

What do | need to do to use Password Self-Service?

 After registering your Security Questions/Answers, resetting
your password can be done via the Windows Login Screen.
This training guide will walk you through those steps

How long will this take to complete?

* There are 12 easy steps to reset your own password and will
take you about 5 minutes
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Password Self-Service - Process Overview

« Step 1, Register Questions, must be completed before resetting your password

* Register or update questions/answers at

Note:
« Steps 2-5,

Resetting your
password, will
be covered in
this training
guide

QUESTION 3

Successful Login!

PASSWORD
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https://www.cupss.pa.gov/itim/self/
https://www.cupss.pa.gov/itim/self/
https://www.cupss.pa.gov/itim/self/

Reset “Forgotten Password” with Password Self-Service

How to reset your “Forgotten Password” through the Windows Login Screen?
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Step 1. Press CTRL + ALT + DELETE on the Windows Login

Screen

Starting from the Windows 7 login screen, press CTRL + ALT + DELETE

Press CTRL + ALT + DELETE to log on

Instructions

are also To reset password: CTRL-ALT-DEL, OK, then ESC.

If logged in, click SWITCH USER first.

listed in this
red box
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Step 2: Click OK for the DPW Security Warning

Click the button on the Security Warning screen

ATTENTION

This is an actively monitored system. Unauthorized access is prohibited.

Click here

To reset password: CTRL-ALT-DEL, OK, then ESC
If logged in, click SWITCH USER first
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Step 3: Click the “Switch User” Button

Click the BEMENEES button to begin the “Forgotten Password” process

The ESC key
on your
keyboard can

also be used as
noted in the red
box at the
bottom of the
screen

[l mome ]

| Password | #

Lu:u; on to: CWOPA
How dolog on to another domain?

Click here [ Switch User_|

To reset password: CTRL-ALT-DEL, OK, then ESC.
If logged in, click SWITCH USER first.
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Step 4: Click on “ITIM Challenge/Response”

Click on the ITIM Challenge/Response button

D.

Other User

CWOPA
Password ||
Reset

ITIM Challenge/Response

Cancel
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Step 5: Click on “Forgot my password”

Click on the Forgot my password link

Forgot my password

| |

| Switch User |

pennsylvania

OFFICE OF ADMINISTRATION



Step 6: Enter Your CWOPA ID

Type in your CWOPA ID and click

Examples of
CWOPA User
names:

) .
I T penneyhania
J Self-Service Password Reset

* C-jsmith
Enter wour CWOFA (D

Your CWOPA ID|

[ Mext == ]

After entering
your CWOPA
ID, click here
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Step 7: Answer the first Security Question

Type the answer to the first security question in the text box and click

Note:

Your security

questions may r'&? pennsylvania
dlﬁ:er from the Self-Service Password Reset

example here

What did wou call wour fraternal grandfather when
wou were a child?

===y

Mext == ]

answering,
click here
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Step 8: Answer the second Security Question

Type the answer to the second security question in the text box and click

Note:
The IZEZN

button may be r'&? pennsylvania
used to Change Self-Service Password Reset

a previously
answered What is the middle name of wvour youngest child?

guestion

===y

[ << Back ] [ Mext =3 ]

answering,
click here
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Step 9: Answer the final Security Question

Type the answer to the final security question in the text box and click

Note:

« After clicking
Submit, your
answers will be
verified

* If a question
was answered
incorrectly, a
message will
be displayed
instructing you
to use the
= button
and retry your
answers

 Additional help
may be found
at the end of
this training
guide

‘ DEFARTMENT OF FURLIC WELFAEE

Y,'&i pennsylvania

Self-Service Password Reset

Inwhat city does wour nearest sibling live?

==

answering,
click here
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Step 10: Enter New Password and Confirm

Enter your new password and confirm by entering it again, then click

@ Security Tip: |

Passwords must meet
the following

requirements: Y'&? pennsylvania
* 8 characters or more Self-Service Password Reset

* Must contain any 3 of
the following: Enter new passwaord:  ssssssssss
» Upper case
» Lower case
* Number(s)
* Special Characters
(, #, 8, %)
» Cannot be one of the
last 10 passwords

used After entering
» Can only change new password

passwords once every _ _
15 days / twice, click
here

Confirm new password:.  ssssssssss

Submit ] [ Cancel ]
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Step 11: You have successfully changed your password

You have successfully reset your password. Click and to close the message
seen below

Note:

If you do not see
this message,
please see the

Request Status @

Additional Help
section at the
end of this
training guide

“rour password reset request was successully
completed. Y'ou may nowe lagin to your deskiap with wour
new password. Click OK and then pressthe ESClay )
twice to resume lagin. A

Click here
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Step 12: Press the ESC key on your keyboard

After clicking the OK button in the previous step, press the ESC key on your keyboard
on both screens below

Press the ESC key on your Press the ESC key on your
keyboard keyboard

Password ||
Reset ( | '

& 2 Other User ITIM Challenge/Response

Forgot my password

| Cancel |

( Switch User '
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Finished: Enter your CWOPA User name and New Password

You have successfully navigated back to the login screen and can now login with your
newly reset password

Enter your

CWOPA User pserrome |

name and new Er-

password here Log on to: CWOPA

How dolog on to another domain?

! Switch User '
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Thank You for Resetting Your “Forgotten Password”

Thank you for completing the training guide to reset your “Forgotten Password”
from your CWOPA desktop computer
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Need Additional Help?

Additional Help: Informational Messages
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Potential Informational Messages

These are the potential informational messages you may experience throughout the
password reset process:

Request Status @ YOUI‘ CWOPA user name
IS not active or has been
Flease contact DPAWW Account Administration Tearm at |0Ck6d. P|ease contact
1-800-281-5340 to report the message:
CHALLEMGE_RESPOMNSE_CONFIG_CHAMGE. Click - the Help Desk fo have
0K and then press the ESC key twice to return to the -~ -
login sereon. them activate your

account

Your Security Request Status ==

Questions/Answers
h b Flease contact DPW Account Administration Team at
ave not been 1-800-281-5340 to report the message:

registered ACCOUNT_NOT_ACTIE. Click OFK and then press the g
ESC key twice to return to the login screen. -

Please see the “Registering Security

Questions for your Forgotten Password”
training guide for additional information ,_‘
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Potential Informational Messages

These are the potential informational messages you may experience throughout the
password reset process:

Fequest Status @

Flease check the CWOPA ID vou entered and retry wour
reguest.

An incorrect CWOPA ID
was entered. Click OK
and re-enter your
CWOPA user name
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Potential Informational Messages

These are the potential informational messages you may experience throughout the

password reset Process.
You have exceeded the

Request Status s number of attempts (3)
permitted to answer your
COne or more of wour responses were incarrect. Click OK Security Questions and

and then Cancel to rethy wour request.

have locked your
account

Request Status @
An incorrect answer Please contact DPY Account Administration Team at
; 1-800-281-5340 to report the message:
was entered. Click OK LOGOMN_TIMES_EXCEEDED. Click OK and then press
and then Cancel to the ESC key twice to retum to the login screen. 7
retry answering your 4
security questions _.
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Potential Informational Messages

These are the potential informational messages you may experience throughout the
password reset process:

Your password did not

Request Status =) meet the password
requirements. Ensure that
Passwords vou entered do not match. your paSSWOI'd SEURES
7 the rules stated below
/)’
/
/

Request Status

Fassword wou entered does not meet the password
requirements. Your password must be eight characters
ot langer and meet any three of the following
. requirements; upper case characters, lower case
When Settlng and cha?au:tera, nume;Frja and special characters of L # §.
and . Y'our password cannot be one ofthe lastten
passwords that wou hawve used. “'ou can change wour

confirming your new
password, the two did not password only once every 15 days. Click OK and enter

match. Click OK and re- a password that meets the password palicy. J
enter your new password .
and confirm by entering it
again

_ __lania
" OFFICE OF ADMINISTRATION

23 o




