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1. Purpose

The purpose of this policy is to establish the procedures for requesting and approving waivers
to Information Technology Policies (ITPs) published by the Office of Administration, Office for
Information Technology.

2. Scope

This Information Technology Policy (ITP) applies to all departments, boards, commissions and
councils under the Governor’s jurisdiction. Agencies not under the Governor’s jurisdiction are
strongly encouraged to follow this ITP.

3. Definitions

Commonwealth of PA Procurement and Architectural Review (COPPAR):
The review mechanism the Office for Information Technology uses to review agency
requests for policy waivers and certain IT-related procurements.

It is located at https://itcentral.pa.gov

Domain Team: A group of individuals comprised of subject matter experts or domain
experts who have knowledge or skills in a particular area. The domain teams are an
integral part of the commonwealth IT governance framework working in collaboration with
OA-OIT and the Enterprise Architecture Committee (EAC).

Guideline: A recommended best practice or course of action usually with some latitude
in its use and implementation.

Information Technology Policy (IT Policy, ITP): A document published by OA-
OIT that defines the expectations, requirements, standards, technical specifications,
procedures, and guidelines to agencies that use and manage IT resources and services.
The ITPs are categorized in IT Policy domains. The 12 policy domains and their
abbreviations are outlined below:

Accessibility: | Application: | Business: Information: Integration: IT Procurement:
ACC APP BUS INF, INFG, INFRM INT PRO
Network: Platform: Privacy: Project Management: Security: Systems
NET PLT PRV EPM SEC Management:
SYM
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IT Policy Waiver: A temporary exemption to the requirements of an IT Policy.

Procedure: An operational document that outlines predefined step-by-step sequence of
instructions, activities, or course of action that must be followed in order to correctly
accomplish a particular task.

Standard: Universally or widely accepted, agreed upon written definition, limit, or rule,
approved and monitored for compliance by an authoritative agency, professional
organization, or recognized body as a minimum acceptable benchmark.

Technical Specification: An explicit set of requirements outlining the specific
characteristics, features, capabilities, of a product or technology (e.g., levels of quality,
architectural, functions, performance, usability, compatibility, reliability, safety, scalability,
interoperability, or other dimensions).

Technology Maturity Lifecycle (TML):
The technology maturity lifecycle defines the varying life span stages in which a

technology product development sustains its competitive and economic value over a
particular timeframe. The TML has four distinct stages:

e Current: Technologies or products/standards that are supported by the
commonwealth and meeting the requirements of the enterprise architecture. They are
recommended for use.

e Contain: Technologies or products/standards that no longer meet the requirements of
the current enterprise architecture. They are not recommended for use. They are to
be phased out over time. No date has been set for their discontinuance.

e Retire: Technologies or products/standards that are being phased out. Plans have
been developed or will be developed for their replacement, especially if there is risk
involved, such as lack of vendor support. A date for retirement has been set.

e Emerging: Technologies or products/standards that have the potential to become
current technologies/standards. At the present time, they are to be used only in pilot
or test environments where they can be evaluated. Use of these technologies is
restricted to a limited production mode. Research technologies are less widely
accepted and time will determine if they will become a standard.

Page 2 of 5



4.
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Policy

Adherence to ITPs is necessary to conduct Commonwealth business as well as to protect the
Commonwealth’s interests and assets. However, there are times where circumstances require
a waiver to an IT policy for a specific time period. As such, OA-OIT has established a waiver
process in which an agency can request a waiver from the requirements of a specific ITP. The
waiver process is comprised of four steps:

4.1) Waiver Request Submission
4.2) Waiver Review

4.3) Waiver Approval

4.4) Waiver Expiration

Waiver Scenarios Table reference document

Refer to the supporting document, RFD-BUS004A, Waiver Scenarios Table for a list
detailing when waivers must be submitted. This table does not capture every scenario and
should be treated as a reference only. Agencies should contact RA-ITCentral@pa.gov for
additional guidance on waiver submission criteria when necessary.

4.1 Waiver Requests Submission

Who can submit IT policy waiver requests

The agency CIO/IT Manager, or authorized designee, may submit a waiver request to OA-OIT
by entering the pertinent information into COPPAR.

An agency under the Governor’s jurisdiction may be required to submit an IT policy waiver
request when deemed necessary by the Commonwealth CIO.

Waiver Justification Criteria

The following must be included in a waiver submission:

a) Agency and name of the person requesting the waiver

b) The policy for which the waiver is being requested and the applicable section(s) of the
policy requiring exemption

c) Identify the specific service, technology, or product for which the waiver is being
requested (if applicable)

d) Identify where the specific technology or product is relative to the technology maturity life
cycle (TML), where applicable.

e) A technical or business case (in sufficient detail) that identifies the specific action and how
the request warrants exemption based on internal risks, cost, and/or business impact
assessments results

f) The impact if the waiver is not approved

g) Any supporting documentation as required in the policy for waiver submissions.

h) Additional documentation upon the request of COPPAR Reviewers. During the COPPAR
waiver review process, it may be determined that additional documentation may be
required to assist COPPAR reviewers in their assessment to render a final decision. This is
done on a case-by-case basis and facilitated through the COPPAR Request for Information
Process (RFI).
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Submission Deadlines

Waiver requests should be submitted at least twenty (20) business days prior to the date
when a decision on the waiver request is required. Requests submitted with less than twenty
(20) business days’ notice or do not have the required or sufficient information for the review
process are not guaranteed to be fulfilled in time.

4.2 Waiver Review

OA-OIT along with agency SMEs will review waiver requests.

4.3 Waiver Approval

Approved waivers are valid for a period of two (2) years for all policy domains, with the
exception of Security Domain policies, which are valid for a period of one (1) year.

OA-OIT, at its discretion, may require agencies to follow specific conditions detailed in an
approved waiver request notification letter. The agency is responsible for ensuring the
conditions of waiver approval have been satisfied in order to prevent recension of the waiver.

OA-OIT, at its discretion, may approve a different waiver expiration length for any policy.

OA-OIT, via COPPAR, will notify the agency of its determination on the waiver request, which
will detail any conditions and the approved waiver length.

4.4 Waiver Expiration

An ITP must be followed upon expiration of its waiver.

If no renewal request is received in COPPAR, the waiver will terminate upon its expiration
date.

A waiver renewal request does not cover any gap from a previously expired waiver. Therefore
it is prudent that agencies submit a renewal waiver request at least twenty (20) business
days prior to the current waiver’s expiration date.

5. Related ITPs/Other References
Commonwealth policies, including Executive Orders, Management Directives, and IT Policies
are published on the Office of Administration’s public portal:
http://www.oa.pa.gov/Policies/Pages/default.aspx

e ITP-BUSO000 - Information Technology Policy Governance
e ITP-PROO0OO1 - IT Procurement Review Process
e RFD-BUSO04A - Waiver Scenarios Table

e Technology Evaluation Planning Toolkit (IT Central access required)

e Microsoft Product Lifecycles Roadmap (IT Central access required)

e Technology Roadmap (IT Central access required)

e COPPAR Manual Process document (IT Central access required)
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6. Authority
Executive Order 2016-06, Enterprise Information Technology Governance

7. Publication Version Control
It is the user’s responsibility to ensure they have the latest version of this publication, which
appears on https://itcentral.pa.gov. Questions regarding this publication are to be directed to
RA-ITCentral@pa.gov.

This chart contains a history of this publication’s revisions:

Version Date \ Purpose of Revision \
Original 8/4/2011 Base Document
Revision 8/21/2015 e Migrated policy into new ITP format; added Background, Definitions sections

e Revised Section 4 Policy language for clarity and added
o 4 stages of Waiver Process
o  Criteria for submission of waiver request

e Changed the waiver period for Security Domain ITPs to one (1) year while leaving the
remaining waiver length of two (2) years as the default for all other ITP domains

e Removed OIT Memoranda and Management Directives from list of documents
suitable for a waiver

e Added language to enable OA-OIT to approve any waiver expiration length for IT
policies

e Added language that the Commonwealth CIO may request a waiver request from
any agency in Governor’s jurisdiction

e Added language that any COPPAR waiver requests needed before 20 business days is
not guaranteed to be processed in time

e Clarifying language regarding expiration of waiver gap coverage

e Removed language from Section 8 and replaced with “Not Applicable for this IT
Policy”

e Added supporting document RFD-BUSO04A Waiver Scenarios Table information

e Added additional References

e Expanded waiver submission requirements

e Expanded waiver approval details

Revision 7/22/2016 e Removed IT Policy Lifecycle reference, replaced with ITP-BUS000 reference
e Revised “Access” to “Accessibility” in the ITP Domains table
e Added boilerplate language on location of published Commonwealth policies
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