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1. Purpose 
A security incident reporting and escalation policy enables the enterprise to respond effectively 
to security incidents, by clearly detailing the roles and responsibilities of all the parties 
involved. It provides a precise path for reporting, escalating, auditing and remediating 
security incidents. Proper reporting and management of cyber security incidents is critical in 
order to secure and protect the Commonwealth of Pennsylvania’s critical Information 
Technology (IT) business processes and assets from cyber-crime or cyber- terrorism. An 
incident is defined as a violation or imminent threat of violation of computer security policies, 
acceptable use policies, or standard computer security practices. This Information Technology 
Policy (ITP) establishes standard policies, procedures and standards related to the reporting 
and managing cyber security incidents. 

 
2. Scope 

This Information Technology Policy (ITP) applies to all departments, boards, commissions and 
councils under the Governor’s jurisdiction. Agencies not under the Governor’s jurisdiction are 
strongly encouraged to follow this ITP. 

 

3. Definitions 
 IT Security Incident: Any occurrence involving the unauthorized or accidental 

modification, destruction, disclosure, loss, damage, misuse, or access to information 

technology resources such as systems, files, and databases. 
 

 Data Breach: The Pennsylvania Data Breach Notification Act requires notification to 

affected individuals in instances where "Personal Information" has been compromised. 
In such cases, "Personal Information" is defined as: 

 

An individual's first name or first initial and last name in combination with and 
linked to any one or more of the following data elements, when the name and 

data elements are not encrypted or redacted: 
 

 Social Security number; 

 Driver's license number or a State identification card number issued in lieu of a 
driver's license; 

 Financial account number, credit or debit card number, in combination with any 
required security code, access code or password that would permit access to an 

individual's financial account.

mailto:RA-ITCentral@pa.gov
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Agencies are to follow instructions and procedures in the Breach of Personal Information Checklist 

for any incident involving a confirmed data breach that involves the compromise of personal 
information. 
 

4. Objective 
Provide agencies the guidance and direction to promptly investigate IT Security incidents involving 

the unauthorized or accidental modification, destruction, disclosure, loss, damage, misuse, or 
access to information technology resources such as systems, files, and databases. 

 

5. Policy 
Agencies are to promptly investigate incidents involving the unauthorized or accidental 
modification, destruction, disclosure, loss, damage, misuse, or access to information technology 

resources such as systems, files, and databases. 

 

Agencies are to evaluate cyber security incidents according to the following IT Security Incident 
Reporting Procedures: 

 

Security Incident Category 1 (Critical/High) 

Description / Criteria 1. The agency has determined an active attack on an agency 
system or network. (e.g., denial of service or rapidly 

spreading malicious code) 
2. The agency has determined that other organizations’ systems 

are affected, such as business partners or outside 
organizations. 

3. The agency has determined that the resources involved are in 

the critical or high categories. 
4. The agency has determined that the data involved is in the 

category of restricted/confidential. 

Reporting 
Requirement 

The agency ISO or designate is responsible for notifying the PA-
CSIRT within thirty (30) minutes of detection. 

 
The following information, at a minimum, is required when 

reporting the incident: 
 

a. Agency name and business unit; 
b. The point of contact name and phone number; 

c. Brief description of intrusion and damages (real or 
anticipated). 

 
Notification can take the form of a phone call to the PA- CSIRT 
Incident Response Hotline at 1-877-55CSIRT (1-877-552-7478) or 

via e-mail to RA-ciso@pa.gov. 

Incident Reporting 

Form Requirements 

Within four (4) hours of detection, the agency ISO or 

designate is responsible for submitting the “IT Security 

Incident Reporting Form.” 
 

The completed form is to be submitted via e-mail to RA-ciso@pa.gov 

or online: https://oa-archer.state.pa.us/. 

 
  

mailto:RA-ciso@pa.gov
mailto:RA-ciso@pa.gov
https://oa-archer.state.pa.us/
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Security Incident Category 2 (Medium) 

Description / 

Criteria 
1. The agency has determined that the resources involved are in the 

category of medium. 

2. The agency has determined that the data involved is in  
the category of internal use only. 

3. The incident has an impact or potential impact of a. 

financial loss; 
b. loss or compromise of data; 

c. violation of legislation/regulation; or 

d. damage to the integrity or delivery of critical goods, 
services or information. 

4. The agency has been unable to resolve the incident. 

5. The vulnerability that caused the incident has not been 

determined or mitigated. 

Reporting 

Requirement 
The agency ISO or designate will be responsible for notifying the PA-

CSIRT within thirty (30) minutes of detection. 
 

The following information, at a minimum, is required when reporting 

the incident: 
a. Agency name and business unit; 

b. The point of contact name and phone number; 

c. Brief description of intrusion and damages (real or 
anticipated). 

 

Notification can take the form of a phone call to the PA- CSIRT 

Incident Response Hotline at 1-877-55CSIRT (1-877-552-7478) or 
via e-mail to RA-ciso@pa.gov. 

Incident 

Reporting Form 

Requirements 

Within four (4) hours of detection, the agency ISO or 

designate is responsible for submitting the “IT Security 

Incident Reporting Form”. 
 

The completed form is to be submitted via e-mail to RA-ciso@pa.gov 
or online: https://oa-archer.state.pa.us/. 

 
  

mailto:RA-ciso@pa.gov
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Security Incident Category 3 (Low) 

Description / 

Criteria 
1. The agency has determined that the resources involved are in the 

low category. 

2. The agency has determined that the data involved is classified as 

publicly available. 

3. The agency has contained or resolved the incident. 

Reporting 

Requirement 
The agency ISO or designate will be responsible for notifying RA-

ciso@pa.gov within thirty (30) minutes of detection. 
 

The following information, at a minimum, is required when reporting 

the incident: 
 

a.  Agency name and business unit; 
b. The point of contact name and phone number; 

c. Brief description of intrusion and damages (real or 
anticipated). 

 

Notification can take the form of a phone call to the PA- CSIRT 

Incident Response Hotline at 1-877-55CSIRT (1- 
877-552-7478) or via e-mail to RA-ciso@pa.gov. 

Incident 

Reporting 
Form Requirements 

Within four (4) hours of detection, the agency ISO or designate is 

responsible for submitting the “IT Security Incident Reporting Form.” 

 
The completed form is to be submitted via e-mail to RA-ciso@pa.gov 

or online: https://oa-archer.state.pa.us/. 

 
  

mailto:RA-ciso@pa.gov
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Security Incident Category (Unknown/Other) 

Description / 

Criteria 
1. The agency has not yet determined all of the resources involved. 
2. The agency has not yet determined the scope of the data 

involved. 

3. The agency has not yet contained or resolved the incident. 

Reporting 

Requirement 
The agency ISO or designate will be responsible for notifying the PA-

CSIRT within thirty (30) minutes of detection. 
 

The following information, at a minimum, is required when reporting 
the incident: 

 

a. Agency name and business unit; 
b. The point of contact name and phone number; 
c. Brief description of intrusion and damages (real or 

anticipated). 
 

Notification can take the form of a phone call to the PA- CSIRT 
Incident Response Hotline at 1-877-55CSIRT (1- 

877-552-7478) or via e-mail to RA-ciso@pa.gov. 

Incident 

Reporting Form 

Requirements 

Within four (4) hours of detection, the agency ISO or 

designate is responsible for submitting the “IT Security 

Incident Reporting Form.” 
 

The completed form is to be submitted via e-mail to RA-ciso@pa.gov 
or online: https://oa-archer.state.pa.us/. 

 

 

There are many forms of sensitive, protected, and exempt information within the 
commonwealth.  These data classifications are defined in ITP-SEC019 - Policy and Procedures 

for Protecting Commonwealth Electronic Data. 
 

For all cases categorized above, agencies must submit the IT Security Incident Reporting Form 
located at: https://oa-archer.state.pa.us/. The completed form is to be submitted within the 

timeframes set forth in the procedures above. 
 

Agencies are to cooperate and collaborate with the Office of Administration/Office for 
Information Technology (OA/OIT) Enterprise Information Security Office (EISO) when 

responding to cyber security incidents, which include investigation, containment, eradication, 
recovery and post-incident analysis. 

 

Agencies are to provide the Commonwealth’s Chief Information Security Officer (CISO) with 

a primary and secondary point of contact for cyber security incident reporting and 
handling. The agency Information Security Officer (ISO) is to be the primary point of contact.  
Agencies are to provide names, work phone numbers, mobile phone numbers, and home phone 

numbers and work email for those points of contact. Agencies are to notify the CISO at RA-
ciso@pa.gov as soon as possible when changes occur to the contact list. OA/OIT/EISO is 

responsible for coordinating and leading cyber incident response when an incident involves 
multiple agencies or outside entities such as business partners or citizens. 

 
 

Data Breach: 
 

mailto:RA-ciso@pa.gov
mailto:RA-ciso@pa.gov
https://oa-archer.state.pa.us/
https://oa-archer.state.pa.us/
mailto:RA-ciso@pa.gov
mailto:RA-ciso@pa.gov
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A Data Breach is defined as the unauthorized access and acquisition of computerized data that 
MATERIALLY compromises the security or confidentiality of a system or personal information 

maintained by the entity that causes or the entity reasonably believes has caused or will cause 
loss or injury to any resident of this Commonwealth. 

 

All breaches involving the compromise of the security or confidentiality of a system or personal 

information must be reported via the Security Incident Reporting Form. In the event an incident 
has been suspected or confirmed, the agency is to immediately notify the Office of 

Administration / Office for Information Technology (OA/OIT)/ Enterprise Information Security 
Office (EISO) who will investigate the breach in conjunction with a designated Point of Contact 
(POC) from the affected agency. The POC must be available to interact with OA/OIT during 

the investigation. 
 

Breach of Personal Information: 
 

The Pennsylvania Data Breach Notification Act requires notification to affected individuals in 
instances where "Personal Information" has been compromised. In such cases, "Personal 

Information" is defined as: 
 

An individual's first name or first initial and last name in combination with and linked to 
any one or more of the following data elements, when the name and data elements are 
not encrypted or redacted: 

 

(i) Social Security number. 
 

(ii) Driver's license number or a State identification card number issued in lieu of a 
driver's license. 
 

(iii) Financial account number, credit or debit card number, in combination with any 
required security code, access code or password that would permit access to an 

individual's financial account. 
 

Agencies are to follow instructions and procedures in the Breach of Personal Information 
Checklist for any incident involving a confirmed data breach that involves the compromise of 

personal information. 
 

Incident Response and Countermeasures: 

 
Following the immediate response to a security incident, different countermeasures may be 
taken, depending on the type and severity of the incident and the value of the affected 
assets. As part of an incident response, the CISO may prescribe the necessary incident 

management steps which may include, but are not necessarily limited to, disconnecting a 
system from the network, confiscating hardware for evidence, or providing information for 

investigative pu r po s e s  and  w i l l  c hoo s e  one  o r  mo re  o f  t h e  f o l l o w in g  responses: 

 
 Information gathering: Depending on the nature of the security event, it may 

be necessary to examine the situation, enhance logging capabilities, copy documents, 
back up temporary files, and set up alarms or change threshold values. 

 

 Configuration changes: In many cases, configuration changes — including the 
installation of software patches, reconfiguration of hardware devices or policy revisions 

— will be necessary following a security incident. 
 

 Forensics: In certain cases, it may be required to conduct digital forensics on the 
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affected IT resources in order to identify root cause and/or prevent an infection from 
spreading across the network.   In certain cases, where criminal activity is suspected 

or confirmed, law enforcement authorities may be notified. In any case, all available 
evidence collected via digital forensics must be made tamper-resistant and the chain 

of custody of all such evidence must be maintained throughout the forensics 
investigative process. 

 

 NOTE: In some cases, an affected asset or assets must be isolated and excluded 
from regular service to prevent further security incidents. 

 

STEP BY STEP CHECKLIST 
 

In the event of a breach of personal, identifiable information agencies must follow and 
complete the security breach checklist that is hosted on the OA/OIT/Cybersecurity page, 

and can be downloaded here. 
 

6. Computer Incident Response Technology Standard 

 
CURRENT STANDARDS 

 

(These technologies meet the requirements of the current architecture and are recommended 
for use.) 

Technology Platforms Category Technology 

Classification 

Guidance Software 
enCase v6 

Windows, Linux, 
Others 

Computer Incident 
Response 

Current 

 

CONTAIN 
 

(These technologies no longer meet the requirements of the current architecture and are not 

recommended for use. They are to be phased out over time. No date has been set for their 
discontinuance.) 

Technology  Platforms  Category Technology 

Classification 

-- --  --   

 
RETIRE 

 
(These technologies are being phased out. Plans are to be developed for their replacement, 
especially if there is risk involved, such as lack of vendor support. A date for retirement has 

been set.) 

Technology Platforms Category Technology 

Classification 

    

 
 
 

 

http://www.oa.pa.gov/Programs/Information%20Technology/cybersecurity/Pages/default.aspx
http://www.oa.pa.gov/Programs/Information%20Technology/cybersecurity/agencies-employees/Documents/02.20.2008%20Security%20Breach%20Checklist.doc
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EMERGING / RESEARCH 
 

(Emerging technologies have the potential to become current standards.  At the present time, 
they are to be used only in pilot or test environments where they can be evaluated.   Use of 

these technologies is restricted to a limited production mode, and requires approval of a waiver 
request.  Research technologies are less widely accepted and time will determine if they will 
become a standard.) 

 

Technology Platforms Category Technology 

Classification 

-- -- -- -- 

 

7. Responsibilities 
Agencies are to put in place processes for ensuring that all users of agency systems are 

aware of the procedures and the importance of reporting security incidents, threats, or 

malfunctions that may have an impact on the security of agency information. 

8. References 
 ITP-SEC000 – Information Security Policy 

 ITP-SEC021- Security Information and Event Management Policy 
 ITP-SEC025 - Proper Use and Disclosure of Personally Identifiable Information (PII) 

 

9. Authority 
 Executive Order 2016-06, Enterprise Information Technology Governance 

 
10. Publication Version Control 

It is the user’s responsibility to ensure they have the latest version of this publication, which 
appears on https://itcentral.pa.gov for Commonwealth personnel and on the Office of 
Administration public portal: http://www.oa.pa.gov/Policies/Pages/default.aspx. Questions 

regarding this publication are to be directed to RA-ITCentral@pa.gov. 
 

11. Exemption from This Policy 
In the event an agency chooses to seek an exemption, for reasons such as the need to comply 

with requirements for a federally mandated system, a request for waiver may be submitted 
via the Commonwealth of PA Procurement and Architectural Review (COPPAR) process. 
Requests are to be entered into the COPPAR Tool located at http://coppar.oa.pa.gov/. Agency 

CIO approval is required. 
 

This chart contains a history of this publication’s revisions: 

Version Date Purpose of Revision 
Original 8/2/2012  Base Policy 

Revision 5/1/2013 Consolidated OPD- SEC022A, OPD-SEC24B, STD-
SEC024C into base policy 

Revision 4/2/2014 ITP Reformat 

Revision 12/29/2015 URL updates, formatting changes 

Revision 08/29/2016 Updated URL locations throughout 

 

https://itcentral.pa.gov/
http://www.oa.pa.gov/Policies/Pages/default.aspx
mailto:RA-ITCentral@pa.gov
http://coppar.oa.pa.gov/

