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The Agency Deputy Secretary for Administration confirms by submission of this Acceptance of Risk / Risk Registry document to the Office of Administration, Office for Information Technology Enterprise (OA/OIT Enterprise) (via the COPPAR process, refer to ITP-BUS004 IT Waiver Review Process) that all agency business owners have been notified of, understand, and accept the risks associated with implementing the cloud computing service and of the conditions imposed by OA/OIT Enterprise in offering a waiver to permit the cloud computing service within the Commonwealth.

Agency business owners to be notified

· Agency Deputy Secretary for Administration
· Agency Business Area Contact (Bureau Director)
· Agency Office of Legal Counsel

Acceptance of Risk/Risk Registry
OA/OIT Enterprise has been made aware that the requesting Delivery Center or Agency has a business requirement for consuming a cloud service.
The use of cloud computing services is generally permitted only under these conditions:
· A current contract is in place in which the cloud service provider has agreed to the Commonwealth’s terms and conditions
· Legal compliance is not compromised by the Cloud Services Requirements (ITP-BUS011 Commonwealth Cloud Services Requirements) are met by the Delivery Center/ Agency and/or the Cloud Service Provider
The use of cloud services without the required prerequisites and controls places the commonwealth at risk. The deficiencies stated above must be mitigated to the extent possible.  The Delivery Center or Agency must complete the Risk Registry Form to file any associated risks with each cloud use case they intend to consume. The completed Acceptance of Risk / Risk Registry is to be submitted as part of the COPPAR request.
Waiver conditions will be outlined in the COPPAR cover letter approval document. Audits may be conducted at the discretion of OA/OIT Enterprise at any time for compliance with this Acceptance of Risk document, the Risk Registry Form, and Management Directive 205.34 Commonwealth of Pennsylvania Information Technology Acceptable Use Policy. Any COPPAR waiver for a cloud computing service found to be out of compliance may be rescinded at the discretion of OA/OIT Enterprise.
Risk Registry – Cloud Requirements
	Part I - Summary Data

	Cloud Use Case Title:
	<Enter Cloud Use Case Title – Same as Service Request>

	Risk Summary:
	<Provide a brief description of the risk issue and what is being done to address it.>

	Target Remediation:
	<Enter the date this issue is scheduled to be remediated or ‘N/A - Risk Accept’.>

	Risk Decision:
	Choose an item.
	Remediation Contact:
	<Insert name here - The remediation contact for the issue.>

	Affected Organization:
	<Enter the Line of Business name or ‘Enterprise’ if the entire Commonwealth is at risk.>

	Risk ID:
	<Refer to Risk ID Categories at end of document.>

	Open Date:
	 <MM/DD/YYYY>

	Close Date:
	






	Part II - Risk Description (see Risk ID and Categories at end of form; refer to ITP-BUS011 for details)

	Risk ID(s):
	<List all Cloud Security Categories that require risk mitigation or risk acceptance>

	Control:
	<What safeguard or countermeasure should be in place to protect from the risk? The control may be a Commonwealth policy, industry best practice and/or good common sense.>

	Current State:
	<What is the situation that incurs risk to the Commonwealth and/or our citizens? This is a more detailed description than what is provided in the Risk Summary field above.>

	Root Cause:
	<What is the core issue that places the Commonwealth at risk? Describe the cause of the issue here versus the symptoms.>

	Compensating Controls:
	<What safeguards are in place to help reduce the risk of the issue?>

	Consequence:
	<What could be the business impact if this issue remains in place?>

	Corrective Action: 
	<Provide a brief description of plans to remediate the issue and why that makes sense. What could be implemented early on to help mitigate the risk?>

	Remediation Timeframe:
	<Detail how the Action Plan milestones mitigate the risk with an appropriate sense of urgency.>



	Part III - Risk Rating

	Risk Category
	Risk Rating
	Rationale

	Risk Impact
	☐ High - Severe loss of operational capability and highly damaging (3)
☐ Moderate - Substantial operational impact (2)
☐ Low - Noticeable but limited operational impact (1)
	<Click on the checkbox. Provide detailed narrative of why the risk rating has been selected. Number is point value of risk category. Risk Exposure = Impact * Probability>

	Probability of Occurrence 
	☐ High - Will probably occur in most circumstances (3)
☐ Moderate - Might occur at some time (2)
☐ Low - Could occur at some time (1)
	<Click on the checkbox. Provide detailed narrative of why the risk rating has been selected. Number is point value of risk category. Risk Exposure = Impact * Probability>

	Risk Exposure 
	☐ High – Score of 6 or higher
☐ Moderate – Score of 2 - 5
☐ Low – Score of 1
	<Click on the checkbox for appropriate score. To determine score, use the scores from Impact * Probability>




	Part IV - Action Plan (if RISK MITIGATE is selected above)

	#
	Milestone Description
	Contact
	Start Date
	End Date
	Artifact

	1
	<Example: Design a solution to the issue>
	Jane Smith
	9/15/2020
	9/30/2020
	<e.g. solution design document>

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	



	[bookmark: _Hlk497115985]Part V – Approvals (Agreement and Approval is required from both parties)

	Delivery Center or Independent Agency Chief Information Officer (CIO)
	<Insert Name – Required>
	<MM/DD/YYYY>

	[bookmark: _Hlk497119634]Delivery Center or Independent Agency Information Security Officer (ISO):
	<Insert Name - Required>
	<MM/DD/YYYY>



RISK ID CATEGORIES (for reference to Part II above)
	CSR-L1
	Procurement Requirements

	CSR-L2
	Legal Review

	CSR-L3
	Data Storage

	CSR-S1
	System Monitoring / Audit Logging (Security)

	CSR-S2
	Data Segmentation / Boundary Protection

	CSR-S3
	Exploit and Malware Protection

	CSR-S4
	Encryption

	CSR-S5
	Identity & Access Management

	CSR-S6
	Vulnerability Assessment

	CSR-S7
	Data Protection / Recovery

	CSR-S8
	Compliance

	CSR-S9
	Security Incident Handling

	CSR-S10
	Asset Inventory

	CSR-I1
	Interface Requirements

	CSR-I2
	System Monitoring / Audit logging (Infrastructure)
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