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1. Purpose
Establishes the current enterprise anti-virus products/versions available for enterprise

use.

2. Policy
Agencies are to deploy at a minimum the products and versions detailed in the Current
Standards section of this reference document and adhere to ITP-SEC001 for all enterprise
host security software.

3. Current Standards

Product Version
Windows Operating System
McAfee Agent for Windows 5.0 Patch 2
VirusScan Enterprise 8.8 Patch 6
Host Intrusion Prevention 8.0 Patch 6
SiteAdvisor Enterprise 3.5 Patch 4
McAfee Data Loss Prevention 9.3 Patch 5
McAfee Drive Encryption for Windows 7.1 Patch 3
McAfee Security for Microsoft Exchange 8.0 Patch 1
Macintosh Operating System
McAfee Agent for MAC 5.0 Patch 2
McAfee Endpoint Protection for Mac - AV 9.8
McAfee Data Loss Prevention for Mac OsX 9.3 Patch 5
Linux Operating System
McAfee Agent for LINUX 5.0 Patch 2

2.0 (for 64 bit
VirusScan Enterprise for Linux support)
1.9 (for 32 bit

VirusScan Enterprise for Linux support)
Host Intrusion Prevention For Linux 8.0 Patch 6

4. Related ITPs/Other References
ITP-SECO001 - Enterprise Host Security Software Suite Standards and Policy
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5. Authority
Executive Order 2011-05, Enterprise Information Technology Governance

6. Publication Version Control
It is the user’s responsibility to ensure they have the latest version of this publication,
which appears on https://itcentral.pa.gov. Questions regarding this publication are to be
directed to RA-ITCentral@pa.gov.

This chart contains a history of this publication’s revisions:

Version  Date \ Purpose of Revision
Original 03/09/2015 | Base Document
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