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Download and Install Digital Certificates

Background

These instructions are to be used for users who have been assigned a CWOPA username
and password. If your machine has Internet Explorer 8 or above, begin with Section I. For
versions of Internet Explorer 7 or below, start with Section II (Page 15).

Section | - Internet Explorer 8 /9 — Certificate Installation

1. Open Internet Explorer, go to https://www.icopapki.state.pa.us
2. Click on here.

@ % | @] http: v icopapki state pa.us] ENEIRE ¥l

File Edit V“ew Favorites Tools Help
OShareErowser WebEx -
7 Favorites | 53 &) & eRoom - Telecommunication, .. € | Microsaft Suppart & | -

(& welcome ko the Enterprise Certificate Services Reqist... B - & | @& v Pagev 3afety v Took~ i@~

pennsylvania

OFFICE OF ADMINISTRATION

Enterprise Certificate Enrollment Site

Use this site to request a certificate for your Web browser, email client, or other program

ENTERPRISE CERTIFICATE SERVICES REGISTRATION SITE DISCLAIMER
This is a Commonwealth of Pennsylvania computer system and is the property of the same. It is for authorized use only. Users (authorized or unauthorized) have
no explicit or implicit expectation of privacy.
Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized state

and law enforcement personnel, as well as authorized officials of other agencies. By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of authorized personnel.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By continuing to use this system you
indicate your awareness of and consent to these terms and con ons of use. Do not continue to use this system if you do not agree to the conditions stated in this

Click here to go to the Enterprise Certificate Services Registration site logon page.

Questions? Access RAS Documentation for detailed instructions.

IMPORTANT SECURITY REMINDER

To complete the log off process, close all browser windows and exit the browser application.



https://www.icopapki.state.pa.us/

3. Log on with the CWOPA username and password you were assigned.
In the User name: field, be sure to precede your username with: CWOPA\
(example: cwopa\jsmith)

Connect to www.icopapki.state. pa.us
1;“ l-kl‘:\.,\L

Connecking ko www icopapki, skake,pa.us,

User name: | € CWOPAljsmith v |

Password! | - |

[ Iremember my passwaord

[ Ok H Cancel ]

4. C(Click on Download a CA certificate, certificate chain, or CRL

% pennsylvania

OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Services — CoPA Enterprise Issuing Intemal CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with

over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list {CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a cerlificate

Save and install the Cisco VPN Client (Installation will restart your computer.

Download a CA cerfificate_cerificate chain, or CRL

5. Ifthe Operating System on your machine is:
Windows XP: Proceed to Section A
Windows 7: Proceed to Section B




Section A — XP Instructions

1. Click on install this CA certifcate chain
2. Click on Yes button if prompted for Web site add.

Microsoft Active Directory Certificate Services — CoPA Enterprise Issuing Intemnal CA

Download a CA Certificate, Certificate Chain, or CRL

To trust cedificates issued from this cerification autharity, install this CA cedificate chain.

To download a CA cerificate, cerificate chain, or CRL, select the cedificate and encoding method.

CA certificate:

|Cument [CoPA Enterpri:

This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update your
I certificates is a security risk, The Web site could install certificates you do not trust, which could allow programs that

Encoding methed: | you do not krusk bo run on this computer and gain access to your data,
ggste 4 Do you wank this program ko add the certificates now? Click Yes if you trust this Web site, Otherwise, click Mo,

es Mo

3. Once you see the below screen you have successfully installed the L.E. 8/9 certificate.

Microsoft Active Directory Certificate Services — CoPA Enterprise Issuing Internal CA

CA Certificate Installation

The CA certificate chain has been successfully installed.

Proceed to Personal Certificate Download and Installation




Section B — Windows 7 Instructions

1. Click on Download CA certificate chain

Microsoff Active Directory Certificate Services — CoPA Enterprise ing Intemnal CA

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this cerification authority, install this CA cedificate chain.

To download a CA certificate, cerificate chain, or CRL, select the cedificate and encoding methaod.

CA certificate:

[Cumrent [CoPA Enterprise Issuing Internal CA{1]]

PA Ente ing Intemal CA]

Encoding methed:
@DER
O Base 64
Downlead CA cedificate
Download CA cerificate chain
Download latest base CRL

2. Click Open

Microsoft Active Directory Certificate Servi — CoPA Enterpri uing Internal CA

Download a CA Certificate, Certificate

File Download

To trust certificates issued from this certifi

Do you want to open or save this file?
To download a CA certificate, certificate
Mame: certnew.p?b

CA certificate: =i Type: PKCS #7 Certificates, 2.00KB

From: www.icopapki.state.pa.us

Qeen ][ Save ]| Cancel |

Always ask before opening this type of file
Encoding method:

®DER 1 ‘while fles from the Internet can be useful, some files can potentially
harm your computer. If you do nat biust the source, do not open ar
OBase 64 save this file. What's the risk?

Download CA cerificate
Download CA certificate chain
Download latest base CRL




3. The below box will pop up, click on the + sign next to c:\documents and settings

Then click on Certificates folder, on the left side of the screen
Next double click on COPA Enterprise Issuing Internal CA on the right.

£ | Certificates

Ackion  Wiew  Help

File
- = | B B 2
EP Certificates - Current User Issued To - Issued By Expiration Date
Elcora Enterprize Issuing Internal CA  CoPA Enterpris,.. 312302015
CoPa Enterpris...  10013/2031

=1-[C3 C\DOCUMENTS AMD SETTINGS'

| EIES

b

Elcora Enterprise Rook CA

|

4. C(Click on Install Certificate...

Certificate

CHDOCUMENTS AMD SETTIMNGSWKSTGEORGE\LOCAL SETTINGS\ TEMPORARY INTERME

General | Details | Certification Path |

»,
Certificate Information

+4ll issuance policies
=4l application policies

This certificate is intended for the following purpose(s):

Issued to:

CoPa Enterprise Issuing Inkernal Ca

Issued by: CoPA Enterprise Root CA

valid from 3/23/2010 to 3{23/2015

nstall Certificate. ., Issuer Skakement




5. Click on Next >

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust ]
lists, and certificate revocation lisks From wour disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used to protect data or ko establish secure netwark
conneckions. A& certificate skore is the system area where
cettificates are kept. ]

To continue, click Mext,

Mext |[ Cancel

6. Select Place all certificates in the following store
Click the Browse... button.

Certificate Import Wizard

Cartificata
Certificate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate store, or ywou can specify a location For

() Automatically select the certificate store based on the kype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

Browse, .,

< Back ” Mext = l [ Cancel




7. Select Trusted Root Certification Authorities and click on OK

Certificate Import Wizard
2 X

Select Certificate Store

kes are kept,
Select the certificate skore wou want to use,

(27 Persanal | [ of you can specify & location for
g r'l::tEn:I F!.n:ut I:_r'tlhn:atu:nn Authorities ed on the type of certificate
nkerprise Trus B
[ Intermediate Certification Authorities
I:l Active Directory User Object 3
770 Tevsmbed Puoklichoe - S
i | l | [ Browse. .,

[ ]show pheysical stores

8. Click on Next >

Certificate Import Wizard

Cartificata
Certificate skares are syskem areas where certificates are kept.,

Windows can automatically select a certificate store, or vou can specify a location Far
() Aukomatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following store

Certificate store:

| Trusted Root Certification Authorities | | Browse, ..

< Back ][ Mext = l[ Cancel




9. Click on Finish

Certificate Import Wizard

Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Impart
wizard,
You have specified the Following settings:

Certificate Skore Selected by User  Trusked Roaok Certific.
Zonkent Certificate

[X]

[ < Back ” Finish l [ Cancel

10. Click on OK

Certificate Import Wizard @

\i,) The import was successful.

OK
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11. Next double click on CoPA Enterprise Root CA

B2 Certificates

File  Action  WYiew Help
& || B @
B Certificates - Current User Issued Ta Issued By Expiration Date
= C\DOCUMENTS AND SETTINGS =) coPa Enterprise Issuing Internal CA  CoP# Enterpris 32312015
E2 CoPh Enterpri ' CoPA Enterpri 10y

£ Certificates

< | IS
CADOCUMERTS AMD SETTIMGS S TEEQRGE L AL SETTIMGS TEMPORARY IMTERME

12. Click on Install Certificate...

Certificate

General | Details | Certification Path |

Wi
Certificate Information

This certificate is intended for the following purpose{s)

» Al issuance policies
+ 4l application policies

Issued to:  CoPA Enterprise Rook Ca

Issued by: CoPAa Enterprise Rook CA

¥alid from 2/Z3/2007 ko 10/13/2031

Install Certificate, ., Issuer Skaktement

|




13. Click on Next >

Certificate Import Wizard E

Welcome to the Certificate Import

Wizard

This wizatd helps wou copy certificates, certificate trust
lisks, and certificate revocation lists From your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure netwark,
connections, & certificate store is the system area where
certificates are kept,

To continue, click Next,

[ Mext > |[ Cancel

14. Select Place all certificates in the following store
Click the Browse... button.

Certificate Import Wizard

Cartificata
Certificate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate store, or ywou can specify a location For

() Automatically select the certificate store based on the kype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

Browse, .,

< Back ” Mext = l [ Cancel
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15. Select Trusted Root Certification Authorities and click on OK

Certificate Import Wizard
2 X

Select Certificate Store

kes are kept.
Select the certificate store wou want to use,

[ Persanal ~ | [ of you can specify a location For
% r'lsted F!.I:ut i:rtirin:atinznn Authorities o o b e of ey st
nkerprise Trus L
[ Intermediate Certification Authorities
I:I Active Direckory User Object B
770 Terimbmd Pk licbme - —
A | R | [ Browse. ..

[] show physical skares

16. Click on Next >

Certificate Import Wizard

Cartificata
Certificate stares are swstem areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
() Automatically select the certificate stare based on the bype of certificate
(#) Place all certificates in the Following store

Certificate store:

| Trusted Root Certification Authaorities | [ Browse..,

< Back ][ Mext = ][ Cancel

13



17. Click on Finish

Certificate Import Wizard @

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Impart
wizard,
You have specified the Following settings:

Certificate Skore Selected by User  Trusked Roaok Certific.
Zonkent Certificate

18. Click on OK

Certificate Import Wizard

\i,) The import was successful.

OK

You have now completed the L.E. 8/9 Certificate installation.

Proceed to Personal Certificate Download and Installation

14



Section Il - Personal Certificate Download and Installation

1. Open Internet Explorer, go to http://www.icopapKi.state.pa.us.
NOTE: This website can only be access if you are connected to the
Commonwealth network.
2. The Enterprise Certificate Services Registration Site screen is displayed.
3. Select “Click here” below the disclaimer box. This will allow you to request a
certificate that will ensure RAS security.

@ , ® @ httpi)fwwew icopapld, state.pa,us) M= K| R

File Edit Yew Favorites Tools Help
OShareEruwser WebEx =

7. Favorites 3.‘:‘5 &| @] eroom - Telecommunication, .. @ | Microsoft Support & | =

EWEltﬂmE to the Enterprise Certificate Services Reqist... )‘"I\ © | pmn ~ Page - Safety + Tools -

pennsylvania

OFFICE OF ADMINISTRATION

Enterprise Certificate Enrollment Site

Use this site to request a certificate for your Web browser, email client, or other program

ENTERPRISE CERTIFICATE SERVICES REGISTRATION SITE DISCLAIMER

This is a Commonwealth of Pennsylvania computer system and is the property of the same. It is for authorized use only. Users (authorized or unauthorized) have
no explicit or implicit expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized state
and law enforcement personnel, as well as authorized officials of other agencies. By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of authorized personnel.

Unauthorized or improper use of this system may result in adn
cate your awareness of and consent to these terms and con
warning.

nistrative disciplinary action and civil and criminal penalties. By continuing to use this system you
ons of use. Do not continue to use this syst if you do not agree to the conditions stated in this

Click here to go to the Enterprise Certificate Services Registration site logon page.

Questions? Access RAS Documentation for detailed instructions.

IMPORTANT SECURITY REMINDER

To complete the log off process, close all browser windows and exit the browser application.

15
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4. Click “Yes” if the Security Alert screen is displayed.

Security Alert =

7 Information wou exchange with this site cannaot be viewed ar
? changed by others. However, there iz a problem with the site's
: security certificate.

& The secunty certificate was izsued by a company you have
not chosen to tust. View the certificate to determing whether
wa want ko trust the certifping autharity.

0 The security certificate date iz walid.

0 The security certificate has a valid name matching the name
of the page you are tying to view.

Do you want bo proceed?
Yiew Certficate |

5. Enter your CWOPA Username and Password and then click “OK”.
a. The Username must be prefixed by cwopa\
b. Windows 2000 users ONLY will have the domain line displayed. Enter
CWOPA in the domain box.

Connect to www.icopapki.state.pa.us
A D

21 %

Cannecking ko weew, icopapki, skate.pa.us

User name: | € cwopstjzsmith | J

Password: I TTTITITIT)

[~ Remember my password

(0] 4 I Cancel

16



6. Select the “Request a certificate” link.

f.-: Microsoft Active Directory Certificate Services - Windows Internet Explorer

@@V |§, https: | ‘wawe.icopapki,state. pa.us V| %J || x| |0 | P~
File Edit Yiew Favorites Tools Help

< Favorites | 55

ge | & overview Conscle (Search) I'_@M\crosoft Active Director... X | @ Microsoft Active Directory Ce... B | sy v Page~ Safety - Took - @+

\ :
%’ pennsylvania

OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Services — CoPA Enterprise Issuing Intemal CA

Welcome

Use this Web site ta request a certificate for your Web browser, e-mail client, ar other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), orto
view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a cerificate

Save and install the Cisco VPN Client {Installation will restart your computer.

Download a CA certificate, certificate chain, or CRL

S Trusted sites Yh o mio0w <

7. Select the “Create and submit a request to this CA.” link.

f.-; Microsoft Active Directory Certificate Services - Windows Internet Explorer

D - - ] .
@ e - |E, https: | v icopapki. state.pa.us V| %J (| X% |I | L
File Edit ‘“iew Favorites Tools  Help

{3 Favorites i,:‘g,

BE|- '_r,éOverwew Console (Search) (& Microsoft Active Director,.. X @ Microsoft Active Directary Ce. .. & - B | b v Page v Safety + Tools - '@ -

% pennsylvania
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Microsoft Active Directory Certificate Senvices — CoPA Enterprise Issuing Internal CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

17



8. Select the following options on the Advanced Certificate Request screen:
a. Inthe “Certificate Template” drop-down select the template type
i. “CoPA Authentication Session-Auto”
ii. Select a different option if required.
b. Inthe “Key Options” drop-down make sure the following is displayed:
i. CSP: “Microsoft Strong Cryptographic Provider”
c. Select the “Submit” button to start generating the request.

£ Microsoft Active Directory Certificate Services - Windows Internet Explorer

&~ 2] https: /i icopapki.state.pa s | B[] x| |8 2 -
&)

Bie Edt Yiew Favortes Tools Help

7 Favorites | 55

. ~
55 |~ | @ overview Consols (Search) .@Mlcrusuft Active Director... X @ Micrasoft Active Directory Ce... - 8 | fmh - Page - gafety - Toos - @@+

pennsylvania

OFFICE OF ADMINISTRATION

Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Internal CA

Advanced Certificate Request

Certificate Template:

CoPA Authenticated Session-Auto {§

Key Options:
@ Create new key set O Use existing key set
CSP: ‘ Microsoft Strong Cryptagraphic Provider b

Key Usage: Signature
Key Size: r’g;é:;f {camman kay sizes: 2048 098 3132 18284
® Automatic key container name O User specified key container name
[#IMark keys as exportable
Enable strong private key protection
Additional Options:
Request Format: @ CMC O PKCS10

Hash Algorithm: | SHA-1 1+

Only used to sign request

[ISave request

Attributes

Friendly Mame: l:l

Done o Trusted sites v RI00% <

9. Select “Yes” on the Potential Scripting Violation screen.

Potential Scripting Yiolation ]

This Web site is requesting a new certificate on wour behalf, You should allow only Erusted Web sites to request a
! certificate For wou,

Do wou wank ko requesk a certificate nowv?

Yes Mo

18



10. Select the “Set Security Level” button.

Creating a new RSA signature key |

An application iz creating a Pratected item.

Crypto& Pl Private Key

Securiby level zet to Medium Cet Securty Level .. |

Cancel Details... |

11. Select “High” to make this certificate password protected and then click “Next>".

Creating a new RSA signature key |

Choose a security level appropriate for thiz item.

Hequest my permigzion with a pazsword when thiz
itern iz o be used.

I\ " Medium
ol
. S

Request my permizsion when this item iz to be uzed.

< Back I Hest » I Cancel




12. Enter the following information on the Creating a new RSA signature key screen and
select “Finish” when completed.

a. Enter a unique password in the “Password” field that will also be used
through the Export and Import process. Anything alpha and/or numeric will
work.

. Re-enter the unique password in the “Confirm” field.

c. This Password remains the same for this yearly certificate. It is important
that you remember this password. If you forget this password, it cannot be
recovered or reset.

Creating a new RSA signature key E |

Create a password to protect this item.

I@' Create a new password for thiz item.
Paszword for: |Er_l,lpto.é«F'I Frivate keyp
"
Password: I--u--|
Confirm: I,",".,.

< Back I Finizh I Cancel |

NOTES: Please be aware of the following:
Windows XP - “Password for:” field = CryptoAPI Private Key will be displayed.
Windows 2000 - “Password for:” field will be empty.

13. Select “OK” to confirm the setting.
Creating a new RSA signature key E |

An application iz creating a Pratected item.

CryptadPl Private Fey

Security level zet ta High | Set Securty Level... I

Cancel | Detailz... |

20



14. Select “Install this certificate”. It may take a few moments for the certificate icon

to appear so please be patient and wait for the icon to appear before clicking the
link.

2 Microsoft Active Directory Certificate Services - Windows Internet Explorer

@ 0 | hitps:iiwem copapk state.pa s

s8] x) &
Fle Edt View Favortes Tools Help

&

7 Favorites | 5

E8 |+ | @ overview Consols (Search) I (€ Microsoft Active Director.,, X | @ Micrasoft Active Directary Ce..,

fi- 8 =&

Page - Safety~ Took+ @

Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Internal CA

Certificate Issued

The certificate you requested was issued to you.
Install this certificate

[ Save response

15. Select “Yes”. The next screen may take a few minutes to appear.

Potential Scripting ¥iolation

|
!'j This Web site is adding one or more certificates ko this computer, Allowing an untrusted Web site to update vour
L

certificates is a security risk, The Web site could install certificates vou do nok trust, which could allow programs that
wou do not krust ko run on this computer and gain access to wour data,

Do you want this program ko add the certificates now? Click Yes if wou trusk this Web site, Otherwise, click Mo,

Yes Mo

16. A “Certificate Installed” confirmation message is displayed when the certificate
has been successfully downloaded and installed. Close (X) the screen.

ﬂ; Microsoft Active Directory Certificate Services - Windows Internet Explorer

@ @[] hitps:i /e copapki state.paus

~[ 34 |[x] [®
File  Edt View Favorites Tools Help

&
o Favorites | 55
E8 |~ | @ overview Consols (Search) (& Wicrosoft Active Director.,, X (& Microsaft Active Direckory Ce...

- B | g v Page~ Safety - Todls - (@h- i

Microsoft Active Directory Certificate Senices — CoPA Enterprise Issuing Internal CA

Certificate Installed

Your new certificate has been successfully installed.

21



Installation and Access for Dial-up
Windows Users

Commonwealth employees who access the Internet via a dial connection and phone line need
to install both the Verizon Enterprise Connect client and the Juniper Networks Network Connect
client to obtain VPN access.

Enterprise Connect Installation Instructions

The Enterprise Connect client package for Windows is a software package installed on the
remote user’s workstation or laptop device to provide VPN access to the secure Commonwealth
of PA network. To obtain the required software, one of the following methods can be used:

e Your agency may provide mass software distribution for the VPN clients — check with
your agency’s IT/VPN administrator or point of contact

¢ Manual Installation from a CD

¢ Manual Installation from https://emmc.verizon.com

Manual installation requires administrator access on the computer. If you do not have
administrator access, contact your agency point of contact (POC) for further instructions.

Please ensure you updated or installed the Commonwealth’s required Certificates. Information
for installing the Certificates is located in the “User Certificate Requirements” section of this
manual.

Prior to your manual installation of Enterprise Connect, a set of credentials (user 1D, password)
will be provided by Verizon to your POC.

22


https://emmc.verizon.com/

Manually Install Verizon Enterprise Connect Software from CD
1. Browse to the CD/thumb drive that contains the executable file
2. Execute \Enterprise Connect\Setup.exe
3. Click Start on the Verizon Agent window

. — S | B | )

[ Verizon Agent Reference

Verizon Agent Reference: Verizon Agent

veri;on

Verizon Agent CD Installation

This CD contains all the software and configuration information required to
connect to the network at your office.

To install Enterprise Connect:
1. Click the Start button to begin the software installation.

2. You may be prompted to Restart your system after the installation is
complete. I so, be sure to restart before using your new software.

—
Copyright ® Quintech, Inc. 2011

[ ? Verizon Agent - \ @

31.108.0

Click the Start button to begin the installation

=

Software Package Status Size Version i
P Verizon Agent Download Com... 5.7 MB 31.105 E
» Enterprise Connect Download Com... 224 MB 4200106

P Juniper Network Connect 32bit  Download Com... 1.7 MB 6.5.0.14599

| VP L Y I n 1 AT 277 7 VD N2 KA~ 17

tare Information | Installation Log

* Click the Start button to begin the installation.

OR=




Each of the software packages in the Verizon Agent window will install.

S T ==

3.1.105.0
Installing erizon Agent...Please Wait...
L
Software Package Status Size Wersion -
ﬁE‘Verizon Agent Installing 57 MB 31.105 E
b Enterprise Connect Download Com... 224 MB  4.200.106
b Juniper Metwork Connect 32bit  Download Com... 1.7 MB 6.5.0.14539
b Veriran Nial Nicoctan: Nnssan [ECY War vy 2777 VD N2 hd-r 17 S !
Mare Information | |nstallation Log
Thig package containg the VWerizon dgent software. -

O

4. Click Close when all the software packages are successfully installed

S T

31.105.0

Werizon Agent completed successiully.

Software Package Status Size Wersion

v Juniper Network Connect 32bit  Install Complete 1.7 MB 6.5.0.14539
v Verizon Dial Directory Install Complete  377.7KB  03-Mar-12
v Verizon Wi-Fi Locations Directo... Install Complete 177 MB  31-Jan-12

Mare Information | |nstallation Log

Verizon Agent completed successfully.
Please Restart your computer before using the new software.

0 g
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5. Click Restart Now

::?Ij Do you want to Restart now?

' our computer muzt be restarted in order to use the new
software.

Restart How ] ’ Ma

For the next step, you must be connected to either a modem or broadband.

NOTE: Itis recommended to use a broadband connection. If a modem is used for installing the
Verizon Enterprise Connect software, it may take 30 — 90 minutes depending on the connection
speed over dial-up.

6. Click the Start menu: Select All Programs > Verizon > Enterprise Connect >
Enterprise Connect

. Games &
. HP

. HyperCam 2

. Juniper Networks

. Maintenance

. Mchfee

. Microsoft Mouse

. Microsoft Office

. Microsoft Office Tools

. Microsoft Silverlight

. Microsoft Visual Studio 2005
. PGC Utilities

. QuickTime

. Real

. Roxio Creator DE

. SAP Business Explorer

. SAP Front End

. Startup

. Verizon

m

. Enterprise Connect
[ ¢ Enterprise Connect ] -

4 Back
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7. Enter your Verizon credentials the first time you are accessing Enterprise Connect on
this device. Your user ID is provided by your agency POC.

Example johnsmith@copavpn.state.pa.us
8. Click OK

Please enter your Verizon User ID. The user |D must be entered in
the format: usemame@domain.

|‘u’erizon Intemet Connection

Werizon Intemet User 1D:

9. Click Connect to validate the user account

¢ Enterprise Connect

Tools % |
| v, =
Connect S bl &
I Wired  Mobile WiFi Dial VPN
|
| Security Status @

10. If you are installing the Verizon Enterprise Connect software via dial-up (modem), please

use the Instructions for Configuring the Enterprise Connect Client for Dial-up Windows

Users section of this guide.
OR

If you are using broadband, please use the Installation and Access for Broadband Users

(Windows and Mac) section of this guide.
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Manually Install Verizon Enterprise Connect from Enterprise Mobility
Management Center (EMMC) Website

EMMC is the public website used for accessing your Enterprise Connect software and account
settings. Please contact your agency POC for your credentials.

Manually Install Verizon Enterprise Connect Agent package

To manually install the Enterprise Connect Agent and Client via the EMMC website, follow the
instructions below.

1. Open an Internet browser window

2. Locate the website: https://emmc.verizon.com

3. Log in to the Enterprise Mobility Management Center website using your provided
credentials. A set of credentials (user ID/password) is provided by Verizon to your POC
in order to access the Verizon Enterprise Mobility Management Center (EMMC).

a. Enter your User ID
b. Enter your Password
c. Click Sign In

a‘ ) '| @ X = https;//emmc.verizon.com/pages/Loginaspx O ~ @ B 3 ” = Enterprise Mobility Manag... | | ) 5.7 £84

File Edit View Favorites Tools Help

verl'&n | Enterprise Mobility Management Center

Please Log In The Enterprise Mobility Management Center

UserlD Please log in to the Enterprise Mobility Manage ment Center by entering your
user ID in the first text box and your password in the second text box on the left of
‘ | the this page. If you are new to the portal, after logging in you will enter your

contact information and download the Enterprise Connect software and any
Password other software necessary.

H100% ~

After a successful login, the EMMC Welcome Screen displays in a new browser window.
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4. Click Install Enterprise Connect on the left side of the Home page
& [nle_rpriseMoﬂTlty la ﬂ‘

e hitpe/ /e verizon.com/pages/Home acpr

File Edit View Favorites Took Help
% (@) Share Browser Webfx ~ |

i Favorites | % [&] Suggested Sites v ] Web Slice Gallery »

- Enterprise Mobility Management Center - COPA-...

verim‘l | Enterprise Mobility Management Center

The Ente Mobility M; 1t Centy
(COPA-Central Services Co Bl R s N Masae ape L Colta
Kevin 5t George Welcome to the Enterprise Mobility Management Center, remote access management system. By integrating a user-friendly client with this powerful intranet portal, The
—LGG out Enterprise Mobility Management Center helps organizations take control of their remote access to make them cost effective and easy to use.
E My Account
Welcome
My Profile

Install Enterprise Connect

5. Click Accept to acknowledge the terms of the Export Licensing Agreement

[ Enterprize Mobilty Management C

@G- el o
File Edit View Favorites Tools Help
X @ Share Browser WebEx ~

ownloadClien

S Favorites 55 [S] Suggested Sites ] Web Slice Gallery ~

‘- Enterprise Mobility Management Center - COPA-...

ve’i@ | Enterprise Mobility Management Center

kd
COPA-Central Services Co Jicial Enlemyise Connect

Kevin St George BY CLICKING ON THE "ACCEPT" BUTTON, INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, YOU AGREE AND ACKNOWLEDGE THAT YOU HAVE READ THE
ES e FOLLOWING TERMS OF USE AND AGREE TO BE BOUND BY THEW.
LOG OUT

I

This software is controlled by US export control Iaws. | understand that further transfer or export of this software may be subject to US export control laws or similar laws of other
countries. | agree to abide by such laws

E My Account 1 am not now located in, do not maintain an office o residence in, am not a citizen of, nor intend to travel to, any of the following countries: Cuba, Iran, North Korea, Sudan, Syria, or
Welcome ofner locations the US or other governments may have restrictions an
My Profile

My User Reports 1:am not, nor do | anticipate being, listed on any U.S. Government, United Nations or ether country's prohibited parties list (including, but not limited to the U.S. Department of

T Commerce Denied Persons List or Entity List and the U.S. Treasury Departments Specially Designated Nationals, Terrorists or Narcotics Traffickers List).

Iy Groups I'am notinvolved in and am not affliated with any organization that is involved, directly of indirectly, in the development or praduction of nuclear, chemical, of biological weapons or
missiles.

1 will not re-export or divert this software to a country or activity in contravention of US law. Diversion contrary to US laws is prohibited.

hitps://emme verizon.com/pages/DownlosdClient.aspx

@ Intemet | Protected Mode: OFf fa v ®100% v

Users with administrator rights need to manually download both the Enterprise Connect and
Verizon Agent packages. The manual download instructions follow.




Click the Download Verizon Agent link to manually initiate the installation

[& Enterprize Mobility Mal

nmc verizon.com/pages/DownloadClient.aspx

Fle Edit View Favorites Tools Help

% (g Share Browser WebEx ¥

i Favorites  © 5%, [S] Suggested Sites ~ ] Web Slice Gallery

= Enterprise Mobility Management Center - COPA-..

- I - [ @ v Pagev Safetyw Toosv @+

vel'im‘l | Enterprise Mobility Management Center

COPA-Central Services Co Zalaial ExlarpiesConect
Kevin St George -
o Install Enterprise Connect
5 My Account Windows Desktop
Wele
’.‘E;:T"”EE ownload and run the .exe to install.

My User Reports.
Install Enterprise Connect

My Groups.

Download Enterprise Connect 4.200.106

I

7. A security warning appears asking you if you want to run the software. Click Run. A file

download window appears. Again, click Run on the next Security Warning.

-
File Download - Security Warning M

Do you want to run or save this file?

@ MName: verizonagent3-1-105.exe

Type: Application, 6.33MB

From: emmc.verizon.com

[ Am ) Sawe |[ Cancal |

~
33% of verizonagent3-1-105.exe from emmcverizon.co.. lil_‘g

While files from the Intemet can be useful, this file type can|

~y
patentially ham your computer. f you do not trust the sourd “
run or save this software. What's the risk?

verizonagent3-1-105.exe from emmc.verizon.com

Estimated time left: 13 sec (1.80MB of 6.33MB copied)
Download to. Temporary Folder
Transfer rate: J49KB/Sec

[TCioss this dialog box when downioad

f Open Open Folder

1| SmartScreen Fiter checked this download and did not report any
- threats. Report an unsafe download

Internet Explorer - Security Warming ﬁ

Do you want to run this software?

@ Name: VerizonAgentSetup
Publisher: QuinTech, Inc.
W E]More options Bun ] {_ Don'tRun |
il
Ll

While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What's the risk?
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8. Click Next in the InstallShield Wizard pop-up window

) Verizon Agent 3.0.126 - InstaliShield Wizard =5

Welcome to the InstallShield Wizard for
Verizon Agent 3.0.126

The InstallShield(R) Wizard will install Verizon Agent 3.0.126 on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

ack [[ Next > ]! [ Cancel ]

9. Read the License Agreement and click | accept the terms in the license agreement
then click Next to continue

a. Click Print if you want a hard copy of the License Agreement

1] Verizon Agent 3.0.126 - InstallShield Wizard s

License Agreement

Please read the following license agreement carefully.

VERIZON BUSINESS END USER SOFTWARE LICENSE AGREEMENT

the Soffwars {3z dafinad bals
"L
=nd itz supplisrs and licenzors (collactivel:

nt barween you (whether en individual or an e
d'bv'a Verizon B 2z Services, 3 Delowars corporation,
n") for the Sofwars.

YOU AGREE THAT YOUR USE OF THE SOFTWARE ACKNOWLEDGES THAT YOU HAVE
READ THIS LICENSE AGREEMENT, UNDERSTAND IT, AND AGREE TO BE BOUND BY ITS
'TERMIS.

1. License Grant. Verizon grants you a revocabla, limited, non-exclusive, nontransBrable, rovalty-fee license o
install and us2 copizs of Verizon soffware and associsted madia and printed materisls. if any. and sny onlin: S

(@) I accept the terms in the license agreement ]

() I do not accept the terms in the license agreement

InstallShield

[ < Back ][ MNext = ] [ Cancel ]

10. Select Complete for the setup type and click Next to continue

15 Verizon Agent 3.1.105 - InstallShield Wizard =]
Setup Type
Choose the setup type that best suits your needs. vel‘l'ﬂn

Please select a setup type.

All program features will be installed. {Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

< Back ][ Next > ] [ Cancel ]




11. Click Install to begin the installation of the Verizon Agent. The Verizon Agent installs.

J5) Verizon Agent 3.1.105 - InstallShield Wizard ==
Ready to Install the Program
The wizard is ready to begin installation. verl'zan
Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

15! Verizon Agent 31,105 - InstallShield Wizard =Rch ==
Installing Verizon Agent 3.1.105 2

The program features you selected are being installed. ver"-zon

Please wait while the InstallShield Wizard installs Verizon Agent 3.1.105.
This may take several minutes.

Status:
InstallShield Copying new files
<Back | mstal | [ cancel —

InstallShield

Back Next > Cancel

12. Click Finish and the manual Verizon Agent installation is complete

15! Verizon Agent 3.1.105 - InstallShield Wizard [

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed Verizon
Agent 3.1.105. Click Finish to exit the wizard.

o
‘-\u

13. Click Yes to restart your computer if you receive this prompt

j§! Verizon Agent 3.1.105 Installer Information 23

You must restart your system for the configuration
changes made to Verizon Agent 3. 1. 105 to take effect.
Click Yes to restart now or Mo if you plan to restart
later,




Manually Install the Verizon Enterprise Connect package
1. Open an Internet browser window

2. Locate the website: https://emmc.verizon.com

3. Log in to the Enterprise Mobility Management Center website using your provided
credentials

a. Enter your User ID
b. Enter your Password
c. Click SignIn

Q\.«: )€ X == https//emme.verizon.com/pages/Loginaspe O ~ @ B > || iz Enterprise Mobility Manag... ‘ ‘ 7 o3

File Edit View Favorites JTools Help

verl-m' | Enterprise Mobility Management Center

m

Please Log In The Enterprise Mobility Management Center
User D Please log in to the Enterprise Mobility Management Center by entering your

user ID in the first text box and your password in the second text box on the left of
I:l the this page. Ifyou are new to the portal, after logging in you will enter your

centactinformation and download the Enterprise Connect software and any
Password other software necessary. L3
1

s

#100% v

After a successful login, the EMMC Welcome Screen displays in a new browser window.

4. Click Install Enterprise Connect on the left side of the Home page

Enterprise Mobility
= -

()l = tos /e veion.comipages/Home.aspr IEER B o

Fle Edit View Favortes Jools Help
% (@) Share Browser Webfx ~

S Favorites | o [5] Suggested Sites + ] Web Slice Gallery +

< Enterprise Mobility Management Center - COPA-... i~ B 2 v Pager Sefetyr Took+ @

veﬂ'&n | Enterprise Mobility Management Center

The Ente Mobility M; 1t Centy
COPA-Central Services Co e el Canlay

61709
Kevin 5t George Welcome to the Enterprise Mobility Management Center, remote access management system. By integrating a user-friendly client with this powerful intranet portal, The
oo Enterprise Mobility Management Center helps organizations take control of their remote access to make them cost effective and easy to use.
E My Account
Welcome
My Profie

Install Enterprise Connect



https://emmc.verizon.com/

5. Read the terms and click Accept to acknowledge the terms of the Export Licensing
Agreement

/€ Enterprise Mobility Mﬂﬁement(:
GU-

File Edit View Favorites

https:

nm c verizon.com/pages/DownloadClient.

Tooks Help
% (@ ShareBrowser WebEx ~

i Favorites 5 [S] Suggested Sites ] Web Slice Gallery ~

- Enterprise Mobility Management Center - COPA-..

[ I ~ [ g v Pagew Safety~ Tooksv @+

ve’i@ | Enterprise Mobility Management Center

2
COPA-Central Services Co ¥ Install Enterprise Connect
61709
Kevin St George BY CLICKING ON THE "ACCEPT" BUTTON, INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, YOU AGREE AND ACKNOWLEDGE THAT YOU HAVE READ THE
oo FOLLOWING TERMS OF USE AND AGREE TO BE BOUND BY THEM

I

This software is controlled by US export control Iaws. | understand that further transfer or export of this software may be subject to US export control laws or similar laws of other
countries. | agree fo abide by such laws

E My Account 1 am not now located in, do not maintain an office o residence in, am not a citizen of, nor intend to travel to, any of the following countries: Cuba, Iran, North Korea, Sudan, Syria, or

Welcome ofner locations the US or other governments may have restrictions on

My Profile

v User Regerts 13m not, nor do | anticipate being, listed on any U.S. Government, United Nations or other country's proniited parties list (including, but not limited to the U.S. Department of
Commerce Denied Persons List or Entity List and the U.S. Treasury Depariments Specially Designated Nationals, Terrorists or Narcotics Traffickers List).

Install Enterprise Connect

My Groupe

1am notinvolved in and am not affiliated with any organization that is involved, directly or indirectly, in the development or production of nuclear, chemical, or biological weapons or
missiles

I will not re-export or divert this software te a country or activity in contravention of US law. Diversion contrary to US laws is prohibited.

hitps://emme verizon.com/pages/DownlosdClient.aspx

@ Intemet | Protected Mode: OFf

Users with administrator rights need to manually download the both the Enterprise Connect and
Verizon Agent packages. The manual download instructions follow.

6. Select the Download Enterprise Connect link to manually initiate the next install
e Enterprise Mobility Magg:memc
G-
File Edit View Favorites Tools
% (@ Share Browser WebEx v

https://zmmc.verizon.com/pag

ownloadClient.aspx

Help

S Favorites 5

Suggested Sites v @] Web Slice Gallery =

= Enterprise Mobility Management Center - COPA-...

M- v [ d® v Pagev Sefetyw Toosw @~

miw' | Enterprise Mobility Management Center

2
COPA Central Services Co dulssiaCamice Congect
61709
Kevin t George

LOG oUT

Install Enterprise Connect

I

B My Account Windows Desktop

Vielcome

Wy Profie Download and run the .exe to install
Uy User Rezorts Download Verizon Agent 3.1.105

Install Enterprise Connect

My Groups

l Download Enterprise Connect 4.200.106 ]

Done

€D Internet | Protected Mode: Off fa v H10% -
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7. A security warning appears asking you if you want to run the software. Click Run. A file
download window appears. Again, click Run on the next Security Warning.

-
File Download - Security Warning g

Do you want to run or save this file?

@ MName: EnterpriseConnectSetup4-200-106.exe
Type: Application, 223MB

From: emmc.verizon.com

[ Bun ] [ Save ] [ Cancel ]
r 8% of ...eConnectSetup4-200-106.exe from emmc.verizo... @i‘g‘

=

While files from the Intemet can be useful, this file
potentially ham your computer. f you do not trust ¢ 0
run or save this software. What's the nsk?

_ || -eConnedSetupa-200-106.exe fram emmc.verizon.com

— |
Estimated time left: 1min 12 sec (1.27MB of 22.3MB copied)

Dawnload to: Temporary Folder

V| Tonsterrate:  296KB/Sec

[1iEioss this dislog box when downioad

| Open Open Folder

1| SmartScreen Fiter checked this download and did not report any
threats. Report an unsafe download

—_— ——

-
Internet Explorer - Security Wamingm—_ - u

Do you want to run this software?

@ Name; EnterpriseConnectSetup

Publisher: QuinTech, Inc.

More options [ Run ] [ Don't Run ]

While files from the Internet can be useful, this file type can potentially harm
. your computer. Only run software from publishers you trust. What's the risk?

The download begins.

Verizon Enterprise Connect 4.200.106 - InstallShield Wizard

Preparing to Install..

Verizon Enterprise Connect 4,200, 106 Setup is preparing the
InstallShield Wizard, which will guide you through the program
setup process. Please wait.

Extracting: EnterpriseConnect.msi

Cancel

The Enterprise Connect client prepares for installation.
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8. Click Next in the InstallShield Wizard pop-up window

5! Verizon Enterprise Connect 4.200.106 - InstallShield Wizard [am]

Welcome to the InstallShield Wizard for
Verizon Enterprise Connect 4.200.106

The InstallShield(R) Wizard will install Verizon Enterprise
Connect 4.200.106 on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties,

| | Next » | [I Cancel ]
J

9. Read the License Agreement and click | accept the terms in the license agreement
then click Next to continue

a. Click Print if you want a hard copy of the License Agreement

13 Verizon Enterprise Connect 4.200.106 - InstallShield Wizard (=23
License Agreement
Please read the following license agreement carefully. Veﬂ'zon

VERIZON BUSINESS END USER SOFTWAREE LICENSE AGREEMENT i
IMPORTANT - READ CAREFULLY EEFORE USING THE SOFTWARE: Thiz Licenze Agreement for |:|
the Soffwars (2= defined below) is 2 1223l azreement betwesn you (whether zn individeal or an entity, the
"Licenszes"y znd MCI Communicstions Services, Inc. d'bv'a Verizon Business Sarvices, 3 Delawsare ooqporstion,
=nd itz supplisers and licenzors (collactively, "Verizon®) for the Sofwars.

YOU AGREE THAT YOUR USE OF THE SOFTWARE ACKNOWLEDGES THAT YOU HAVE
EREAD THIS LICENSE AGREEMENT, UNDERSTAND IT, AND AGEEE TO EE BOUND BY ITS
TERMS.

1. License Grant. Verizon grants vou 2 revocsble, limited, non-swclusive, nontransSesble, sovalty-Fes licenss to
incetall snd we2 copies of Varizon softwars snd sssocisted madia mnd printed matsrisle. if sy, snd sy online or

1 accept the terms in the license agreement! ]

(") I do not accept the terms in the license agreement

-

Installshield

[ < Back ][ Mext = ] [ Cancel ]

10. Select Complete for the setup type and click Next to continue

15! Verizon Enterprise Connect 4.200.106 - InstalShield Wizard (]
Setup Type
Choose the setup type that best suits your needs. ver"zon

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

* custom
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Instalishield

< Back ][ Next > l [ Cancel ]




11. Click Install to begin the installation of the Enterprise Connect package. The Enterprise

Connect client begins to install.

‘1! Verizon Enterprise Connect 4.200.106 - InstallShicld Wizard =
Ready to Install the Program

The wizard is ready to begin installation. verizon

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

1] Verizon Enterprise Connect 4.200.106 - InstallShield Wizard =] B s
Installing Verizon Enterprise Connect 4.200.106
The program features you sslectd ar being installed. verizon

_AM|  Please wait while the InstalShield Wizard installs Verizon Enterprise Connect

[EaF  4200.105. This may take several minutes.

Status:
Installing Dial and Wi-Fi Directories. ..

InstallShield

<gack [ sl | [ cancel

InstallShield

12. Click Finish

15! Verizon Enterprise Connect 4.200.106 - InstallShield Wizard [

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed Verizon

Enterprise Connect 4.200.106. Click Finish to exit the wizard.

The Enterprise Connect client is installed on your device.

It may display in your quick start ) setgsares
menu or your Programs menu. B convectio s pojecor !

| Calculator

Sticky Notes
% Snipping Tool
,.‘.:ﬁ Paint
.“‘ KPS Viewer
& Windows Fax and Scan

122 Microsatt Office Word 2007

¢ Enterprise Connect
| L

1 » Al Programs

Start > Programs > Verizon > Enterprise Connect > Enterprise Connect
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. Accessories
. Cisco Systems VPN Client
. Cisco WebEx Connect
. Crystal Enterprise 9
. Games
. Maintenance
. Mchfee
. Microsoft Office
. Startup
. Verizon
. Enterprise Connect
¢ Enterprise Connect
; WebEx

4 Back

You can create a short cut for your
desktop for quick access.

a7

EOLETprisE)
ConnEi2)

m

[

\Ss:r:;‘ programs and files

2|

13. Click your Enterprise Connect program to launch the Enterprise Connect client

Enterprise Connect

Version 4.200.106

Vitalzing hardware. verizon

14. Enter your credentials the first time you are accessing Enterprise Connect on this
device. Your user ID is provided by your agency POC.

15. Click OK

Verizon Credential

Flease enter your Verizon User |D. The user |D must be entered in
the format: usemame@domain.

|\|’erizor1 Intemet Connection

Verizon Intemet User 1D:

16. The client displays and launches the Enterprise Connect package installer. Click Start.
Please note this could take several minutes to complete the installation.
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17. Click Close when installation completes

< Enterprise Connect ==

Tools =

— » p)] - —
. wm e = a
Wred  Moble  WiF Dal veN
Security Status &)

& Verizon Agent @

31.1050

Click the Start button ta begin the: installation

L2

Software Package Status Size Version ut
[ v Enterprise Connect Already Installed 224 MB 4200106 |z
[E] a Juniper Network Connect6... Pending 21ME  65.0.14599
[ v Verizon Dial Directory Already Installed  3778KE  03-Mar-12
T Viecione WG G | nrtione Die AlecadeToctallad AT TRAD 34 lam 13

More Information | |nstallation Log
* Click the Start button to begin the download and installation. "

* To view more information about 3 Software Package, click onits name.
* T skip an optional Software Package, click the checkbox nest ta its name.

Cancel

9 @ >

& Verizon Agent (3]

31.1060

Installing Juniper Metwaork Connect B4bit.. Please Wait.

1 —

Software Package Status Size Version i
[ v Enterprise Connect Already Installed 224 MB 4200106 |2
=] JgJJumper Metwork Connect6... Installing 21MB 6.5.0.14599
[ v Verizon Dial Directory Already Installed  3778KB  03-Mar-12
PV . Vinrinn W00 Ci ) nentinne Mie_ AlenodeToctallad 177000 91 tan 13

More Infarmation | Ingtallation Log

=M andatary update, must be selected. x
Wi additional information is available

¢ Verizon Agent @

Q 4

“Werizon Agent completed successfully

Software Package Status Size Version it
[E « Enterprise Connect Already Installed 224 MB 4200106 |z
[ v Juniper Network Connect 6... Install Complete 21 MB 6.5.014599
[ « Verizon Dial Directory Already Installed 3778 KB 03-Mar-12
T30/ Vi W Cilrobine Mie AlenchoTorballod 177040 3 lam 13

More Information | Installation Log
Verizon Agent completed successfully. A

0@




18. Click Restart Now if this pop-up window displays

i

! ? Do you want to Restart now ?

‘f'our computer must be restarted in order to use the new
software.

Restart tlow | | Mo

Configuring the Enterprise Connect Client for Dial-up Windows Users

The Verizon Enterprise Connect client provides a seamless access method to your agency
resources on the network for dial-up users.

After you received the Enterprise Connect client download from your agency or followed the
steps to manually install, you are ready to configure the VPN client.

1. Launch the Verizon Enterprise Connect client from the Start menu or double-click the
icon on your desktop

Start > Programs > Verizon > Enterprise Connect > Enterprise Connect

Accessories
Cisco Systems VPN Client
Cisco WebEx Connect
Crystal Enterprise 9

Games =

Maintenance

McAfee

Microsoft Office

Verizon 1 F
Enterprise Connect W Im

& Enterprise Connect )
WebEx =

n

1 Back
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This launches the Enterprise Connect client. You may be presented with the Credentials
screen. Your information is provided by your agency POC and is usually only required once on

each device.

Enterprise Connect

Version 4.100.118

verizon

Initializing hardware...

Please enter your Verizon User |D. The user ID must be entered in
the format: usemame@domain.

| Verizon Intemet Connection

Venzon Intemet User ID:

Cancel

The Enterprise Connect Client displays for your use. If you click Connect and your workstation
or laptop is already connected to the Internet, the Enterprise Connect window icons indicate
your connectivity status with the appropriate GREEN colored picture.

- Enterprise Connect @

Tools

v,

.

Wired

o

Mobile

Security Status: @
+ = a
. | W-_
Wi-Fi Dial VPN

NOTE: If a specific connectivity status is GREY indicating it is not available to you and you are
already connected to your connection source, this may be due to your agency approval access.
If you want to have other access options, please contact your agency POC.

Green Dial icon indicates you are connected using the phone line and completed the dial

selection steps in the next section.

-
£ Enterprise Connect

=)

Tools

Dial Connection

My Location

Connected.

hN

Wired

1212 267414

QR

Mobile

L
verizon

)

< =

Wi-Fi Dial VPN

Security Status %

A

Grey Dial icon indicates you need to select a Dial Connection. Please follow the Instruction for

Dial Number Selection.
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Instructions for Dial Number Selection

Dial-up users must select an appropriate dial-in number and complete a connection to the
Verizon Enterprise Connect service each time they use this VPN access.

The following steps are necessary for the first time you are configuring and starting your dial
connection. After you establish a phone number and save this phone number as your default
dial location, your information is saved for future use.

1. Click the Dial icon

¢ Enterprise Connect @
Tools @
— » (‘ ’) ? )
4 -
Connect SR LR = &
Wired Mobile Wi-Fi Dial VPN
Security Status ﬁ

This opens a new section of the screen to enter your dial location.
2. Click Select Number to identify a dial connection number

a. The dial connection number can also be manually completed by clicking on the
dial number text box and typing the phone number.

¢ Enterprise Connect @

Tools verizon

A — v (‘ ’) ? e~
¢’ —
Connect S R 8
Wied  Moble  WiF  Dial VPN

Dial Connection

1256 4554141 ISeIem Numberl [ Gomnect |

Dial Modem disconnected.

Security Status %

The Select Dial Phone Number window displays.
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3. Filter the dial list for your location by entering information on the left side of the window

Tip: Enter your city in the Free Form Search field

4. Click Search to apply the criteria

¢ Select Dial Phone Number @
Favorites: More than 500 search resufts were found. Only the fap 500 are displayed.
New Favorite - Mame State/Region City WVenue Type Address
Save Delete (800) 5343313  Nationwide Al
<D (300) 8984425 Mationwide Al
( i B00) 3317166 Natiorwide Al
888) 4343197 Mationwide Al
Region: B88) 1561986 Mationwide Al
) 4198140 Alsbama Alabaster
Ciy 45541471 Alsbama Albertville
4144126 Alabama Alexander City
4050647 Alabama Anniston
Free Fomn Search 2389380 Alzbama Anniston
2782468 Alabama Athens
Area Code: Exchange: 2333081 Alsbama Athens
3052134 Alsbama Attalla
\ [C] Select Tol-Free numbers (334) 2460345  Alzbama Aubum
N (334) 5021353 Alabama Aubum
Connection Type (257) 2024122 Alzbama Bay Minetie
(251) 5801800 Alabama Bay Minette
(2517) 2074001 Alzbama Belle Fontzine
(205) 2670108 Alabama Bessemer
(205) 4531837 Alabama Birmingham
(205) 2545001 Alabama Birmingham -

5. Select the dial number of your choice and click Select Number

¢ Select Dial Phone Number

Favorites
New Favorite -
Save Delete
Country:
Region

IE

Free Form Search:
hami

Area Code Exchange:

[ Select Toll-Free numbers

Connection Type:

Dial Modem -

Clear Search
[ Select Number ]

78 search resufs found.

| Name State/Region City Venue Type Address
(B70) 7410625 Arkansas Harmison
(302) 5660038 Delaware Hamingtan
(208) 2144615 ldaho Hamison
(208) 6859151  ldaho Hamison
(618) 7154115  linois Hamisburg
(812) 2204205  Indiana West Hamison
(231) 3891113 Michigan Hamietta
(603) 8274225 New Hampshire Harmisville
(614) 3440105 Ohio Hamisburg
{513) 7154465 Chio Hamison
(717) 3035572 Pennsylvania Hamisburg
(717) 5454805 Pennsylvania Harmisburg

e L N N

(B865) 2857112 Tennessee
(540) 082028  Virginia
(540) 4320816 Virginia

Hamiman
Hamisonburg

Hamisonburg
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This populates the initial Enterprise Connect dial-in field.

¢ Enterprise Connect @
Tools bz

£’ -
Connect S A =
Wired Mobile Wi-Fi Dial VPN
Dial Connection

My Location | 1717 2322025 Select Number

Dial Modem disconnected.

Security Status @

Saving your Dial Selection

The Enterprise Connect client allows users to save multiple Dial profiles.

1. Select Edit Locations from the Dial Connection drop-down menu. The Phone and
Modem window displays.

2. Click Edit to create the profile

¢ Enterprise Connect L= |
Tools \f/m
—
“w e = A&
Connect
Wired Mobile Wi-Fi Dial VPN
Phane and Madem [ = |
Dial Connection
Poaissio s [ Do
Dial Modem disconnected. #~d  Thelist below displays the locations you have specified. Select the
location from which you are dialing.
Locations:
Location Area Code
Qdial § 212
@ My Location 999

New. ||| Edt. || Delete

Phone number will be dialed as:

1205 4158140

Cancel Foply




3. Ensure your selected dial options display, such as area code and any preceding digits to

the number you may be dialing

Modify the Location Name (e.g. home, remote office, etc.)
Click Apply

Click OK to close the window

i ™y
Mew Location | —— ——— ﬁ

General | Area Code Rules |iCaIIir1g Card |

g Location name: |

Specify the location from which you will be dialing.

Country/region: (" Area code: \
[Un'rted States -
Dialing rules

When dialing from this location, use the following ruleg:

To access an outside line for local calls, dial:
To access an outside line for lang-distance calls, dial
| Use this camer code to make long-distance calls:

Use this camier code to make intemational calls:

[7] To disable call waiting, dial: \ /

| Dial using: @ Tone ) Pulse

Phone number will be dialed as:
1205 4198140

[ OK J[ Cancel ] Apply

b

The newly created profile displays in the Enterprise Connect window. Repeat the process to
add or edit multiple dial locations.

[ ™
¢ Enterprise Connect M
Tools \/Wfﬁﬂ'l

a8

VPN

g [)

p— % @ <=
Connect S L
Wired Mobile Wi-Fi
Dial Connection

[ 12054198140 ] Select Number

Dial Modem disconnected.

Security Status @
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Enterprise Connect Interface

When you launch Enterprise Connect, you will see the window below.

> Enterg

Enterprise |
Tools —|:A %

‘ 9, ( ) 4‘3
Wired Mobile Wi-Fi Dial VPN
A g

Security Status y

Interface Specification

Label

Menu Bar options: Directory Search, Settings, Verizon User ID, Show Event Log,
Upload Event Log, Check In, About, and Exit

B8 connect button — press to connect to the Internet and VPN.

”\ Wired icon — shows Ethernet and network adapter information.

e Mobile icon - shows broadband connection information.

? Wi-Fi icon — shows Wi-Fi information; enables and allows you to search for local
Wi-Fi connection.

=
w= Dial icon - when enabled, generates list of available dial modem numbers for
connection to the Internet.

é VPN icon — enables access and prompts credentials window.

sy s @ Security Status — displays current security status based on check of

policies.
Color
Legend
Green Option is active
Black Option is not active
Gray Option is disabled

III T ® T m w) O w >




Expanding the Window

By clicking on any of the connections icons (Wired, Mobile, Wi-Fi, Dial, or VPN), you can
expand the window. For example, clicking on the VPN icon reveals a drop-down option box, a
connect button, and the “VPN disconnected” status message.

Tools

Vertzon
——— » o \
), —
Connect > e = /é
Wied ~ Mobile  WiFi  Dial VPN

Security Status @

* Enterprise Connect

=
werizon
. . ’,\ =
Connect v -
Wired Mobile  Wi-Fi Dial VPN
VPN Connection
VPN Gateway: [Verizon Nortel EMEA =
VPN discornected.
Security Status
_ s @ |

Viewing the Tool Options

Directory Search... m
Settings...
Werizon User ID... ’,\ o::\\ é
Show Event Log...

Wired Mobile Wi-Fi Dial VPN

Upload Event Log
CheckIn

About... )
e Security Status @

Exit

Click Tools to see a list of available menu options. For further information on the menu options,
refer to the Verizon Enterprise Connect Menu Choices - Tools section of this document.
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Security Status

To help protect an organization’s networks, application and data, it is essential that remote and
mobile users are using up-to-date antivirus and computer security systems. Enterprise Connect
performs a security status check when the VPN connection is started. The security status
display can appear as red, green, or gray.

Security Status )& __| I

—| 3 Security Status
~ Did not find test registry setting.

¢ Red

Machine failed security checks

Security Status @ ’l
@) Security Status
[ ] G reen ~ Security Status: Passed check

Machine passed security checks

° G ray Security Status b}

Machine was not tested against security policies
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Un-installing the Enterprise Connect

Client

Verizon Enterprise Connect software may be un-installed at any time. These packages may be

re-installed using the installation procedures described in previous sections of this document.

To remove the Verizon Enterprise Connect packages:

1. Locate the Control Panel for your device and select Uninstall a Program

& )~[F » Convolpancl »

File Edit View Tools Help

+ [ #2 [ Search Cantrol Panet

Adjust your computer’s settings

il  System and Security
“‘ Review your computer's status
e Back up your computer
Find and fix problems

Network and Internet
M View network status and tasks
“=2,  Choose homegroup and sharing options

./ Hardware and Sound

;_%‘ View devices and printers
Add a device

Connect to a projector
Adjust commonly used mobility settings

E—% Programs
Qj Uninstall a program
4

Get programs

Viewby: Category =

User Accounts
) Change account type

Appearance and Personalization
w Change the theme
Change desktop background

Adjust screen resolution

Clock, Language, and Region
P Change keyboards or other input methods

|
L

. Ease of Access
Let Windows suggest settings
Optimize visual display
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2. Left-click on the Verizon Agent and click Uninstall from the functions at the top of the
screen. Click Yes in the pop-up window to uninstall.

b Programs an

@vv\rj + Control Pandl b Programs b Programs and Features “Te ]|

File Edit View Tools Help

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
] Turn Windows features on or
it Organize = Change  Repair v @
Install 2 program from the
R Name Publisher Installed On  Size Version &
& spotify 7/18/2011 052
8 5QL Compare 7 Red Gate Software Ltd 12/23/2009 216MB  7.00835
8 50L Data 45MB 710245
B 5QL Data Ge| Programs and Features 249MB  1.2.0.286
1 QL Server 521KB 10.01600.22
3 saL sever Ji, Areyousure youwant to uninstall Verizon Agent 311057 WEPD | maTT
@50 Source 383IMB 22123
SQ"“EADO' [ Inthe future, do not show me this dialog box Yes CIOME ;g;ssun
1% ThinkPad Power Management Driver 1277172009 143
mThmkPad UltraNav Driver 6/4/2010 464 MB 150180
N 4 2 22172012 481MB  17.22551
6/28/2012 138MB 31105
& Verizon Enterprise Connect 4.200.106 Verizon 6/28/2012 117MB 4200106
4 Visual Build Professional 7.7 Kinook Software, Inc. 10/26/2010 NnIMB 77
[ Visual Studio .NET Prerequisites - English Microsoft Corporation 12/22/2009 225MB  9.0.30729
8/ visual Studio 2005 Toals for Office Second Editio...  Microsoft Corporation 12/22/2009
3/ visual Studio Tools for the Office system 3.0 Run...  Microsoft Corporation 12/22/2009
A VLC media player 2.0.1 Videol AN 4/2072012 201
@ WebEx Cisco WebExLLC 6/12/2012
FBwinTTS 12/23/2009 1
% Windows Driver Package - AuthenTec Inc. (ATSw... AuthenTecInc. 12/24/2009 07/07/20098.12.56 3
2 Windows Live D Sign-in Assistant Microsoft Corporation 6/4/2010 100MB 650031650
[ XML Notepad 2007 Microsoft Corporation 5/3/2010 204MB 2300 =
‘ i v

Verizon Product version: 31105 Support link: http://www.verizon.com
Help link: http:/fwww.verizon.com Size: 13.8 MB

3. Restart your computer

a. Click OK to restart your machine if the window displays

Verizon Agent 3.1.105 e

The setup must update files or services that cannot be
updated while the system is unning. f you choose to
continue, a reboot will be required to complete the
setup.

i [ oK ] Cancel
[ [ )

b. If the window does not display, select Restart from your Start menu
4. Return to your Control Panel and select Add or Remove Programs




5. Left-click to select the Verizon Enterprise Connect package and click Uninstall from the
functions at the top of the screen. Click Yes in the pop-up window to uninstall.

===
@U"ﬁ b Control Panel » Programs b Programs and Features o]
File Edit View Tools Help
Contral Pancl Hogg Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or
i Organize = | Uninstall | Change  Repair @
Install 2 program from the g
R Name Publisher Installed On  Size Version o
& spotify 7/18/2011 052
4 SQL Compare 7 Red Gate Software Ltd 12/23/2009 216MB 700835
B 5QL Data C 45MB 710245
4B 5QL Data Ge| Programs and Features 249MB 120286
5 sqL server S21KB 10.01600.22
5 sqL server I, Aveyousureyou wantto uninstall Verizon Enterprise Connect 4.200.1067 50T s
&50L Source BIMB 22123
E?EI::‘:E;' [7] In the future, do not show me this dialog box Yes 608 Mg ;ggss”u
1% ThinkPad Power | 1t Driver T272172003 143
[@) ThinkPad UltraNav Driver 6/4/2010 464 ME 150180
4" TortoiseSVN 1.7.5.22551 (64 bit) TortoiseSVN 22172012 481MB 17.22551
Verizon Agent 3.1.105 Verizon 6/28/2012 138MB 31105
lg Verizon Enterprise Connect 4.200.106 Verizon | 6/28/2012 117 MB 4200106
1 Visual Build Professional 7.7 Rinook sottware, Inc. 10/26/2010 9ME 77
[87Visual Studio .NET Prerequisites - English Microsoft Corperation 12/22/2009 225MB 9030729
5 Visual Studio 2005 Tools for Office Second Editic... Microseft Corporation 12/22/2009
i8visual Studio Tools for the Office system 3.0 Run... Microsoft Corporation 12/22/2009
£ VLC media player 20.1 VideoLAN 42072012 201
@ Webkx Cisco WebEx LLC 6/12/2012
HwingTs 12/23/2009 |
& Windows Driver Package - AuthenTec Inc. (ATSw... AuthenTec Inc. 12/24/2009 07/07/20098.1.2.56 3
3 Windows Live ID Sign-in Assistant Microsoft Corporation 6/4/2010 100 MB 650031650
[E7]XML Notepad 2007 Microsoft Corperation 5/3/2010 204MB 2300 =
4 " L3
Verizon Product version: 4.200.106 Support link: hitp:/fwww.verizon.com
¢ Help link: http://www.verizon.com Size: 11.7 MB

You may receive a successful confirmation and the application is no longer installed.
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