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Introduction

This guide is intended to provide instructions on how to use the Verizon remote access solution
for Commonwealth of PA, including installation and usage of necessary software components.
In order to use this guide, please ensure you were provided the appropriate security access and
approvals from your management. This guide is intended for the agency POC/ IT staff and for
the agency VPN user.

Remote Access (RA) is a service that allows you to work from home, the field, or virtually any
remote location and have permission to access all the network functionality just as if you were at
the office. Remotely you may utilize any network resources, printers, databases, files,
system/applications, and websites located on secure agency servers as permitted by your
agency. Users typically experience network performance in a manner that is identical to being
connected at the office. You are able to access this secure information via a computer, laptop,
or any mobile device that is supported by Juniper Networks.

RA is also often referred to as VPN, Virtual Private Network. By using secure devices and
servers, users can virtually (remotely) access all the information and data in their central
organization network. VPN uses the Internet to provide this access and typically requires
remote users of the network to be authenticated and use secure data encryption technologies to
help prevent disclosure of private information to unauthorized parties.

VPN technology via the public Internet has replaced the need to requisition and maintain
expensive dedicated leased-line telecommunication circuits once typical in Wide Area Network
(WAN) installations.

The Verizon remote access solution utilizes a Juniper Networks SSL VPN for remote
authentication. Users can access the VPN and achieve entry to the Commonwealth network
through two methods:

e Broadband access

o Dial-up access
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The diagram below provides a high-level network view.
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Users will have access to one or more VPN domains on the Commonwealth of PA network

including:

¢ CWOPA — The Commonwealth of PA network

¢ MUSER - Business Partners network
e ARA — Contractor network

System Requirements

Microsoft® Windows® Users:

Please check your device and be sure it meets the minimum requirements below:

Microsoft Operating Systems

e Windows XP - Minimum SP3

e Windows Vista - 32/64 bit

e Windows 7 - 32/64 bit
Hardware

e 166 MHz processor or higher
e 256 MB RAM Minimum System Memory

e 100 MB hard disk with Verizon’s dial, Wi-Fi directories, and Enterprise Connect installed

8/27/2012 4
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Non-Microsoft® Windows® Users:

Non-Windows users authenticate with the VPN using direct web access as outlined in the
sections below.

Internet Browser Requirements:

There are no specific Internet browser requirements for the Verizon remote access solution.

User Certificate Requirements:

All users of the Commonwealth network need to install the appropriate security certificates on
their workstation as a prerequisite for VPN access, per Commonwealth of PA security policy.
Additional certificates may be necessary for users of Microsoft Internet Explorer® 8. Even if you
had VPN access previously, new security certificates are required.

After your VPN request is approved, you will receive an email from the agency point of contact
with the appropriate link below along with the Certificate Installation instructions.

The links to access the security certificates are:

External Users: http://www.copapki.state.pa.us

Internal Users: http://www.icopapki.state.pa.us

Please note that instructions for Certificate Installation can be found in the Office of
Administration “CWOPA Request a Certificate Renewal Manual,” available from the Office of
Administration Enterprise Security Team.

Firewall and Anti-Virus Requirements:

Please follow the Commonwealth of PA requirements for operating systems and anti-virus
applications.

8/27/2012 5 Version 17.12
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Installation and Access for Broadband
Users (Windows® and Mac)

The Juniper Networks Network Connect client package for Windows is a software package
installed on the remote user’s workstation or laptop device to provide VPN access to the secure
Commonwealth of PA network.

Automatic Installation and Configuration of Network
Connect

In order to use these installation and configuration instructions, you must have administrator
access to the device, a Commonwealth Certificate password, and a Commonwealth/\VPN user
name and password.

NOTE: Java must be installed and enabled for this device through the Mozilla Firefox browser,
or Microsoft ActiveX® enabled for an installation through Internet Explorer. If the browser does
not meet this requirement, the user receives a descriptive message at the beginning of the
installation process.

1. Open an Internet browser window and navigate to https://moose.pa.gov
2. Enter your Commonwealth/VPN Username and Password

3. Click the Realm drop-down menu to select CWOPA (for Commonwealth of PA users) or
MUSER (for Business Partners) or ARA (for Domain Users). This step provides the
correct access to your agency servers.

5 COPA Secure Licesi '."'T." oA binyoet Lagicies
B - . -

Waelcome to the

COPA Secure Access SSL VPN

Useename Please nign 1 t0 begn your secre ses=on
Password

W CWOPA (=

0
MUSER
ARA
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4. Click Sign-in and Network Connect launches the secure access
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5. Enter your Certificate information, based on your operating system, in one of the

following permission windows:

Windows XP:
a. Enter your Commonwealth Certificate password
b. Click the check box to remember your password (optional)
c. Click OK

-
Signing data with your private signature key

An application is requesting access to a Protected item.

Password for:
CryptoAPI Private Key
[] Remember password
[ ok || cancel || Detais..

Windows 7
a. Select Grant permission

Grant or deny this application permission to use this key

Key name:  Application supplied name for the key I

(©) Grant permission

@ Deny permission

. Key protection password:

V\}) View key details I OK 3[ Cancel ]

8/27/2012 8
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b. Enter your Commonwealth Certificate password and click OK

r — A
[~7] Request For Permission to Use a Key > @

Grant or deny this application permission to use this key

Key name:  Application supplied name for the key
@ Grant permission

(7) Deny permission

FAEEEEHIIIIHE

Key protection password:

(v) View key details oK || Cancel

= E—= 1 A

6. Click Always in the Setup Control window

Setup Control - Warning il

Do you want to download. install, and/or execute software from the
following server?

Product Name: Metwork Connect 7.2.0

Software Name: neoNCSetupbd.exe

Server Name: Mo0Se.pa.qov

-

Network Connect downloads and installs.

Downloading Metwark. Cannect 7.2.0. Please wait. .

Downloading 1572864 of 2388777 ...

INENEERREENNEEED
LCancel |

8/27/2012 9 Version 17.12



Verizon Remote Access

User Guide

The Welcome screen displays and you may begin working.

NOTE: Itis not necessary to click Start. Your VPN connection is already active based on the
Welcome message on the screen.

[ S ———
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The connection is added and your Network Connect client is available on the active system tray.
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Connecting with Juniper Networks Network Connect

To activate a VPN connection through the Network Connect client on a regular basis, please
use the steps below:

1. Open an Internet browser window and navigate to https://moose.pa.gov
2. Enter your Commonwealth/VPN Username and Password

3. Click the Realm drop-down menu to select CWOPA (for Commonwealth of PA users) or
MUSER (for Business Partners) or ARA (for Domain Users). This step ensures the
correct access to your agency servers.

Welcomm 1o the

COPA Secure Access SSL VPN

Usamame Plase Ggn N Lo DAgN your Se0wG SeELan
Password
Roaim CVIDFA | =

MUSER
ARA
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4. Click Sign-in and Network Connect launches the secure access
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5. Enter your Certificate information, based on your operating system, in one of the
following permission windows:

Windows XP:
a. Enter your Commonwealth Certificate password
b. Click the check box to remember your password (optional)

c. Click OK
-
Signing data with your private signature key M
An application is requesting access to a Protected item.
Password for:
CryptoAP| Private Key
[] Remember password
[ ok ][ cancel || Detais..
Windows 7:

a. Select Grant permission

Grant or deny this application permission to use this key

I Key name:  Application supplied name for the key I
(©) Grant permission

©@ Deny permission

L Key protection password:

"gﬁl View key details I ok | [ Cancel ]

b. Enter your Commonwealth Certificate password and click OK

r P N
[7] Request For Permissionto UseaKey . ﬂ

Grant or deny this application permission to use this key

Key name: Application supplied name for the key
@ Grant permission

(") Deny permission

FRIEIIRIIIIE

Key protection password:

(v) View key details ok ][ cancel |

_——- i
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The Welcome screen displays and you may begin working.

User Guide

NOTE: Itis not necessary to click Start. Your VPN connection is already active based on the

Welcome message on the screen.

e e
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The connection is added and the Network Connect icon displays in your system tray at the

bottom of your screen, indicating a secure connection.

B o @
F) e

Customize...
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Disconnecting the VPN Session

Prior to shutting down your device, it is important to sign off of the VPN service. You have two
options:

1. Open your Moose URL (Secure SSL Access internet window)

e e
(¢ M P y—— ~Alal
Bn b fee fowiee Do oo

[~ N S

|
Dow R Lo et | Fanecmd Mese O pr N -

2. Click Sign Out in the upper right of the screen to log off your Commonwealth session

@ ¥ O] 1

Home  Preferences Help]  Sign Out

Or

1. Double click the Network Connect icon on your system tray at the bottom of your
screen to open the Network Connect window and click Sign Out

K= N
E o @
r — Y
0-0 £ Network Connect M
@ | =
Customize... Connection: moose.pa.goy
Status: Connected
— Duration: 00:09:30
Bytes Sent: 484 617
Bytes Received: 246,405
Assigned IP: 10.229.31.202
Security: AES128/5HAT
Compression: None
Transport Mode: ESP
» Hide Sign Out
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Un-installing the Network Connect Client

Juniper Networks Network Connect software may be un-installed at any time.
From the Start menu:

1. Select: All Programs > Juniper Networks > Network Connect > Uninstall Network
Connect

VZAccess Manager -
] Windows DVD Maker
558 Windows Fax and Scan
 Windows Media Center
@ Windows Media Player
£ Windows Update
- XPS Viewer

, Accessories

. ATET

J Cisco Systems VPN Client

. Cisco WebEx Connect

. Crystal Enterprise 9

m

, Games
. Juniper Networks
. Metwork Connect 7.2.0
:@: MNC Troubleshooting

Metwork Connect =—
@]' Uninstall Network Connect]

NOTE: After clicking Uninstall Network Connect, the system removes the application
without verification.
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Installation and Access for Dial-up
Windows Users

Commonwealth employees who access the Internet via a dial connection and phone line need
to install both the Verizon Enterprise Connect client and the Juniper Networks Network Connect
client to obtain VPN access.

Enterprise Connect Installation Instructions

The Enterprise Connect client package for Windows is a software package installed on the
remote user’s workstation or laptop device to provide VPN access to the secure Commonwealth
of PA network. To obtain the required software, one of the following methods can be used:

e Your agency may provide mass software distribution for the VPN clients — check with
your agency’s IT/VPN administrator or point of contact

¢ Manual Installation from a CD

¢ Manual Installation from https://emmc.verizon.com

Manual installation requires administrator access on the computer. If you do not have
administrator access, contact your agency point of contact (POC) for further instructions.

Please ensure you updated or installed the Commonwealth’s required Certificates. Information
for installing the Certificates is located in the “User Certificate Requirements” section of this
manual.

Prior to your manual installation of Enterprise Connect, a set of credentials (user ID, password)
will be provided by Verizon to your POC.

8/27/2012 17 Version 17.12
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Manually Install Verizon Enterprise Connect Software from CD

1. Browse to the CD/thumb drive that contains the executable file

2. Execute \Enterprise Connect\Setup.exe

3. Click Start on the Verizon Agent window

[ Ve £gurt Aahmnca

VIR AGont Aavence: veriemn Agent
veri on

Verizon Agent CD Installation

remrs o e softmare arnd carfigur sten wfoer

o=

= |

S R =

veri-on

Click the Start button to begin the installation

3.1.105.0

Software Package Status Size Version o
P Verizon Agent Download Com... 57MB 31105 =
P Enterprise Connect Download Com... 224 MB  4.200.106

P Juniper Network Connect 32bit  Download Com... 17MB  6.5.0.14599

A Vael Nial Nivacdbnnm. Naveon loand Camn 2777VD_ NI KA. 1D

‘ More Information LI;s{a“aHoELEg

{* Click the Start button to begin the installation.

© @

[ Cancel
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Each of the software packages in the Verizon Agent window will install.

o T ==

verion

Installing Yerizon Agent...Please Wait...

Software Package Status Version
i3 Verizon Agent Installing 31105

P Enterprise Connect Downlead Com... 4.200.106
P Juniper Network Connect 32bit  Download Com... 6.5.0.14599

Pt a 1 : N2 KA. 12

More Information | Ins

This package contains the \-feriéoinl\:geﬁvl software.

‘ @ @I Start ] Cancelr

4. Click Close when all the software packages are successfully installed

$ Ve o
verion

Yerizon Agent completed successfully.

Software Package Status Size Version

v Juniper Network Connect 32bit  Install Complete 1.7MB  6.5.0.14599
v’ Verizon Dial Directory Install Complete  377.7KB  03-Mar-12
v’ Verizon Wi-Fi Locations Directo... Install Complete 177 MB  31-Jan-12

More Information i‘lnis{én;z'ibii_a
Verizon Agent completed successfully.
Please Restart your computer before using the new software.

ORE]
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5. Click Restart Now

? Do you want to Restart now?

Your computer must be restarted in order to use the new
software.

[ Restart Now ] I No

For the next step, you must be connected to either a modem or broadband.

NOTE: Itis recommended to use a broadband connection. If a modem is used for installing the
Verizon Enterprise Connect software, it may take 30 — 90 minutes depending on the connection
speed over dial-up.

6. Click the Start menu: Select All Programs > Verizon > Enterprise Connect >
Enterprise Connect

, Games &
J HP

. HyperCam 2

. Juniper Metworks

. Maintenance

. McAfee

. Microsoft Mouse

. Microsoft Office

. Microsoft Office Tools

. Microsoft Silverlight

. Microsoft Visual Studio 2005
J PGC Utilities

. QuickTime

. Real

. Roxio Creator DE

. SAP Business Explorer

. SAP Front End

. Startup

. Verizon

. Enterprise Connect
I 3 Enterprise Connect I -

4 Back

m

Search programs and files el |

8/27/2012 20 Version 17.12



Verizon Remote Access User Guide

7. Enter your Verizon credentials the first time you are accessing Enterprise Connect on
this device. Your user ID is provided by your agency POC.

Example johnsmith@copavpn.state.pa.us
8. Click OK

Please enter your Verizon User ID. The user ID must be entered in
the format: usemame @domain.

IVen'zon Intemet Connection

Verizon Intemet User ID:

l

10. If you are installing the Verizon Enterprise Connect software via dial-up (modem), please
use the Instructions for Configuring the Enterprise Connect Client for Dial-up Windows
Users section of this guide.

OR

If you are using broadband, please use the Installation and Access for Broadband Users
(Windows and Mac) section of this guide.

8/27/2012 21 Version 17.12
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Manually Install Verizon Enterprise Connect from Enterprise Mobility
Management Center (EMMC) Website

EMMC is the public website used for accessing your Enterprise Connect software and account
settings. Please contact your agency POC for your credentials.

Manually Install Verizon Enterprise Connect Agent package

To manually install the Enterprise Connect Agent and Client via the EMMC website, follow the
instructions below.

1. Open an Internet browser window

2. Locate the website: https://emmc.verizon.com

3. Log in to the Enterprise Mobility Management Center website using your provided
credentials. A set of credentials (user ID/password) is provided by Verizon to your POC
in order to access the Verizon Enterprise Mobility Management Center (EMMC).

a. Enter your User ID
b. Enter your Password
c. Click SignIn

B Lot Yow Tpeee Tsok g

* || e Erterpse Mubiity Masag

verizon

Fiosse Log &

Enterprise Mobddity Management Center

T Emnrprise Actety Danageetent Coatar

NN «

After a successful login, the EMMC Welcome Screen displays in a new browser window.

4. Click Install Enterprise Connect on the left side of the Home page

8/27/2012
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5. Click Accept to acknowledge the terms of the Export Licensing Agreement
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Users with administrator rights need to manually download both the Enterprise Connect and
Verizon Agent packages. The manual download instructions follow.
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6. Click the Download Verizon Agent link to manually initiate the installation
B ey by
O e — o woncm A 3LIEIS 1L
bt [ pew fpeeter  fook ek
. eﬁnllm- ol v

i Porotm_ - 4 12 beppnied B v - L Wy e ety >

e Crtangrie Momiey Mearegerwrt Carter - COPA

=il

VEFIZON | frueipeis Mobiity Masagement Center

y —
COPACRAYM Sermoos (o etivprpens;
o

Install Enterprise Connect

= Wiy Accoaet

Windows Desktop
Donrscat 308 1 D 840 & Pt
e Dewedseg Dperpeny Coxvedt 4

7. A security warning appears asking you if you want to run the software. Click Run. A file
download window appears. Again, click Run on the next Security Warning.

File Download - Sacurity Warning g

Do you wart 1o run or save thes file?

’i"', Namd werzonagents-1-105.exe
—_— Type  Application, & 33MB
From  emmeverizon.com

33% o verzneagentd-1- 105 &xe frim snenCyenaon (0. =2

|
al Whie fies from the imemet 2an be usetd, thia fle type can)
ool

antiably hanm your compuses Hymnnrﬁmﬂmm‘ 0
E ) U0 OF gaed TEs 2oftwarn What s e k7

S0 105 00¢ Tram ¢rne setdan (on
—8
Estmutoct tove ot 13 amc {1 300 of & 0ME copied)
Dowices iz Tenporary fokder
l Towbyr e KW Yac

Clowe fn Seng bax whert dowviead tomgactes

v [Genem ]

St Srwan Fltwr chwcknd the dowrdoad srdd & nol mpod wy
Proce:

s Beli pn vty Merknd

Internet Explorer - Security Warning " ﬂ

Do you want to run this software?

@ Name: VerizonAgentSetup
Publisher: QuinTech, Inc.

I More options
L

Rin [ DontRun

I"'j While files from the Internet can be useful, this file type can potentially harm
” your computer. Only run software from publishers you trust. What's the risk?
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8. Click Next in the InstallShield Wizard pop-up window

Verizon Agent 3.0.126

The FstaliShestiR) Wawd off rstf vegun Agens 30 LS on
ror corpuder . T3 condrum, G hext

AAVDG: Thes rog 3o & rected by Cow g lm and
rawwione Suate

User Guide

9. Read the License Agreement and click | accept the terms in the license agreement
then click Next to continue

a. Click Print if you want a hard copy of the License Agreement

1 Vercom Agemt 30126 - InstatShmd W ——
\
Lcrnse Agreement
Foase read e Dlowng ioense agesent crefuly \@

1| WERIION SCSDNESS END USER SOFTWARE LICENSE AGREEMENT
‘ DSOKTANT - BXAD CARIFIILY BEFORS LUINC THE SOFTWARE T Lo Apmem &
S0 Sctvwe (8 Suend Delem) 1 4 M3 AIEmE Sersws TS Theder i SO & W waT O

{"Lossse”) st MO Comemmergsesy Servtee I €5 Ve Bosssss Sevtim. 3 Seves c=pmeses.

" egehey Il Aomwen (DO “Vemee ) Sr Se Sotven

O ACREE THAT YOUR USE OF TEX SOFTWARE ACKSOWLEDCES TEAT YOU EAVE
Wlm ACRITMENT . TRINESTAND IT. D AGEEE 7O W 3OC%D &Y ITY

l’l Tmsese Copmr “wm=3 prEEY TR E Wm LS lemowd o =
! 6 wm sowm f Vess et ©F moosel fats £l ==t cews: {2 el e =i

@ ] acomt S mn o S loenes agrmemet ] Sent

1 mat acoept Pty 1 P lowse Ay remert

J roatem

1

<Bach A fe» pe

[

10. Select Complete for the setup type and click Next to continue

verizon

Ohcase the st ype hat el naty pour needs.

Lt
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11. Click Install to begin the installation of the Verizon Agent. The Verizon Agent installs.

130 Ve Aot 12,405 iectabSortd Wod =
Ready to Invtadl the Progrem \/'
The wee? & reacly = bege retelleton. m
Chek oatad 1= begn e vetalaton,
170U want 10 fewew o Change aew OF your esalaton semngs, ok 8. Thak Canosl 1
wmt the worard
Inwtaling Vertzon Agest 3.1.105 \/,"
The trogrem hestres you seecied e beryg rataed, m
Floam wat whie e IntalShatd Wirerd rnstals Verzoe Agemt 11305,
Thwe sy Sabe sevean Wt
St
et b Copying new Bes

12. Click Finish and the manual Verizon Agent installation is complete
A R =5

InstaRShiedd Wizan! Completod

The Irstalhield Wny? has sacessify rstalert Sergon
Agent 3.1. 105, Cick Prish o #xct e wawsd

13. Click Yes to restart your computer if you receive this prompt

15! Verizon Agent 3.1.105 Installer Information =N

changes made to Verizon Agent 3. 1. 105 to take effect.
Click Yes to restart now or Mo if you plan to restart
later.

@ ‘You must restart your system for the configuration
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Manually Install the Verizon Enterprise Connect package
1. Open an Internet browser window

2. Locate the website: https://emmc.verizon.com

3. Log in to the Enterprise Mobility Management Center website using your provided
credentials

a. Enter your User ID
b. Enter your Password
c. Click Sign In

o iy

Q O X ae Mt et verien Com 3 B - S Erverpase Mubiity Masag.
Bl Lot Yew Tpwne Ik g

Verizon | enterpise Mobility Management Center

Foare Log & e Emmrprise Watety Danagetent Coatar

Usa1 1D Phease 10g 1 to e Enterpass MatERy Masagoment Canter 3y entenng rour
W60 10 11 D00 D451 Nl D0 S0 Y2 PG Seva(d 1 N6 500060 Nl DI £n e il o
B Ten page Mo wee e ks B pof, M BGORG ¥ you wl e e
comtact InferTaalen and downiaad he Erdeprse Comect sabwae 3nd oy

Pasawond Pt SORNAS DICOISEY

L

L

NN -

After a successful login, the EMMC Welcome Screen displays in a new browser window.

4. Click Install Enterprise Connect on the left side of the Home page

| P :
L A - teter (prr serccesE pepe turna - :‘\ inla £13 P

Pl Bt Yew Tpeme  fock  live
@ Fazbown Wil v
i Vwatm - Fptsi Mm e i Wk -y

e Eranpmas Mobdty Maragumsent Comm - COPA Nr D s o B tye Tshe @

m | Enterprise Mobikty Management Center

COPR Cantrni Sevvces Ca T Exprin by . !

e
6 Pscors s 0 Batemrire Moty Uanagerest Comimt 1emohe 3c00us matagerast rpadiee By nhegramng o user- iy chast wih iy poawid reaas petx The
T Enbirpase Nodiy Barage mnt Center heiDs OrpatIatens take 0oniool o Ty TRENIE 2CDENT I PRE Tere COSt AfecIve NG 034y 1) use
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5. Read the terms and click Accept to acknowledge the terms of the Export Licensing
Agreement

B UM Yem Fawee  Jeor by
@ e beenn Wk -

o Foomans & 3 groved Binr = @) W Sacy Oeteny @

B e L e I Y 5-8- - - fene e Tgmv G-

mim' | Enterprise Mobilty Management Centet

[Jssra—— .
COPA Comtoet Servces Cn pemtsrieeey
T

Y L0 O THE ACTSRT SUITON SCRTAL LS00 COPTIAD DR OTERAVEE L) THE SOFTAMES 10U AIREE AN0 ACUOWLETIE THAT YO s i SEAD e
FOLLOARIG TEAMSE (F USE AND AGSEE TO B SOL Y Ties

SO COOOE L | INSETILITE B S T 3 Sport Of I 3oum e Be 2ETac o LT Meor cordrt s of Borat b of cwe

= Wy hccumd W00 et P B0 T OF SR A TP B R O R R Bl e i o W By tomien Tt s ol Kovee Saten Beva

LB ot 01 gresrw s el S N

. B By U Gt L A ¢ O ) PR B B ARG B e b e L Dt e o
) Cumemansn Davind Pumrans Uil o E0sty LUst s 1 U & Timatan Dupwmwats Spacany Detgram s rasoess, Fenoem o naacotes Tumasen i
wak Lraesang Creme

| R I ) S S 1t SRR W 3 BRI, VA L SR CRCE OF EAIEY, 11 TU CHVISETIANE Of POSATIER I RACHAN CINEM OF S PIN RApETS 5
wairac

Lo ot e aot 5 e B 4 R N 8 Lo Or Bchely W comRmeio oF LIS lrw Dheermn corfran b3 LD Laws @ prok ot

PEEL T oy paga Tondond art mge B et Proncted Mode O e s -

Users with administrator rights need to manually download the both the Enterprise Connect and
Verizon Agent packages. The manual download instructions follow.

6. Select the Download Enterprise Connect link to manually initiate the next install

e e e e B -~
G e ST 1163

S W g L1080 | A
B = 1\; Au;;n-. iu« W
¢ @ et Wty
i Faeer - e ] W St s @

e trimpran Mobinty Mavegarrand Coram - COPA. LR - s aav ey Tgeav @)

MMI | Enterprise Mobikty Maragement Center

v P —
O Commal Serwans (o 0008 ey s
"
boim 2 Goge

Install Enterprise Connect

W 2o Windows Desktop

Dmranas) ona 1 o Son s bnatat

P b Crveert

Do W rtweat | Postrcted Medy (0 e ¥ Sms v
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7. A security warning appears asking you if you want to run the software. Click Run. A file
download window appears. Again, click Run on the next Security Warning.

File Download - Sacurity Warning. E

|

. Do you wartt to run or save thes file?
|

Mo EnterpriseConnedSetups-200-108 oxe
Type  Application, 22.3MB
From  emmeverizon.com

) )

nu mwmmmunm =y -

Wrie fies from the inemet 2an be Lseld, thia e
s polontiaby harm yeur compser f you do rot sust e [y
O waned FEr 20fwarm Whats e k0

s 00106 408 fram emEc aRIon. o

-
Emoted e loft: 1w 12 902 (1 20ME o 22308 copmel)
. Dowedsad s Teroowy Fude

Sl R,

o

q SeatSoreen Fiber chockad s deweioed ot dhd met oirt ary
l- theags Fagot ) sy soemed

intemet Exlore - Securit Warhiog i i )
| Do you want to run this software?

E’ Name: EnterpriseConnectSetup
Publisher: QuinTech, Inc.

(%] More options |[ Run ]I[ Don'tRun |

I v While files from the Internet can be useful, this file type can potentially harm

your computer. Only run software from publishers you trust. What's the risk?

The download begins.

Venzon Erterprise Comnect 4200106 - SnstallShard Wirard

Preparing to Install..

Verson Enrgrise Correct 4 200, 104 Sebip & frepirng Be
Toutalhueld Ward, wheh vl gudle you Srough e program
setoprocess. Mease watl

Extractng: EnterpreeConnect s

The Enterprise Connect client prepares for installation.
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8. Click Next in the InstallShield Wizard pop-up window

Vertzon fnterprise Conmect 4,200,106

The JretalShentdR) Winerd nil rrxtall Vertzon Srieepres
Comnect 4200 306 on your computer. To coninue, chok Nest

WARNING: Thes program & protecied 3y coppeight law and
mimnatenal ruates

User Guide

9. Read the License Agreement and click | accept the terms in the license agreement
then click Next to continue

a. Click Print if you want a hard copy of the License Agreement

14! Verizon Enterprise Connect 4.200.106 - InstallShield Wizard

License Agreement \—/

Pleasze read the following license agreement carefully. mﬁm

'VERIZON BUSINESS END USER SOFTWARE LICENSE AGREEMENT

IMPORTANT - READ CAREFULLY EEFORE USING THE SOFTWARE: Thiz Licenzs Agreement for
the Soffwars (3= defined below) is 2 l2gal agreement betwesn vou (whether an individual or an entity, the
"License:") and MCI Communications Services, Inc. d'tva Verizon Business Services, a Delaware corpodation,
=nd itz suppliers snd licenzors (collectively, "Verizon™) for the Sofwars.

YOU AGREE THAT YOUR USE OF THE SOFTWARE ACKNOWLEDGES THAT YOU HAVE
EEAD THIS LICENSE AGREEMENT, UNDERSTAND IT, AND AGREE TO EE BOUND EY ITS
TEFRMS.

1. License Grant. Verizon erants vou a r=vecsble, limited, non-snclusive, nontransBmbls, rovalty-Fes licenss to
inetall znd ez copies of Varizon softwars snd sssocisted medis snd printed materisls. if sny. and sny online or

(7)1 do not accept the terms in the license agreement

Instalishield

m |

»

-

[ <Back |[ mext> |[ Concel

]

10. Select Complete for the setup type and click Next to continue

Setup Type
Choose the sebup type alt best Suts pour nesds, "\{M
PMeirie selec! & st tze,

5 orograre features il be nctled. Requres the most dok
pace

Cugtom
Croose which progren Seatires you want estalled ang where they
N wi be retalied . Recommended for advanced users.

] e
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11. Click Install to begin the installation of the Enterprise Connect package. The Enterprise

Ready to lrmtal the Program 4
e wiined & reddy %0 Dagn Mutstaton \w/'m.
Ocd roted 3o bogn e ikt
17w it i v o e vy oF vour Fetalaton selings, O Bad. Ok Cwoed
ewl b miwd
Iastabrg eterprive Commoct
oS e
Tt wtie e Corwact
4200 124 The mey W sererd wuem
Sl
Feteling Oud et b8 & Drmetarnen.
et —————
cipc || e | Coneet
e
12. Click Finish
The InssstSnek! Wowd as sooesshully rataled Veruen
Ervterprme Corvwrt 4.200. 104, Cick P 3 aet fe wawd.
The Enterprise Connect client is installed on your device.
It may display in your quick start Jj e ed ;
menu or your Programs menu. B coretierriean
,': Catdifaton
Sicky Notey
* sanpng Tod
& vim
- A% Vienw
g Winihaws San a0dd S
155 Micoonsts e Wumt 2007
¢ Emiarpmse Connent
b AiPoygaees
foeters — P
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Start > Programs > Verizon > Enterprise Connect > Enterprise Connect

o Accessones
L Cisca Systems VPR Client
1 Cisco Weblx Conrect

o Crgstal freerprse d You can create a short cut for your

L Games €

§ Muczensnce desktop for quick access.

L McAfee

L Microsoft Office L
e £
L Veraon o

Ernerpoze Connect
& Enterpese Connect

VivhEs =

1 Rack

13. Click your Enterprise Connect program to launch the Enterprise Connect client

Enterprise Connect
Version 4200106

St
Wastirg bt verizon

14. Enter your credentials the first time you are accessing Enterprise Connect on this
device. Your user ID is provided by your agency POC.

15. Click OK

Please enter your Verizon User |ID. The user |D must be entered in
the format: usemame @domain.

|Verizon Intemet Connection

Verizon Intemet User ID:
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16. The client displays and launches the Enterprise Connect package installer. Click Start.
Please note this could take several minutes to complete the installation.

17. Click Close when installation completes

& Enterprize Connect

Tooks

“w i <

Wred  Motde WA

verizon
= é
—
Dot VPN

Security Status §F

Sottware Package

B} v Enterprize Conmect

Bl & junises Metwork Connect
B ¥ Verizon Dvad Directory

| o B} "B TIPS
Most Informaben  esuiion Log

T2 witnw roee ad oendinom about 2 S

o 4

Chck: the St buon 10 bogn Pe oitalyion

Sck the Slas buston tn Seg e dov

oiwae Fackags, choh on iy nare

To thg an opiond Sowae Fackage, et e chackbon st to 4t narve

Statun Sae Version
Nready nstalled 22AME 4200106
6. Pending AR 6501499

Aready instatled NISKB  03-Ma-12

Adwctallad. 1T I M0

aroad and ratalabon

| @ Vertzon Agent E{

Iataing Jnger Network Connact B Plasse Wat
4
EJ —

Scttmars 2 ackage G an Veruon

B 7 Entesprse Connect Already Inzalled  224MB 4200000

B W nurvper Network ¢ lrstalbng 22ME 8501490
B v Veszon Dual Dy Already butaled  ITTBER 03-My-32
B 7 Vrriens W8 L) sabiass IS P T T X T 3

Mow hendton | | nallaion Loy
“Nandetny updeme. fmad be telocied
10 33003 i Cevahon it dwidabie

Ee\hruxmlg-a

W 2

=3 Ve Agent conpleted successhuly.
5l =
Seftmare Package Seatus

Bl ¢ interpose Connect
B ¢ Jungper Netwerk Connect ..
B v Verizon Dial Drectary

| 2 BT A B mrstimme PN

Mo Intomanon | |natadation Log
Verteon Agent compieted secowssfuly

v 3

See Verdion

ZANE 4200106
S30.145%
03-Mar-12

Nready Installed
Irntald Complete
Already installed
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18. Click Restart Now if this pop-up window displays
' 3

? Do you want to Restart now ?

“four computer must be restarted in order to use the new
software.

Restart How ] [ Mo

Configuring the Enterprise Connect Client for Dial-up
Windows Users

The Verizon Enterprise Connect client provides a seamless access method to your agency
resources on the network for dial-up users.

After you received the Enterprise Connect client download from your agency or followed the
steps to manually install, you are ready to configure the VPN client.

1. Launch the Verizon Enterprise Connect client from the Start menu or double-click the
icon on your desktop

Start > Programs > Verizon > Enterprise Connect > Enterprise Connect

£

ELETprse
onneCtie))
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This launches the Enterprise Connect client. You may be presented with the Credentials

screen. Your information is provided by your agency POC and is usually only required once on
each device.

ir
E n terp I'ISG COH n BCt Please enter your Verizon User ID. The user ID must be entered in

g
338 the format: usemame @domain.

H |Ven‘zon Intemet Connection ]

Version 4 100 118

Verizon Intemet User ID:

|
kg b s verizon w '

Cancel

The Enterprise Connect Client displays for your use. If you click Connect and your workstation
or laptop is already connected to the Internet, the Enterprise Connect window icons indicate
your connectivity status with the appropriate GREEN colored picture.

Enterprise Connecl &
Tooks Sacusly Stalur 0

v, ® =
Connect . =
Wead Hobde W Disl YN

NOTE: If a specific connectivity status is GREY indicating it is not available to you and you are
already connected to your connection source, this may be due to your agency approval access.
If you want to have other access options, please contact your agency POC.

Green Dial icon indicates you are connected using the phone line and completed the dial
selection steps in the next section.

-
& Interprize Conpect

Took i
Connect N\ e = &
Weed Mobie Wi Drad VPN
Diad Connection )
| Deconnect
Conmocied
Securty Status g

Grey Dial icon indicates you need to select a Dial Connection. Please follow the Instruction for
Dial Number Selection.
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Instructions for Dial Number Selection

Dial-up users must select an appropriate dial-in number and complete a connection to the
Verizon Enterprise Connect service each time they use this VPN access.

The following steps are necessary for the first time you are configuring and starting your dial
connection. After you establish a phone number and save this phone number as your default
dial location, your information is saved for future use.

1. Click the Dial icon

& Eoterprize Connect =)
Tools vortzon
S — w m e |=
Connect SR = a
Wyed Nobde R D VPN
Security Status 0

This opens a new section of the screen to enter your dial location.
2. Click Select Number to identify a dial connection number

a. The dial connection number can also be manually completed by clicking on the
dial number text box and typing the phone number.

& Entespnse Connect =]
Jook ‘w
A — —
e E @
Connect P e =
Vired Mcble VAR Dhal VPN
Dxad Connection
£ot Locstions w1 756 4554141 Sainct N grhier eney
Dl Moder Sacornected
Securdty Status 0

The Select Dial Phone Number window displays.
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3. Filter the dial list for your location by entering information on the left side of the window

Tip: Enter your city in the Free Form Search field
4. Click Search to apply the criteria

Favortes: Mre thar SO0 seaech rasuts weve found. Only sthe tap S0 2o deplaved.
New Favors = | Mo SueRegon Oy Verne

Comection Type 251) 202122 Asbarme
Ul S 2515001800 Asbarss

(@51} 2074007 Alaboraa
| Cewsexsn | 2710 Nebms

(205, 4531837 Alsbers
(205) 2045001 Anbora

T e

&

5. Select the dial number of your choice and click Select Number

Paaten 76 seavch msuls found.
Mew Favorte v | Marse QeFegen iy Vet
Savs  [Delete {570y 7430828 Adcansas Hamson
{302) 5650038  Delaware Hassrgton
Lok OR 2148515 Ldahes Hasioon
fhted Natos = (206 6839151 kisho [r—
Regori {518 7154115 Bingis Hartstirg
(122200208 itann West Hastsen
Tty 231) 3831113 Mchgan Haeletty
{07 8274225 New Hampewe  Harmmvite
{554 2440105 Ok Harezery
Free Forn Search; (512 7158465 Ckio Harssen
st (717 305573 Pernsyhvania Hartstery
AmaCodec Exchonge: {717) 5454309 Frrnmbvania Haristurg
1] Selact TobFrem cusmbnes {B35) 2857112 Ternessee Hamman
(5401 5082028 - Virginia Hamsonbuyg
Comechn Ty {540 4320806 Vagein Hasssordrrg
[ CowSewsh |
(
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This populates the initial Enterprise Connect dial-in field.

e E'nterp'r'ise Connect
L
Tools verizon
W P e E A
Connect —
Wired  Mobile Wi-Fi Dial VPN
Dial Connection
My Location v | 17172322025 Select Number
Dial Modem disconnected.
Security Status @

Saving your Dial Selection

The Enterprise Connect client allows users to save multiple Dial profiles.

1. Select Edit Locations from the Dial Connection drop-down menu. The Phone and
Modem window displays.

2. Click Edit to create the profile

& Enterprize Connect

Tools '\"’;’” |
e TR
" L L
Wied Motde Wis Dl VPN
[ s
| Phone and Modem 2 )
- “ Duing Res
£ The lnt below depierys the bostorn you have mecfied. Seinct Se
| location from whech you e
“ Locaons
l Locaton Aren Code
1 Qa3 n
@ My Location 999
Hew. . B |  Delte |
Prone rumiber will be daled as
1205 4196140
L" oK Cacel |
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3. Ensure your selected dial options display, such as area code and any preceding digits to
the number you may be dialing

Modify the Location Name (e.g. home, remote office, etc.)

Click Apply

Click OK to close the window

r 2 =
New Locaticn m - g

General | Area Code Rules ||Calling Card |

Q Location name: |

Specify the location from which you will be dialing.
Country/region:

( Area code: \

| United States v

Dialing rules

When dialing from this location, use the following ruleg:

To access an outside line for local calls, dial:
To access an outside line for long-distance calls, dial
Use this camier code to make long-distance calls:

Use this camier code to make intemational calls:
[ To disable call watting, dial:

Dial using: @ Tone ) Pulse

Phone number will be dialed as:
1205 4198140

[ ok J[ cancel || ool

J\

=

The newly created profile displays in the Enterprise Connect window. Repeat the process to
add or edit multiple dial locations.

© irmerprze Connect

Jook

v () =
Connect ~ "' ? i a
Wimd  Mobie WA Did VPN
[Nl Connection
aas 7| 1010 | e Narbe Correct |
Duasl Moden disconnected
Security Status &

8/27/2012

39

Version 17.12



Verizon Remote Access

Enterprise Connect Interface

When you launch Enterprise Connect, you will see the window below.

Tool ’ A \‘;”
|8 D | ¥ G
i = =
Connect W = a
Wirea Mebie WeE Dl PN
1 ( 7[ U
Secunty Status o

Interface Specification

Label

A

B

C

D

E

F

G

H
L
N
=

Menu Bar options: Directory Search, Settings, Verizon User ID, Show Event Log,
Upload Event Log, Check In, About, and Exit

B2 Connect button — press to connect to the Internet and VPN.
AN Wired icon — shows Ethernet and network adapter information.

v Mobile icon - shows broadband connection information.

o

s Wi-Fiicon — shows Wi-Fi information; enables and allows you to search for local
Wi-Fi connection.

)
w» Dial icon - when enabled, generates list of available dial modem numbers for
connection to the Internet.

é VPN icon — enables access and prompts credentials window.

aneieeme B Security Status — displays current security status based on check of
policies.

Color
Legend
Green Option is active
Black Option is not active
Gray Option is disabled
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Expanding the Window

User Guide

By clicking on any of the connections icons (Wired, Mobile, Wi-Fi, Dial, or VPN), you can
expand the window. For example, clicking on the VPN icon reveals a drop-down option box, a
connect button, and the “VPN disconnected” status message.

>

wWa

1
Took \f/l

Securdy Status o

VPN

Tooh

VPN Connection
VPN Gatewsy - Verson Nodel EMEA

J

VPN Sscormacted

Viewing the Tool Options

| Tools [}

Directory Search..,
Settings...

Verizon User ID...
Show Event Log...
Upload Event Log
Checkin

About..,

Exit

\

Wrez Neble

Seconty Statuy 0

Click Tools to see a list of available menu options. For further information on the menu options,
refer to the Verizon Enterprise Connect Menu Choices - Tools section of this document.
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Security Status

To help protect an organization’s networks, application and data, it is essential that remote and
mobile users are using up-to-date antivirus and computer security systems. Enterprise Connect
performs a security status check when the VPN connection is started. The security status
display can appear as red, green, or gray.

Secunty Status Q l

s Security Status

° Red Did &t D Lest segustry sttng
Machine failed security checks

Security Statut 0 '

O Securaty States

e Green

Machine passed security checks

° Gray Securty Stacus Q

Machine was not tested against security policies
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Connecting with Verizon Enterprise Connect

Enterprise Connect is designed for a one-click connection whenever possible. In most cases,
Enterprise Connect launches when you log in to your system. Enterprise Connect is
programmed to automatically connect to the Internet. If Enterprise Connect does not

automatically connect, you can click Connect or select the connection type to initiate the
connect process.

1. Click Connect after your dial number is populated

¢ Enterpr‘;se d)nned:
Tools \ven/ml
s Y. ) e =
% —
Connect SN LR &
Wired Mobile Wi-Fi Dial VPN
Dial Connection
(Mylocation  [c] 17172322025 ) Select Number

Dial Modem disconnected.

Security Status @

NOTE: The dial connection number can also be manually completed by clicking in the
dial number text box and typing the phone number.

Clicking Connect initiates your dial connection. Wait for the modem tones and connection to
complete. The Connected message displays.

ro Enterprize Conpect “—‘
Took m"" >
S —— P
), -
Collinet e = A
Weed Mobie Wi Drad VPN
Dvad Connection
" Decorrect
Securty Status o
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2. Open an Internet browser and navigate to : https://moose.pa.gov
The Commonwealth of PA Secure Access SSL VPN internet page opens.

3. Enter your Commonwealth/VPN Username and Password

4. Click the Realm drop-down menu to select CWOPA (for Commonwealth of PA users) or
MUSER (for Business Partners) or ARA (for Domain Users). This step provides the
correct access to your agency servers.

[ opa Secure £ices S50 PN - W
&~

@ e browess Webls |

i Fnome o B W s Ui

& COPA Sexwre Accens SSLWN

Welcomm 1o the

COPA Secure Access SSL VPN

Usamanme PRase Bon N Lo DAgn your SE0WG SEERaN.
Passwora
Roaim CWORA |

WMUSER

ARA

5. Click Sign-in
o S

Ol =

< fwsme o @ Wb Shen hadey v

B COPA Secune Access 551 VPN

N T

T SR g, “We- <
- < - wuu b

Welcome to the

COPA Secure Access SSL VPN

Usemame pdon Please sgn n to begn your secure sesmon
Passmord  sesssesees
Ko CVIOPA -

Sgn in
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6. Enter your Certificate information based on your operating system in one of the following
permission windows:

Windows XP:
a. Enter your Commonwealth Certificate password
b. Click the check box to remember your password (optional)

c. Click OK
-
Signing data with your private signature key M
An application is requesting access to a Protected item.
Password for:
CryptoAP| Private Key
[] Remember password
[ ok ][ cancel || Detais..
Windows 7:

a. Select Grant permission

Grant or deny this application permission to use this key

I Key name:  Application supplied name for the key I
(©) Grant permission

©@ Deny permission

L Key protection password:

"gﬁl View key details I ok | [ Cancel ]

b. Enter your Commonwealth Certificate password and click OK

r P N
[7] Request For Permissionto UseaKey . ﬂ

Grant or deny this application permission to use this key

Key name: Application supplied name for the key
@ Grant permission

() Deny permission

FRIEIIRIIIIE

Key protection password:

(v) View key details ok ][ cancel |

_——- i
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Following successful authentication, the Network Connect agent completes the login to the
Commonwealth network.

R ———
y & i

Tralarsazas  Welp  Bagn Out

—
o SN

[} Juniper’

Biosse | (sl

Please wait...

Launching Network Connact. The may take several minutes,

1f 4 werie poaverrzs the Metrark Coonec fram Wadng Sicoeily, you can
o Chatk Sismper tomcastyse
s Wet of funttiore®y may be svaleie

The Welcome screen displays and you may begin working.

NOTE: Itis not necessary to click Start. Your VPN connection is already active based on the
Welcome message on the screen.

B bW e Fawhes Lews e
o~ L

- Pw— o o >

B s P o dcom eves - Fwve %@ . bupe aye gk @

Jniper ® ¥

e S et

Weame e bhe bmas Fen bacnrs Araes fmvine bubgrmre

A Mevmod Conmect B

Dwwe R Loce mhaat| fatecnd Mese 01t b N -

After connection is completed, the Enterprise Connect client continues to display on your
desktop.
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If you want to minimize the Enterprise Connect client, click the X in the upper right of the

window.
r° imterprize Conrect l W l
Tooks ety
9, ) = =
Connect ATV S
Weed Mobie ViR Diad VPN

The icon displays on your active system tray on the bottom right of your desktop.

E o @

Customize...

Disconnecting the VPN Session

Prior to shutting down your device, it is important to sign off of the VPN service.

1. Close all Internet browser windows to ensure you logoff of the Secure Access SSL VPN
2. Click Disconnect on the Enterprise Connect client

[ & inerprize Conrect “
Took SoRe
Connect \ e = a
Weed Maotés W Drad VPN

Conmocted

Securtty Status 0

The client refreshes and is ready for connection again.
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Un-installing the Enterprise Connect
Client

Verizon Enterprise Connect software may be un-installed at any time. These packages may be
re-installed using the installation procedures described in previous sections of this document.

To remove the Verizon Enterprise Connect packages:
1. Locate the Control Panel for your device and select Uninstall a Program

OB+ it + = 5

Fle ife Ve Toom Hep
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2. Left-click on the Verizon Agent and click Uninstall from the functions at the top of the
screen. Click Yes in the pop-up window to uninstall.
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3. Restart your computer
a. Click OK to restart your machine if the window displays

7

Verizon Agent 3.1.105

l'/—%-."} The setup must update files or services that cannot be
‘@Y updated while the system is running. if you choose to

~ continue, a reboot will be required to complete the
setup.

L' ok ]| Cancel |

b. If the window does not display, select Restart from your Start menu

4. Return to your Control Panel and select Add or Remove Programs
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5. Left-click to select the Verizon Enterprise Connect package and click Uninstall from the
functions at the top of the screen. Click Yes in the pop-up window to uninstall.
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You may receive a successful confirmation and the application is no longer installed.
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Installation and Access for Dial-up Non-

Windows Users

Commonwealth employees who use an Apple Mac or any other operating systems other than
Microsoft Windows cannot access the Commonwealth VPN secure locations at this time.
Please address your concerns to your agency POC for resolution.
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VPN Help and Management Tools

Assistance with Using Your VPN

Please use your agency guidelines and contacts to receive help with installing and using your
VPN access.

Verizon Enterprise Connect Connection Icons

The Enterprise Connect interface has 5 Connectivity symbols.

Wired %

A wired connection refers to a connection using Ethernet cables and network adapters. Press
the Wired icon to show options.

Im\\ —
Teok "—"’l 2
N e a8
Connect e W
Wimd | Mobide WiF e VPN
Comnnection
Selected Adapier: Marved Ykon S2EE040 PCIE Fast Bihemet Cortioller
Bherwt decornected
| Secunty Status Q
— —

Mobile @

A mobile broadband connection refers to high-speed wireless Internet connections through a
portable modem, telephone or other device. These devices and services are designed to be
used from arbitrary locations. Press the Mobile icon to show options. Press Connect to activate
your mobile device.

© Entespnse Connect =]

lYooex

o
weron
S — —
| < (1 —
Connect T E éa
Wired Moble | WA Ol VN
|
Mobie Broadband Connection
vulll  Selacted modern: PANTECH UN1TS

Moble Broadbend decormecied

| I— PO e oo '1
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Wi-Fi 2

Wi-Fi (wireless fidelity; also referred to as WLAN or wireless local area network) refers to a
connection that uses radio waves to provide wireless high-speed Internet and network
connections. Devices that are Wi-Fi capable can access the Internet without wires in Wi-Fi
hotspots. These hotspots are certain locations (usually hotels, or restaurants or airports), where
a router is installed. Click Wi-Fi to view the list of available Wi-Fi hotspots.

Corvexted 1o ZMHI3 |
* |
Security Sistun o
© Wireless Network Scan List f &
z v :
Avalabie Wreless Natwodcs bt tercrc b
Netwud Nate Povle Sord Sveng Secuty
ot 205 | = W Open
bot Verzon Wi H | 3 Open
N - =
SuppartCacter | S AESWPR2PIK
23403 | WEeR
[P | AES-WPAZFSK
[ Seot retwat
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Dial =
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Dial connection refers to the Internet access that uses a public switched telephone network
(PSTN) to establish a dialed connection to an Internet service provider (ISP) via telephone lines.
Click Dial to view search options.

Dral Connection

Dssl Moden dacornecied
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A Virtual Private Network (VPN) connection refers to a network that provides secure access for
remote users or offices to a company or organization’s network. Click VPN to view the options.

| VI'N Connection

NPN Galeway

VEN dacorned! Vatzon busiress 551

Secunty Shatus 0
K RS, DSOS RO . A
[ [ N
& VPN Credentials s 5 Do N =
@ Please enter your credentials for the following VPN connection
(/
[ Verizon Nortel EMEA |
VPN User 1D '
PIN: Token:
d
oK Cancel
\ —— —— J
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Verizon Enterprise Connect Menu Choices - Tools

Enterprise Connect gives you a choice of the following menu items:

Directory Search: Search by location or connection type.
Settings: View your computer devices, previous Wi-Fi network, and
Options for auto launch.

Verizon User ID: Window to enter your Verizon user ID and password.

Show Event Log: Allows you to view the event log of current activity.
Upload Event Log: Upload your event log to your administrator.
Check In: Receive Enterprise Connect updates.

About

Exit

The following sections briefly describe the menu choices listed under Tools.

Directory Search

User Guide

Tools E}

Directory Search...
Settings...
Verizon User ID...
Show Event Log...
Upload Event Log
CheckIn

About...

Exit

After you selected Directory Search, the window below displays. From this window, you can
find a connection type based on a variety of options. In the left frame of the Directory Search
window, you will find search options by location; you can do a free form search, or search by

connection type.

Shcw Fuert Lag. Wired  Mobie \ WiFi
Jpbuad vt Loz
Chectln

Avour. Security Status @

Mt ws Sy

e e

ey e SCA Berwgrem A Wer Phe S

e B e i e S Vot (B e S

e —r Do ATHT St Soun DR0M 125055 T
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Search by Location: Clicking the drop-down arrow in either the country, region, or city field,
allows you to scroll to the available choices in those fields. To search by location, click the drop-
down arrow and scroll to specify the country, region, or city where you want to find a point of
presence

Free Form Search: If you are trying to search for a word, a string of characters, or a certain
number (area code or full listing), you can use the free form box. Search by phone number, you
can narrow your search by entering a specific area code or exchange.

Search by Type: You can further filter your search by selecting the Connection Type to
search.

Location Type: You can further filter your search by selecting the type of Location to search.

After you defined your search parameters, click Search to find available connection methods
based on the criteria you specified. All the search results appear in the right frame. In the right
frame, you will find the name, state/region, city, venue, type, and address. The Connect button
is gray for Wi-Fi spots that are in your directory, but not in the ‘air’ at your location. For dial up
numbers, since they can be called from anywhere, the Connect button should always be
available.

NOTE: Addresses in the Address column are linked to the Internet. You can click the
location and your browser loads with the map and location.

o

Sty ——
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i

3
AAS3IRADN
' 4
1
i
§
i
|

8/27/2012 56 Version 17.12



Verizon Remote Access User Guide

Settings

Select Settings. This option allows you to view settings for devices, Wi-Fi networks, and
options.

Took
Directory Search.
Settings... X
Verizon User 1D, Lt
Show Event Log... Wired Mobile
Upload Event Leg

Chedk In

Ethemet Adapter
’ Imtel{R) 82567LM Gigabit Netwaork Connection

Mobile Broadband Modem
| Qualcomm HS-USE Modem 9202

Wi-Fi Adapter
| Intel{R) WiFi Link 5300 AGN

Dial Modem
| ThinkPad Modem Adapter

Devices

When you select Settings, the default window is the list of devices. Otherwise, when you click
Devices, you see a list of devices for your system. The drop-down arrow reveals any other
listed options.

Bhemet Adapter

Lezzz [ IR} E2567LM Gagsbt Metwerks Connection -

z Mobde Broadband Noden

Qotony | Grsicomm MS-USB Moden 3202 -
Vi Adapter
(It WS Lk 5300 AGN -
E\,Moduﬂ
TkPad Nodee Adapter v

[+]4 Cancel
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Wi-Fi Networks

When you click Wi-Fi Networks, if available, you will see a list of Wi-Fi networks you may have
used in the past. Enterprise Connect stores previous Wi-Fi connections along with their network
keys. You can delete previously saved network keys by clicking Delete Saved Network Key.

Wi Networks with saved Network Keys

Options

By clicking Options, you can disable or enable Enterprise Connect to launch when you log in to
your system. When you set your option to Default or Yes, Enterprise Connect is set to launch
when you log in to your system and connect to the Internet or your VPN. When you set your
option to No, you will need to open Enterprise Connect to launch the program.

Devices Default > | Enable Ao Launch and Corpect on system oan
WiF Networks Default s

Yes

M‘ﬁ\ No
-
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Verizon User ID

Select Verizon User ID. This option shows your Verizon credentials.

Tools |

Directory Search...
Settings...

Verizon User ID... [ }

Show Event Log...

Upload Event Log
CheckIn

About... i Security Status g
Exit '

@ Verunn Cresetals —im
Plases ente por Vetion usr 0 200 0esward The user Tt
a te ertered n e o wmae SasTan

Vergon rearet Connmoton

Virtion Moot Use 1D
I

Femrwore
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Show Event Log

Select Show Event Log. This option reveals the Event Log window.

Tools

Directory Search...

Settings... $ ?
% \

WVerizon User ID...

Show Event Log... {

Upload Event Log
CheckIn
About...

Exit

Upload Event Log

@ bt log

Ertayran Corect ogprg steted on Thusdey. Secterbe 02, 2010 343312

113 13- Windows Vata Hame Praewas dten G4t Serves Pack 2 S B00))
[LEER) tarpess (ot yermee. 41001270
1211 £ Jvniatae

130 15« Prrwpte' wie e riewe Uber D
143315 - Prormpting for Condartinls
1442 55 . Settrg Lner Dio tuster 1Sz 13 ciunet

Eraret sdater seeced Varesd Yasean BIESOR] POLE Faet Brerwt Corsoller

rtelorg sz

User Guide

Select Upload Event Log to upload the log. Uploading the event log allows your system
administrator to view, monitor, and analyze events recorded in your security, system, and
application logs. This is especially useful during trouble shooting sessions between you and

your administrator.

Teols

Directory 3earch..

Verizon User ID..,

Upload Event Leg L\SJ

CheckIn
About..,

Exit

Settings.., v, ( ? E

Show Event Log.., Wired  Moble  Wi-Fi Dial VPN

j Security Status @
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Check In
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When you select the Check In option, Enterprise Connect searches and downloads any
available updates for the Enterprise Connect software.

About

Tools
Directory Search...
Settings...
Verizon UserID...
Show Event Log...
Upload Event Leg

CheckIn

About.., by

Exit

Wired

Mobile

;Security Status g ‘

Select About. This option reveals the About Enterprise Connect window.

Tools

Directory Search...
Settings...

Verizon User ID...
Show Event Log...
Upload Event Log
CheckIn

About...

I
. by
Exit

Wired

| © Azt Ertwrpriss Cormest

Mobile

¢

—
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Exit

Select Exit. This option closes Enterprise Connect.

Tools

Directory Search...
Settings...
Verizon User ID...
Show Event Log..
Upload Event Log
CheckIn
About...

; Security Status g

Exit [\J

User Guide

8/27/2012

Version 17.12



Verizon Remote Access

Juniper Networks Installer Service

User Guide

To push the Juniper Networks Installer Service to end users, please follow the instructions
below. Remember that administrator rights are needed to run this service. Please perform this
install on the end user device prior to conducting the automatic installation and configuration of

Network Connect.

1. Run JuniperSetuplnstaller.msi
2. Click Next

-
ﬁ.‘ Juniper Installer Service - InstallShield Wizard

S5

Welcome to the InstaliShield Wizard for
Juniper Installer Service

Juniper

The InstallShield(R) Wizard will install Juniper Installer Service
on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

< Bac [ oNext> | [ Cancel ]
3. Click Next
#! Juniper Installer Service - InstallShield WizardA @
Customer Information
Please enter your information. J U n ":?er
User Name:
ICommonweaIth of Pennsylvanial
Organization:
ICommonweaIth of Pennsylvania
InstallShield
[ <Back J[ Next> ][ cancel |
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4. Click Next

5. Click Install

S

[ﬁJ Juniper Installer Service - InstallShield Wizard
| B

Destination Folder
Click Next to install to this folder, or dick Change to install to a
different folder.

Juniper

NETWORKS

Install Juniper Installer Service to:
C:\Program Files\Juniper Networks\Installer Service\,

InstaliShield

Change...

<Back || Mext>

J [ concel ]

35 Juniper Installer Service - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Juniper

NETWORKS

Click Install to begin the installation.

exit the wizard.

InstaliShield

If you want to review or change any of your installation settings, dick Back. Click Cancel to

[ <Back |[  instal

J [ coneel |

User Guide
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6. Click Next after the files were successfully copied

_ﬁ] Juniper Installer Service - InstallShield Wizard l = | H_ZHJ "
Installing Juniper Installer Service U r.”p e r
The program features you selected are being installed. J
@ Please wait while the InstallShield Wizard installs Juniper Installer Service.
& This may take several minutes.
Status:
Copying new files
|
Instalishield
B Ne Cancel
A
7. Click Finish
-
_|§J Juniper Installer Service - InstallShield Wizard @

InstaliShield Wizard Completed

Juniper

The InstaliShield Wizard has successfully installed Juniper
Installer Service. Click Finish to exit the wizard.

o]

A

After you installed the Juniper Networks Installer Service on the machines, end users need to
automatically install the Juniper Networks Network Connect Client. Please direct them to the
Automatic Installation and Configuration of Juniper Networks Network Connect section of this
guide.
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