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McAfee Antivirus for Commonwealth-Issued Devices

This document is for Commonwealth devices that need to have manual updates of the
McAfee anti-virus. By default, this software is set to automatically update itself twice a day
and scans each file before it is written to disk. This guide is for users who want to manually
update their DAT (virus definition) files and/or manually scan their entire (full scan)
computer.

How to Manually Update McAfee DAT Files

1. Locate the V-Shield (blue/white shield with a red “V” on it) icon in the system tray (lower-
right corner of the Windows taskbar, next to the clock) and right-click it.
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2. On the context-menu that pops up, select "Update Now...”

VirusScan Console...

Disable On-Access Scan
On-Access Scan Properties...
On-Access Scan Statistics...

On-Access Scan Messages...
On-Demand Scan...

Update Now...

About VirusScan Enterprise... o= .
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3. The updating window will open and McAfee will update to the latest DAT files and patch
level if newer versions are available. This will take a few seconds to a few minutes
depending on the amount of updates as well as network and computer speed.
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How to Manually Update McAfee DAT Files (cont'd)

McAfee AutcUpdate

m

Update in Progress M

Please wait for update to finish...

Starting update session.

Checking update packages from repository ePO_EPQOSERVER.
Initializing update ...

Verfying catalog.z.

Extracting catalog.z.

Loading update configuration from: Catalog xmil

Downloading PkgCatalog z.

Werifying PlgCatalog z.

BExtracting PkgCatalog.z.

Loading update configuration from: PlkgCatalog xml

Cancel |

4. Thirty seconds after the update has completed, the update window will automatically
close. The VirusScan DATs and patch levels should now be at the latest version.

How to Manually Run a Full System Scan
1. Launch the VirusScan Console. This can be done two ways. Option A: Right-click the
system tray icon and select “VirusScan Console...” Option B: Click Start > All
Programs - McAfee - VirusScan Console.

an' G BT ) 12:46 PM

Option A:
AThe McAfee VirusScan Icon
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VirusScan Console...

Disable On-Access Scan
On-Access Scan Properties...
On-Access Scan Statistics...

On-Access Scan Messages...

On-Demand Scan...

Update Now...

About VirusScan Enterprise... :
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Option B:
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2. When the VirusScan Console opens, click “Full Scan” once to highlight it and then click
the Start button (green “play” icon in the upper left) to begin a full system scan.
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Task

! Access Protection

u Buffer Overflow Protection

On-Delivery E-mail Scanner
@] Unwanted Programs Policy
Eﬂ On-Access Scanner

@ Quarantine Manager Palicy
Fui scan

AutoUpdate

(managed) Get new DATs

Status Last Result

Enabled

Enabled

Enabled

8 unwanted program cat...
Enabled

The guarantine folder co..
Mot Scheduled

Daily, 5:00 PM

Daily, 5:00 AM

The Update succeeded

Last Run

Monday, February 11, 2008 12:52:21 PM

VirusScan Console

3. McAfee will scan your system memory and all physical hard disks for virus-infected files.
This will take a while — usually between 30 minutes and 2 hours. Any files infected will be
listed along with the remediation action taken (i.e., quarantined, deleted, cleaned, etc.).

[ On-Demand Scan Progress - Full Sean E=EEEE™
Scan  Detection Help
Pause
= = =
Properties
Scanning in: <:“Program Fles*\Apple Software Update' Software Update Resources'r
File:
Progress
Stop calculating estimate
Calculating Estimate Time: 0:00:30  Scanned: 68 Detections: 0

If either of these steps is unsuccessful, please contact your agency help desk. For
consolidated agencies, contact OA-Help Desk (717-783-1087).
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